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1 Introduction

Tools and techniques used in the project will be explained in this manual to for set up on a
device. The experimental setup will be explained with versions and licencing.

2 Setup

This experiment was performed on personal laptop and the tools were installed on it:

e Hardware: AMD Ryzen 5000 series operating system
e Operating System: Windows 11

e Project setup: Windows 11, Microsoft’s Power Automate (11.2406.410.0), Chrome
browser (128.0.6613.27)

@ Device specifications

Device name [N

Processor AMD Ryzen 5 5600U with Radeon Graphics 2.30 GHz
Installed RAM 16.0 GB (15.3 GB usable)

Device ID [E3T52A3T-A3TF-2AFB-OF PF-BATSOCCCADEA]

Product ID U767 E T G5 A UENT]

System type 64-bit operating system, x64-based processor

Pen and touch  Pen and touch support with 10 touch points

Related links  Domain or workgroup ~ System protection  Advanced system settings

mm  Windows specifications

Edition Windows 11 Home Single Language

Version 23H2

Installed on 04-04-2023

OS build 22631.3880

Experience Windows Feature Experience Pack 1000.22700.1020.0

Microsoft Services Agreement
Microsoft Software License Terms

Figure 1. Device specification

3 Tool used

Robotic Process Automation (RPA) tool used: Power Automate (11.2406.410.0)



Power Automate is an RPA tool that can automate manual processes with integration of
multiple application and tool, It allows users to create automated flows between the
integrations. The flows designed in the tool can bypass security policies including data loss
prevention (DLP). 3" party applications can be integrated through office 365 apps with the
help of this. It has features like web scraping and scripting too (Vectra, 2024).

Power Automate Surya Punj Sharma

+ Newflow D Run | v 2 () = & settings 7 Help SO Search Fiows

e of Ireland (Upgrade)

Home My flows Shared withme Examples

O & Name Modified | Status
[-] Practicum Project NCI 22228403 - 01 "3 Z (0] : 1 week ago Not running
Practicum Project NCI 22228403 1 week ago Not running

Figure 2: Power Automate Tool

The window of the project will look like as shown in figure 3, It displays the designed logic of
the project.

save  [> Run b| Runnextaction (& Recorder pel Variables X {x}
mWs v Main Reverse Read and analyze URL logic Result | O Search variables s
1 ~ @ Foreach email in RetrievedEmals |

~  Input/ output variables 0

Set variable

2 x}
Assign to variable count  the value 0

There aren't any input or output variables here yet

H ~ O Foreach Currentltem in List ®
1 v &y If email BodyTextContains Currentitem Ignore case then
~  Flow variables 15 ¥
5 Increase variable
Increase variable count by 1 0 ButtonPressed 7‘
—
Display message (x) ButtonPressed2 7‘
6 o e ]
() ButtonPressed3 7‘
—

Display message o
7 Display message Potential Phishing detected; Low severity' in the notification popup window with title "Alert (x) count |
and store the button pressed into ~ ButtonPressed2 _—
() Currentitem 7‘
e ]
3 v &4 If count »>1then
(x) email 7‘
Display message o
9 Display message 'High Severity' in the notification popup window with title ‘Alert' and store the button ) IsFlagFound |
pressed into  ButtonPressed2 ==
() List 7‘
Process email messages —
10 B2 Mark email messages email as unread and move them to mail folder "Suspicious mails in account
*suryapsharmag403@gmail.com’

() RetrievedEmails 7‘
- ]

11 M End

ISelectedaction 14 Actions  6Subflows (D Rundelay | 100 | ms @

Figure 3. Flow in RPA tool



Invoke web service - X

’-_":\J Invokes a web service and stores the respanse text More info

URL: I https://www.virustotal.com/gui/my-apikey ‘ @

Method: | POST v ‘ @

Accept: | application/xml ‘ @

Content type: | application/xml ‘ @

Custom headers: | Name: x-apikey @
Value:

Request body: url=%URL_fetched% ®
Save response: Get text into variable (for web pages) v @
> Advanced

» Variables produced WebServiceResponseHeaders WebServiceResponse StatusCode

J On error I m ‘ Cancel ‘

Figure 4. API to Virustotal

4 Installations:

Firstly install the Power Automate Desktop app if not preinstalled then make sure to have active internet
connection to open Google mail on any browser.

5 Run:

e Open Power Automate web page* on browser
e Open Solution? tab on left pannel.

L https://make.powerautomate.com/
2 https://learn.microsoft.com/en-us/power-automate/overview-solution-flows

3
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Figure 5. Solution Tab

e Import Zip file (artifact) in solution.

- New solution

1 Import solution

e Open and run the flow.

@ Solution "x22228403" exported successfully.

Cl Open AppSource &=

Figure 6. Import

@ One or more commands are unavailable due to your current privileges for this environment. Learn more

x22228403 > All

Publish all customizations -

x

X

i Display name T Name Type Managed Customized Last Modif... ~  Owner Status
Desktop flow images Desktop flow im Desktop Flow Bi. No No 2 hours ago Surya Punj Sharma Off
Desktop flow manifest file Desktop flow ma..  Desktop Flow Bi No No 2 hours ago Surya Punj Sharma ~ Off
Desktop flow ui elements Desktop flow ui .. Desktop Flow Bi. No No 2 hours ago Surya Punj Sharma Off

o Practicum Project NCI 2222... Practicum Projec..  Desktop Flow No No 2 hours ago Surya Punj Sharma ~ On

Figure 7. Desktop flow for other environments

e The Gmail site wont be visible in results, because it was performed on a personal mail in an closed

environment.
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