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SecureMail: An RPA Approach to Phishing Detection

Surya Punj Sharma
22228403

Abstract

Phishing attacks have been a major threat to organisations and individuals and may
lead to big data breaches or complete shutdown of business processes. Effective phishing
detection methods have been in industry from long period of time but due to new trends
in phishing techniques some innovative approach is essential to counter it, and the
motivation of this project was to look for alternate technique to tackle phishing emails.
The project work emphasizes on the role of RPA (Robotic Process Automation)
technology to detect phishing emails in user mailbox that provides the user extra sense of
awareness while opening a potentially suspicious email. This study explores the
implementation of Microsoft’s RPA tool; Power Automate. The RPA flow designed in
Power Automate retrieves the emails from Gmail server and further analyse them by
finding malicious words or checking the quality of link. The main finding of this project
promotes the technology RPA in automating phishing detection, Automation being a
huge market in the world data, offers scalability and an important solution in field of
Cyber Security. The successful implementation and positive final evaluations
demonstrate that the use of interactive GUI (Graphical user Interface) and low code
solutions with RPA tools can help in improving the phishing detection capabilities.

1 Introduction

Over 3.4 billion emails per day are sent by cyber criminals that make more than trillions
mails in one year (Gary Smith, 2023). These phishing email looks like normal day to day
mails, the frequency of phishing emails and attachments poses a big threat to individuals and
companies, . Phishing attacks trick victims into disclosing personal information or running
malicious software, it tricks the victims by putting a malicious link in body, seeking urgency
for sensitive information e.g.: a mail from for law agency or a passive blackmail mail. It has
become increasingly complicated which causes financial and reputational damage. According
to Anti-Phishing Working Group (APWG), phishing attacks have increased dramatically in
recent years, and demands the urgent need for robust detection and prevention systems
(APWG, 2023).

According to Aguirre and Rodriguez (2017), Robotic Process Automation (RPA) is
considered as a potential approach for automating repetitive processes with a rule based
approach while maintaining efficiency and accuracy. This technology can integrate with
various tools and software and can also communicate with digital systems just like an actual
“Bot™.



We can consider the scenario where RPA might be of use: An employee of an IT company
leave out daily to an office and start doing manual testing of data on Microsoft Excel or any
other software by just checking the following pre-defined rules of that task.

RPA comes into picture because an RPA tool can be designed in a logical manner to do all
the repetitive work done by the employee and extra resources allowing them to concentrate
on complicated tasks. Organizations with RPA can potentially improve their email security
by automating the detection and reporting of phishing emails and malicious attachments. This
strategy also decreases the amount of manual effort required to differentiate between
phishing and legitimate email.

In the domain of email security, State of art RPA solutions can implement rules to detect
phishing type emails. RPA solutions can be designed to cross reference threat databases that
can give alert for a potential threat for future inspections. Methods like Nature Language
Processing (NLP) and Optical Character Recognition (OCR), if integrated with RPA can give
a robust solution for email content analysis.

RPA can be used to improve email security, by creating workflows that automatically
identify dangerous emails, isolate them, and notify users or IT teams. This method lowers the
need for human oversight while greatly increasing the efficiency of current security
protocols.

The research question is: “How can potential phishing emails and malicious content in user
email inboxes be efficiently detected and reported to users using Robotic Process
Automation (RPA) technology?”

The objective of this is to investigate the capabilities of RPA in the context of email security
and to create a flow for integrating RPA with existing security measures, and to assess the
ability of RPA based solutions in the field of cyber security.
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Figure 1 illustrates the system design for the project showing the process of detecting
potential phishing with a Microsoft’s RPA tool Power automate. The user will trigger the
build flow, then Power Automate (connected through Gmail’s app password?) will retrieve
inbox mails and analyse each one according to the developed logic. The Tool will notify
users in case of detection and move flagged high severity mails to a different label/folder in
Gmail. This will let user know that mails in that folder need extra level of examination as
they are suspicious.

This research intends to adds further evidence on the use of RPA in cybersecurity,
specifically phishing detection and prevention. While much research has investigated and
implemented machine learning and artificial intelligence solutions for email security, Robotic
process automation is still not explored fully in this context. This project intends to provide
insights to both academics and industry by presenting a detailed demonstration of RPA's
strengths and limits in adding an extra layer in sector of email security.

2 Related Work/ Literature Review

Robotic process automation for phishing detection with email automation is a growing area in
field of cyber security (CoCo Pierce, 2024). The following literature review critically
evaluates current research on this issue to support the proposed study on utilizing RPA tools
to detect and report potential phishing emails. The focus of this review is to find new avenues
of investigation, understand methods and highlight strengths, weakness and limitations of
past studies in order to advance in this area with a novel study design.

2.1 RPA in Fraud detection

Stadlinger and Dewald (2017) introduced a forensic email analysis tool which analyses all
the emails in a mailbox and segregate based on suspected mail, find patterns in
communication in single or multiple accounts, and identify communication partners in the
form of graph visualization of email data using statistical tools. However, it’s limited to
verification of the malcious message in real scenarios. As a future suggestion, Stadlinger and
Dewald suggested implementing a user interface where forensic reports are directly generated
to witness the process and export into the results. This helped to understand the automation
solutions required for email analysis where RPA tool can play an important role which |
adapted.

Mishra, Mishra and Kumar (2022) talk about using four different modules (SMS Content
Analyzer, URL Filter, Source Code Analyzer and APK Download Detector) to analyse and
identify malicious content and keywords, features, harmful embedded code, and downloaded
malicious files while filtering URL respectively. Their implementation has produced result
accuracies up to 96.29%. This model is far better than other models in comparison.

L https://support.google.com/mail/answer/185833?hl=en
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Study of Catnip Infotech Private Limited (2023) highlights the role of Robotic Process
Automation (RPA) in mail automation. This helps to automate the process of sorting,
filtering, and responding to repetitive emails. It increases the productivity and enhances the
business operations. Although it is limited to managing general emails rather than complex
ones it justifies the need of RPA that | have implemented in this paper.

2.2 RPA research in Forensics Analysis

Thekkethil et al. (2021) investigates about how application of RPA are helpful in fraud
detection. Loan frauds, for instance, is an ongoing threat. All major financial institutions are
working towards to implementing the concept of RPA technologies that help to improve
fraud prevention and mitigate other human errors. This paper explains how RPA can mitigate
fraud risks through various methods including reassessing current processes, eliminating
human error, enhanced trade monitoring, automated threat detection, searching for anomalies.
Although there is no direct focus on phishing detection, it gives ideas to integrate RPA with
forensic tools for phishing detection.

Asquith and Horsman (2019) introduce RPA for task automation. Two case studies are
discussed to demonstrate how RPA helps in improving efficiency in the field. These case
studies are Autopsy? pre-processing tasks and loading content into Griffeye3. Although this
work examined UiPath* more research is required to understand the functionality of RPA
tools in the field of digital forensics which is also a source of motivation to discover role of
RPA in field of cybersecurity.

2.3 Phishing detection with machine learning

Basit et al. (2020) presented a method for the timely detection of a phishing attack on a website .
They also discussed how important is phishing detection. In this paper, three machine learning
classifiers are named as k- nearest neighbours (k-NN), Artificial Neural Network (ANN) and
C4.5. It has shown better accuracy after the ensemble learning which means combining two or
more classifiers mentioned above. The authors suggests that multiple datasets can be used for
further evaluation. Developing a pre-trained plugin has also been suggested as future work. This
paper helped in creating the foundation for integrating solutions.

Hina et al. (2021) used a multi-label email classification method to organize emails. It helped in
investigating email crimes. Logistic Regression and linear regression algorithms provided better
accuracy results while Stochastic Gradient Descent showed the lowest accuracy rate. The authors

2 https://www.autopsy.com/about/
3 https://www.dataexpert.eu/products/digital-forensics-griffeye/
4 https://www.uipath.com/about-us



planned to incorporate blockchain for storing and accessing forensic data in future work. This
study was useful for understanding the ML integration with RPA during implementation.

Khababa et al. (2023) has discussed using multilayer perceptron to classify spam emails.
When comparing with other algorithms, like Support Vector Machine (SVM) and decision
tree, this model is superior, with accuracy of 94.4% on test data. This method has cost
constraints and is time-consuming. Although it has some weaknesses, it is the best method for
classifying spam emails according to study. To improve performance and scalability in the
future the author advise expanding training data and optimising resource data. This study
encouraged to use of these solutions for detecting phishing.

Atawneh and Aljehani (2023) show the usage of machine learning techniques in detecting
email phishing attacks. The best results are achieved by using transformer-based models like
Bidirectional Encoder Representations from Transformers (BERT) and Long short-term
memory (LSTM). The ML model developed in this study is effective with accuracy of
99.61%. The author recommended using phishing email detection in antivirus software, with
firewalls to enhance security as a single system cannot provide complete security.
Developing transformer-based models for phishing email detection has been suggested as
future work.

2.4 Phishing trends during Pandemic

This paper of Lallie et al. (2021) talks about the cyber incidents that occurred during the
Covid 19 pandemic in 2020. During this period cyber attackers begin phishing campaigns
which sent URLSs or files to victims which contained malware for purpose of financial fraud.
A high number of phishing attacks are detected with this analysis. However, it’s limited to
predicting relation between events and cyber-attacks. This paper highlighted the need to
detect phishing with a new approach.

Pitchkites (2021) discussed email security threats during pandemic. The TLS protocol helps
to securely deliver data over the internet. Best practices for email security have been
presented like multifactor authentication and DMARC protocol. However, this method still
had flaws to protect emails from attack, hence it shows the need for efficient and interactive
methods in phishing detection like an integration of RPA tool.

Qualitative semi-structured interviews were conducted by Scott (2022) among eight
employees of corporate companies with (Work from Office) WFO and (Work from Home)
WFH experience. The factors influencing user susceptibility to phishing emails was discussed
in this paper. As the design relied on interviews, it may impact the quality of the results due
to misinterpreting questions, and misclassifying phishing mails. For future research author
has suggested investigating security protocols utilized by teleworkers, and malicious links in
emails clicked by WFH employees.

2.5 Critical Analysis of Literature
The literature review has been divided into four sections. The first two sections discuss how

RPA is effective in fraud detection and forensic analysis. Section three’s literature paper talks
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about the detection of phishing emails using machine learning techniques. And last section
has discussed papers showing trends of phishing during a pandemic. Stadlinger and Dewald
(2017) contributed to the digital forensic field using the email analysis tool. This has made a
significant impact on this paper on understanding the phishing emails. Some papers helped to
understand how ML models helped in achieving email security. Catnip Infotech Private
Limited (2023) helped to understand the importance of RPA in streamlining the email
management process that helped in customer satisfaction. It motivated to learn more about
RPA technology and to identify phishing emails accurately and notify users.

This literature review highlights the importance of Robotic process automation in improving
email security through automation and its integration with different logic and algorithms.
Existing studies show many aspects of RPA’s capabilities but there is a gap in integrating
RPA for phishing detection and reporting. Research that has already been done offers a solid
foundation for RPA's automation role as well as the first steps in using various logics like
making visualization tools or just classifying data in a system can be useful from security
point of view. A need for more research is highlighted by the fact that many studies fail to
focus on automated threat detection and reporting. By creating an RPA based system for
proactive phishing identification and user notification, my research aims to close this gap.

2.6 Summary Table

Below is the summary table of related studies conducted, highlighting their methods, results
and weaknesses to provide an overall view of previous literature to readers.

Table 1: Literature Review summary

Study

Methodology

Outcome/s.

Limitation/s.

(Stadlinger and
Dewald, 2017)

Visualization tool.

The pattern was
generated that helped
to identify suspicious
emails by filtering time
ranges and groups.

Parsing speed was not
good as expected by
the researchers and
not all type of
mailboxes were
compatible with the
tool.

(Mishra, Mishra and
Kumar, 2022)

RPA solution which
extracted loads of
Covid 19 data from
emails.

The extraction was
successful with the
help of RPA tool.

Only the scope was
limited to extraction of
data, not analysing it.

(Basit et al., 2020)

Implemented machine
learning algorithms to
detect phishing.

The researched
compared different
classifiers and RFC
turned out to be best
for their dataset.

Phishing detection
research was limited to
a single and
straightforward
database.

(Khababa et al., 2023)

Multi-layer perceptron
was used to filter spam
emails out.

Effective accuracy
score achieved

Limited to existing
databases and Phishing
emails were not
considered.

(Catnip Infotech
Private Limited, 2023)

Robotic process
automation to classify
emails.

Low error handling was
achieved

No sort of detection
logic was used by the
organisation.

(Thekkethil et al.,

RPA solution build to

The RPA helped to

The tool build is




2021) smooth bank detect fraud in loan limited to detect fraud
processing and detect | application by only on loan
fraud detection in loan | eliminating the human | processing not any
applications. intervention of making | other frauds.
decision to approve a
loan.

3 Research Methodology
3.1 Steps followed

This research methodology compromised the following steps:
1. Power Automate Desktop RPA tool was finalized after comparing existing tools like
Ul Path, Automation Anywhere etc. (refer Table 2)
2. A new Google’s Gmail® ID was created for this project for test purposes. Gmail was
used as a mail server because of its popularity globally. (Porch Group, 2024)
3. After tool selection, the flow was built logically to detect phishing in a rule-based
manner.
4. The phishing templates used were designed for a company Gophish®, a phishing
testing tool.
Those templates were sent to the new Gmail id created.
6. VirusTotal” was integrated into the RPA flow to check the link in body text of emails
is legitimate or not.
Malicious words were mapped with mail content through RPA tool.
8. A mail violating more than one security issue will be flagged as high severity e.g.: A
link with high URL score through Virus total and which included malicious words.
9. A new label of suspicious mail was created to categorise suspicious mails of high
severity into that.

o

~

3.2 Technology used:

The basis of the project revolves around utilization of RPA tool to detect phishing. Robotic
Process automation technology copies the actions of people interacting with a software or
program to perform tasks of large volume, highly repetitive tasks. The tool of this technology
helps developers to make a bot that can integrate with other applications, tools or software
and can also design a workflow to accomplish predefined tasks.

RPA tools have its applications in almost every sector of business including banking,
healthcare, manufacturing and innovation. The businesses adapt the RPA technology to
increase their company’s productivity and reduce operational costs. RPA’s advantage is its
integration capabilities with various online services.

The bot developed becomes intelligent enough to put keystrokes on window where required,
it can easily navigate patterns on desktop screen, extract data from webpages, documents etc.,

5 https://www.google.com/gmail/about/
5 https://getgophish.com/documentation/
7 https://docs.virustotal.com/docs/how-it-works




Then modify, store or process the extracted data, store it or even process it. It can also run
scripts for more flexibility. Essentially, RPA bots can perform every task that a tester or
developer does in their day-to-day professional life.

Tools like UiPath and Power automate are RPA tools which also leverage integration of this
with Artificial intelligence and machine learning. They use state of the art technologies
including Optical character recognition (OCR) and Natural language processing (NLP) which
are state of the art technologies to extract and analyse data. Microsoft’s Power Automate was
chosen for this project.

The tool was finalized by its integration capabilities with mail servers and availability. Power
Automate Desktop is built with more user-friendly interface which help developers to reduce
their learning curve in understanding how to operate the tool and start with implementation
quickly (Kanerika, 2023). This tool also brings Microsoft’s strong security framework which
IS not used in other automation tools which is extremely important for handling information
in this project of phishing detection (Bart Teodorczuk, 2022).

Table 2. Comparison study of different RPA tools

Features Microsoft’s Power | Ul Path Automation
Automate Anywhere
Integrations Vast services and Integration features Complicated to
easy to integrate are complicated integrate with 3
party services.
Usability Interactive GUI for GUI is good but still | Complex for
beginners. formal training is beginners.
required to work
around
Cost Free tier for the Separate license High cost.
project required for project.
Security Strong features of Manual configuration | Manual configuration
Microsoft’s security | required required.
Accessibility Pre-installed in Installation required | Installation required.
Windows machine

Gmail mail server was used because of its integration capabilities and popularity, The
phishing templates designed by (Caleb Riggs, 2022) were used for this project which were
primarily designed for Gophish. The templates contained structural format of possible
phishing emails, with number of suspicious flags. The role of RPA tool was to detect and
segregate them according to severity.

3.3 Measurements:

The measures considered while collecting phishing emails templates were the standard
attributes like: Relatability, Urgency, Attention seeking, threatening. These are the major
traits that are commonly used in phishing emails and encourage users to click on a link or
share sensitive information (Tornblad et al., 2021). Each template was reviewed to determine
that it contained all the traits, then converted into readable format and sent to the target email.
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Mapping the body text of emails with suspicious words and checking the quality of link
present inside mail body were implemented in the RPA flow to detect the phishing emails.
These were found to be the root cause of over 66% of data breaches worldwide (Gary Smith,

2023).

4 Design Specification

The main logic designed in RPA flow for detecting suspicious phishing emails is illustrated

in the figure 2 below.

Start trigger ————>

Loop through

If High severity €———

YES

Move email to

suspicious mail
folder IF Last mail

Retrieve Emails ——» -
mails
—
NO
YES
Score=0 or
Notify user
found

I

|

— |

|

|

»| END |

|

Map malicious

4’
words

Analyze web

§—— < malicious word ~4——— responseand €————

malicious words

High Severity = IF more than |
one malicious word detected !
OR Virus Total Score>1 !

e _____

h

Check for Hyperlink

A4

API call to Virus
total

- -I-figure 2. Flow logic.

The flow shows the logic of a rule-based phishing detection through an RPA tool. When RPA
flow is triggered all the mails in user inbox are retrieved by the tool and are stored in a
variable with lists, which is further broken down into individual part of email e.g. subject to
sender info. Screenshots are shown in figures 3 and 4. The score depiction in the flowchart is
from API response of Virus Total, it provides score of every URL on basis on public reports,

0 indicating no threat.




#

Variable value

RetrievedEmails

Item

(List of Mail Messages)

Mail message from "SPS' _ More
Mail message from “sps” [ NG . o=

Mail message from ™Google” <no-reply@accounts.googl...

More

The specifications in above the flowchart were succesfully designed with Power Automate’s
interactive GUI. The purpose of an RPA tool is to make automated bots which complete the
desired tasks and to increase the productivity of an organisation, for that a logical flow
structure has to be designed. Due to RPA tool’s low code design structure and robust
processing power it this is possible. A screenshot of tool showing the flow structure is shown

in figure 5.

Figure 3. Mails retrieved

Property

.Body
BodyText
Cc

.Date
From
MailFolder
Subject

To

Variable value

RetrievedEmails [8] (Mail Message)

Value

Attachments 1]

<div dir="ltr"><p=Hello Surya,</p>
Helle Surya,
]

7/17/2024 1:35:40 PM

SPET [ |

Inbox
IT issue

[ }@gmailcom]

.. More

The IT Department was runnin...

More

More

More

More

Figure 4. Mail components
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Actions D Rur DI Runnextaction (@ Recorder 0 Variables

o Subflows Main URL logic Read and analyze £ Search variable =
1= Retrieve email messages 2
= Retrieve All email messages from t harmag403@gma.com’ and store them into list - RetrievedEmail Input / output variables 0

Loops o Run subflow URL log

n't any input or output variables here yet

Scripting o Flow variables 1

Folder o Run subflow List

Ul automation o Run subflow Read and analyze

D) Status: Ready 1 Selected Actions  4Subfiows (O Rundelay = 100 Sims @

Figure 5. RPA tool GUI

The flows (Main, URL logic, Read and analyze) are visible on taskbar above, users can create
sub flows that decrease the complexity of the main flow as in programming by using the
MVC (Model, View, Controller) structure. All the variables generated or stored can be
viewed on the right pannel, The tool design makes it easy for developers to validate their
outcomes instantly. Actions in RPA tool are on the left panel, which make an RPA flow,
when placed in a logical order.

5 Implementation

5.1 Environment setup

The RPA tool used was Microsoft’s Power Automate which is preinstalled on Microsoft
Windows operating system. So, to set it up it was logged in with academic user id.
Gmail email server was integrated to tool after generating an app password for google
account

| Generated app password

Your app password for your device
H
‘ |emof gbot schf erao

! Howtouseit
Go to the settings for your Google Account in the application or device you are
trying to set up. Replace your password with the 16-character password shown
above.
Just like your normal password, this app password grants complete access to
your Google Account. You won't need to remember it, so don't write it down or

Figure 6. App password generation.

| share it with anyone.
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Phishing templates for GoPhish along with normal mails were sent to the target email. On
Gmail server a separate label/folder named suspicious mails was created to transfer high
severity mails into it as shown in figure 2.

5.2 Phishing detection logic
The following rule-based logic was implemented on Power Automate:

1.
2.

Noobkow

Start action is called to retrieve mails.
Most common malicious words referenced from the studies of Wong (2021) and Irwin
(2023) were stored in a list variable:

Table 3. Malicious words of email.

List of few popular malicious words:

Urgent

Request

Payment

Attention

Action

Document

eFax

VM

Verification

Compromised

A “For each” loop is called that loops each retrieved email.

Email content is mapped with malicious words stored in list variable inside loop.
Detected links in email content are sent to Virus Total API.

URL score by Virus Total is detected in API response.

IF score is 1 OR greater than 1 OR more than one malicious word gets mapped from
the list, the mail gets flag of high severity.

Power Automate moves mails with high severity into suspicious mail folder (Figure.
7) on Gmail server.

12
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Figure 7. Suspicous mail label

6 Evaluation

After designing the RPA flow to detect phishing, another sub flow was created to show the
number of high severity emails moved to the suspicious emails folder, “Suspicious mails”. So
that the users can observe the result from Power Automate’s GUI. This result will be
displayed at the end of every run.

Read and analyze Result

mharman0ANd M~ -~ and store them into list  Suspciousmails

in the notification popup window with title ‘No. of high severity mails detected.” and store 1|

No. of high se...

I 3

Figure 8. Result display

Figure 8 shows the number of high severity mails detected bP/ Power Automate was 3 and
those mails were moved into a different folder in Gmail mail server. This result was
displayed by fetching the variable; “. Count” from retrieved mails. Getting a valid count
value proves that the RPA flow worked as expected.
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Emails that were not malicious are true negatives, emails with malicious content are true
positives and the mails that were not malicious but still flagged are false positive. The metrics
to quantify the results are as follows:

e Accurac
e Time Taken )
e Memory consumption

Here, Accuracy = (True Positives + True Negatives) / Total emails
=(3+12)/16
=0.9375

Time taken was calculated by dividing the total time taken to run the RPA flow divided by
total number of mails.

@ Power Automate

, Flow ‘Practicum Project NC| 22228403"

« completed successfully

Running time: 00:01:10

Figure 9. Total Running time

Memory consumption (RAM) of tool was taken into account from window Task manager
when the flow was in running state.

I d
Processes Fg Runnewtask () Endtask
v o Subflows R
19% 75% 0%
Name CPU Memory Network Power usage|
Retr]
> @ Google Chrome (32) 0% 1,383.1MB 0Mbps Very low Retri
1 B3 mess
v ¥ Power Automate (6) 09% 4154 MB 0 Mbps Low accol
¥ Power Automate 0% 3183 MB 0Mbps Very low sury
» Runtime Robot 04% 43.6 MB 0Mbps Very low
P Power Automate 0% 35.8 MB 0Mbps Very low E'SP
. - Displ
P Web Automation Native ... 0.5% 124 MB 0 Mbps  Very low [ sus
@ Console Window Host 0% 49 MB 0 Mbps Very low ntin

Figure 10. Memory consumption

Using such metrics is important after implementing any solution that provides a validation to
project and methods used. In the case of this RPA tool, the results achieved can help to justify
the success of tool. Refer the table below:

Table 3. Results table

Accuracy 94%

Time Taken 4.3 seconds per mail.
Memory 320-450 mb
consumption in run

state.
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7 Discussion

The result achieved was satisfactory and something that was expected specially with the
amount of data taken, though all the global metrics were not taken into account because of
less data. The aim of the experiment was to introduce Robotic Process Automation
technology in the field of phishing detection and getting positive results proved that it can be
possible though the process can be made more efficient and robust. Many state of the art
techniques are available to be used in an RPA flow with premium features like NLP and
machine learning which was tried in initial phase of project but due to complexity of script
embedding and time taking to decide and design suitable ML algorithm in the restricted time
frame it was not possible for me to embark it. The fact, that mail with high severity are going
into different folder could be more creative by implementing a logic in flow about informing
users “What type of potential danger is in the folder of suspicious mail? For example:
malicious link, blackmail etc”.

The major strength of the work done and getting valid results was introducing a technology
of RPA to cyber security. The limitations of work carried were less data, too few scenarios
and also limited consideration of email components while deciding security parameters in
rule-based flow. Basit et al. (2020) can be used as the basis for future work as the ensembled
machine learning classifiers used can leverage the power of a RPA tool to detect phishing in a
more precise and user-friendly way, An RPA tool can become the gateway to implement all
the strong ideas with novelty to detect phishing in a low code format.

8 Conclusion and Future Work

The research question was “How can potential phishing emails and malicious content in user
email inboxes be efficiently detected and reported to users using Robotic Process Automation
(RPA) technology?”

The objectives were to implement a logical solution in RPA flow successfully, to show the
potential use of this technology in field of phishing detection, the work that was out on
Microsoft’s RPA tool (leveraging its interactive GUI and strong low code solution ability.)
The outcomes received showed that implementing an RPA based solution in cyber security
does have potential to increase efficiency in this area. The implication of this research is
giving readers the knowledge of applications of RPA in realm of cyber security. The efficacy
of the solution was to the point due to the limited amount of data was used in an isolated
environment. The limitation of this research was not integrating strong machine learning
algorithms and using a big dataset of phishing emails that would have improved the outcomes
with existing phishing detection solutions.

Future avenues of research in this technology can focus on implementing machine learning
and artificial intelligence solutions on industry data sets integrating with real time threat
detection.

They should also leverage community contributions with a feedback loop in an RPA flow.
One more thing that can become part of project like this is developing the level of severities
with in depth indexing of potential malicious emails and also introducing the element of
social engineering through mails. Using RPA tools, users can also leverage multi-platform
integration and expand the scope of detecting phishing.
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