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1 INTRODUCTION: 
 

The configuration manual explains the requirement to create the environment, 

implementation steps, necessary hardware, software and code snippets used for completion of 

research work. The main purpose of this manual is to demonstrate step by step coding 

procedure taken for this project. It will help to replicate and verify the results in future. 

 

2 SOFTWARE AND HARDWARE REQUIREMENTS 

2.1 Hardware requirements: 

Following are the hardware requirements. 

• CPU: Intel core i5 or i7 processor. 

• 16 GB RAM 

• Storage: 512 SSD 

2.2 Software requirements: 

Following are the software requirements. 

• Windows 11 

• Ubuntu 20.04 

• OMNET++ version 5.6.2 

• Venis version 5.0 

• SUMO version 1.0.1 

• Python 3.10 

2.3 Python Libraries: 

Following are the python libraries that are required to run the AI part of the project. 

• Numpy 

• Pandas  

• Scikit-learn 

• Matplotlib 

• TensorFlow 

• XGBOOST 

• Datetime 
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3 SETTING UP THE SIMULATION 
 

• First go to the folder where you have installed the simulator. Then find mingwenv file 

and run as administrator. 

 

 
 

• A popup will open like this 

 

 
 

 

 

• Here type omnetpp and hit enter 
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• This popup will show up and now select the workspace you want to open. In our case 

it is the Burhanuddin_Vanet_5G and then hit launch 

 

 
 
 

 

• The simulator looks like this 

 
 

• First step is to install inet and viens frameworks. This is done by downloading both 

the frameworks from their official site and import it into the OMNET++ simulator. 
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• Right click the taskbar to the left it will give you the option to import 

 

 
• First import inet 
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• After importing inet built the project 

 

• After the built is completed. Now import viens into the simulator. 

 

 
 

 

• Now unselect the other projects that is associated with veins. After doing that hit 

finish.  
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• Now select veins and built the viens framework.  

• Setting up the simulation is completed. 

 
4 IMPLEMENTATION OF THE ATTACK: 
 
The following file contains the attack code: 
 

 

4.1 DDoS Attack: 

The following is the code for DDoS attack. 

 
 

4.2 Blackhole Attack: 

The Following is the code for blackhole attack. 
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5 Run the simulation: 
 

• To run the simulation first we have to launch sumo-gui. 

 
 

• After the sumo is launch. Hit the play button on the OMNET++ 

• Sumo Gui will be launched. 
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• The vehicles are automatically moving within the map. Some of these vehicles are 

malicious. 

 
 

• The vehicles will red nodes are malicious ones. 
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• When ever the attack is launched it is been displayed on the console.log 

 
 

6 RESULTS OF ATTACK SIMULATION: 
 

• The results of the attacks are being stored in the results folder. 

 
 

• The simulation generates a new dataset each time it runs, replacing the previous set of 

findings. 

• This is the file where the data is generated 
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• So, this is what data set looks like 

 
 

• To export the data, select the data and click right and select the option for export data 

and click on csv records. The is now save on the system in csv format. 

 

 
 

 
7 DATA PRE-PROCESSING: 

7.1 Packages: 

First install the necessary packages 
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7.2 Dataset: 

the NSL-KDD dataset being loaded and printed. 
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Import the simulation dataset from the google drive 

 
 

7.3 Data pre-Processing: 
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7.4 Algorithms: 

Applying the machine learning algorithms. 

 
 

7.5 Generating results: 

Evaluating and plotting the results. 

 
 

7.6 Results: 

For are the results we got from this research 
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