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DETECTION OF BLACKHOLE AND DDOS ATTACK IN 5G VANET 

USING MULTIPLE MACHINE LEARNING ALGORITHMS. 

 

Burhanuddin Shabbar  

23142502  
 

 

Abstract 

 

In an era of fast innovation of intelligent transportation systems, VANETs prove very crucial for road 

safety and efficiency by vehicle-to-vehicle and vehicle-to-infrastructure communication. However, 

the 5G integration exposes VANET to sophisticated cyber threats such as DDoS and blackhole attacks 

while offering high-speed, low-latency communication. This paper presents the detection and 

mitigation of such attacks in 5G-enabled VANETs through multiple machine learning algorithms. The 

simulation environment for a VANET is performed with OMNeT++ and the Veins framework, 

modelling real traffic conditions of the world to realize how robust the designed network could be 

against an attack. In this research, generated simulation data is used in training and evaluating 

machine learning models, some of which are Decision Trees, Logistic Regression, Support Vector 

Machines, and Neural Networks with the benchmark datasets NSL-KDD. This research was able to 

illustrate how these were very instrumental models in the identification and mitigation of network 

attacks and provided a comparative analysis to prior approaches. Results show the great potential of 

machine learning in improving VANET security by providing robust detection mechanisms that could 

integrate in real-world scenarios for protection against critical transportation infrastructures. 

Furthermore, mitigation strategies are foreseen, among them such as rate limiting and traffic filtering, 

to reduce the impact of the detected attacks and therefore provide reliability and safety in VANET 

communications. 
 

1 CHAPTER 1: INTRODUCTION: 
 

Vehicle ad-hoc network plays an important role in developing intelligent transportation 

systems as it allows the vehicles to communicate with each other and with the roadside units 

as well [1]. With the introduction of 5G networks in VANETS, it allows to enhance the 

transportation system more efficiently but as the technology is advancing it brings more 

cyber threats to the domain such as the famous ones are DDoS and blackhole attacks This 

research aims to enhance the security and reliability of 5G VANETs by detecting and 

mitigating blackhole and DDoS attacks using machine learning algorithms. By integrating 

advanced simulation tools and frameworks, this study will provide a comprehensive analysis 

of the effectiveness of various machine learning models in a dynamic and complex VANET 

environment. The results will be compared with the base paper results to validate the models 

and ensure their applicability in real-world scenarios. 

1.1 BACKGROUND: 

 

Because of the transient nature of the VANETS, the vehicles that are communicating with 

each other are exposed to cyber threats such as DDOS and blackhole attacks. These attacks 

deploy malicious nodes that interrupts the whole VANET communications which results in 

compromising the network's functionality with data confidentiality, integrity, and availability 
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[3]. As a reaction to these attacks, it is vital to create a high-performance machine learning 

based intrusion detection system. This research aims to create a simulation where the vehicle 

is been exposed to cyber-threats such as blackhole and DDoS attack. The results of the 

attacks are being save in a csv file, later this data is used to train the machine learning model. 

This report will also provide a comprehensive comparison between the research 

implementation and the base paper, "A Fog Computing Model for VANET to Reduce 

Latency and Delay Using 5G Network in Smart City Transportation". While the base paper 

focuses on reducing latency in VANETs using fog computing, our research enhances network 

security and performance through attack detection and mitigation using machine learning 

models in a 5G VANET environment. 

1.2 ATTACK INFORMATION: 

1.2.1 HOW BLACKHOLE ATTACK OPERATE: 

 

In VANETS, vehicles communication is disrupted when malicious nodes drop the packets on 

purpose rather than forwarding them to their destination. This miscommunication cases data 

loss and can causes potential accidents. This type of malicious activity is known as blackhole 

attack. 

 

Figure 1: Blackhole attack 

1.2.2 HOW DDOS ATTACK OPERATE: 

 

In VANETS, multiple malicious vehicles enter the network and floods the networks with 

excessive traffic. This causes an overload in the network. Because of these important and 

legitimate messages couldn’t get through and the communication fails. This type of attack is 

known as DDoS attack  
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Figure 2: DDoS attack 

 

 

1.3 MOTIVATION: 

 

Modern smart cities infrastructure utilizes intelligent transportation system which is based on 

VANETS. The fifth generation of cellular networks support a high-speed data-transmissions 

and low-latency communication, but this causes security concerns in the VANETS. This 

research paper aims to integrate the machine learning for the detection and mitigation of the 

cyber-attacks without compromising the benefits of the 5G technology and providing more 

security and safety. 

 

1.4 RESEARCH QUESTION AND OBJECTIVES 

1.4.1 RESEARCH QUESTION: 

 

1. How can we exploit blackhole and DDoS attacks in 5G VANETs. 

2. How can we detect and mitigate it using machine learning algorithms? 

3. Comparison of collected data results with the results of base paper and NSL-KDD 

dataset. 

1.4.2 OBJECTIVES: 

The primary object of this research is as follows: 

• Perform blackhole and DDoS attacks within the simulated environment. 
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• Gather data using a flow monitor tool and preprocess the collected traces. Apply 

XGBoost, Decision Tree, Linear Regression, Neural Network, and SVM algorithms to 

the pre-processed data. 

• Compare the results of the pre-processed file with the base paper results. 

• Test the models in real-life scenarios to validate their effectiveness in detecting and 

mitigating attacks in 5G VANETs. 

1.5 LIMITATIONS: 

 

• It could be complex and computationally intensive to implement and optimise the ML 

models to detect the real-time attack. Making sure that these model work as efficient 

as possible with low latency is a challenge. 

• Valid and High quality of data is very important for an effective training of machine 

learning models as if the data is not good or valid the models will not perform 

optimally. 

• As we are using simulation tools for testing and validation, the results we gather from 

these simulations may not be real-world perfect for VANETS environments because 

the results from real-world conditions and simulated conditions could affect the 

applicability and accuracy of the machine learning results. 

• The research is limited to detect the DDoS and blackhole attacks. So, if there is some 

kind of cyber-attack the model will intend to fail. This could be resolved with the 

continuous updates by training the model for different kinds of cyberattacks. 

• The resources that are proposed in this research may vary from the real-world 

scenarios because of the computational and infrastructure resources. Making sure that 

RSUs, fog servers and other network components can support the required processing 

capabilities is crucial. 

 

1.6 BACKGROUND: 

The structure of the report is organized as follows: 

• Chapter 1 is about the introduction, background, motivation of the project, objectives 

and what are the limitation of the project. 

• Chapter 2 provides a thorough analysis of the relevant literature for the research. 

• Chapter 3 provides a detailed description of methods that are applied in this study 

such as simulations setups, attack simulation, data collection and algorithms used. 

• Chapter 4 provides the results from the experiments such as performance comparison 

and model testing.  

• Chapter 5 provides a summary of the findings along with recommendations for 

future work. 

 

2 CHAPTER 2: RELATED WORK 
 

In this chapter we will go over some of the earlier research on detection of DDos and 

blackhole attacks in VANETS and how to mitigate it using machine learning algorithms. The 
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review will include a detailed summary of the research paper including the research paper’s 

strengths, weakness and contributions. 

2.1 LITERATURE REVIEW 
 

(Farooqi, A.M., Alam, M.A., Hassan, S.I. and Idrees, S.M., 2022) [2] This research paper 

proposed to reduce latency and delay in 5G VANETS using a priority-based fog computing 

in a smart city transportation. The paper addresses some issues regarding the time sensitivity 

when fog computing is integrated to process data closer to the network’s edge. The results 

caused high latency and reduced the reliance on centralized cloud computing. To overcome 

this issue and enhance the performance of the VANETS they developed a multi-access edge 

computing framework utilizing the 5G networking.  

The contribution of this research paper is that they developed a model for fog computing for 

5G VANETS that improved the VANETS’s performance by reducing data processing and 

latency for smart city transportation. The strength of this research is that it achieved data 

latency reduced by 20% and data processing by 35%. In addition, they had integrated a 

mechanism that makes sure that high priority tasks are processed first in the case for 

emergency and critical communication of VANETS. The weakness of this research is that it 

basically covered and fixed the performance issues, but they didn’t cover the security threats 

issues within the 5G VANETS. 

(Nguyen Canh, T. and HoangVan, X., 2023) [3] This research paper proposed to detect and 

mitigate the blackhole attacks in VANETS using machine learning. The study used NS-3 

simulator to create a real-life scenario that contained traffic scenarios to collect data and test 

the models. The models that were used in the study are Support Vector Machine (SVM), k-

nearest neighbors (k-NN), Gradient boosting, Logistic Regression, Random Forest and 

Gaussian naïve Bayes.  

The contribution of this research is that it is leveraging machine learning to detect and 

mitigate blackhole attacks in a VANET. In addition, it uses realistic NS-3 simulation 

scenarios for the evaluation of the performance of detecting models of malicious nodes. The 

strength of this research paper is that the study utilized multiple machine learning algorithms 

and used multiple metrics such as accuracy, F1-score, NPV and PPV to ensure a robust 

evaluation of the models. The accuracy of the study is 94.81 % using the gradient boosting 

algorithm. The weakness of this research is that the simulation requires processing power 

that requires a significant computational resource with could be expensive in real life 

scenarios. Plus, the performance of the model totally depends on the good quality of the data 

generated from simulation and good feature selection of the data. 

(Acharya, A. and Oluoch, J., 2021) [4] This research paper proposed a dual approach by 

implementing supervised machine learning with statistical modelling to detect and prevent 

blackhole attacks in VANETS. This paper used machine learning models such as SVM and 

gradient boosting. Using these algorithms the researchers were able to achieve high accuracy 

in detecting these attacks. They used NS-3 simulators to simulate the attacks and generate a 

dataset and later the models were evaluated by using metrics like F1 score, accuracy and 

ROC AUC score. The results of this research were very impressive as the accuracy rate of 

this project was 98% and F1-scores were above 95%. 
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The contribution of this research paper is that it is offering a robust defense mechanism 

against blackhole attacks in VANETS with the ability to scale on a large network size 

without compromising the performance of the model. The strength of this research is that it 

uses multiple performance metrics that has impressive results with increases number of 

vehicles. The weakness of this research is that the implementation of the dual approach 

requires a high computational power, and the implementation is quite complex so that might 

cost more in real life scenarios. In addition, machine learning algorithms require a good 

quality dataset to get best results. 

(Perarasi, T., Vidhya, S., Leeban Moses, M. and Ramya, P., 2020) [5] This paper proposed to 

enhance the security of the 5G VANETS through malicious vehicle identifying and trust 

management algorithms (MAT). Node trust and information trust are the two dimensions that 

are operational in MAT algorithms. For trust management and secure communication, it uses 

digital signatures and hash chain concepts. It also contains a unique key exchange mechanism 

that helps to prevent cyber-threats such as man in the middle attack, impersonation or denial 

of service attack. MAT algorithms identify and isolate the malicious vehicles by assigning 

specific nodes to monitor message forwarding and routing behaviors that helps to improve 

overall security and reliability of the VANETS. 

The contribution of this research is that it offers a unique way of combining digital signature 

key exchange with nodes and information trust that effectively identifies and isolates 

malicious vehicles. In addition, this algorithm is scalable, and it can adapt to different attack 

scenarios that is very promising for improving security and reliability of VANETS. The 

strength of this research is that for the communications between vehicle to vehicle it uses 

hash chains and digital key signatures, that makes the communication more secure and has a 

high rate of accuracy to detect the malicious nodes. In addition, the algorithm doesn’t lose its 

performance when more number are vehicles are added to the network. The weakness of this 

research is that the dual approach makes the algorithm more complex. To run a complex 

algorithm in the long run requires high computational resources and good quality of data is 

required for effective attack detection. 

(Rashid, K., Saeed, Y., Ali, A., Jamil, F., Alkanhel, R. and Muthanna, A., 2023) [6] The 

research paper proposed to use machine learning for a real time, adaptive framework to detect 

malicious code in VANETS. The paper highlights the security issues in VANETS mainly 

focusing on distributed denial of service attacks (DDoS) attacks. The study is using multiple 

classifiers such as Logistics Regression, Multi-layer Perceptron, Gradient Boosting Trees, 

Random Forest and Support Vector Machine. The data set to train and test was generated 

with the help of the simulators. The simulators that were used in the following study were 

SUMO and OMNeT ++. 

The contribution of the study is that it provides real time detection of the malicious nodes 

that enhances the reliability and security of the VANETS, along with the ability to further 

scale up the project by integrating the AWS framework to meet up the real-world scenarios. 

The strength of the study is that it provides the ability to further scale up to meet up the real-

world scenarios. The results of the study were impressive as it demonstrated to achieve 98% 

and 97% achieved using the Random Forest and Gradient Boost Tree algorithms. The 

weakness of the study is that although it provided a good solution for scalability, the 

integration of the AWS could be quite complex and resource intensive. Plus, the results of the 

data may vary due to limitation of the simulations. 
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(Rizvi, S., Hassan, M.U., Pasha, M.F., and Khurshid, H., 2020) [7] This paper proposed the 

security challenges related to attacks on VANETS specially focusing on distributed denial of 

service attack (DDoS). The study uses NS-3 simulator to generate realistic network traffic 

then they used the data to train the model. They focused on key features like packet arrival 

rate, packet size and traffic flow and then used multiple machine learning models like 

Decision Tree, Support vector machine and Random Forest to train and test the data. 

The contribution of this study was that it provided a novel approach to detect and mitigate 

the DDoS attacks in a VANET using machine learning. This enhanced the security and 

reliability of VANETS as the simulation was realistic and provided a practical applicability 

of the proposed detection model. The strength of this research is that the evaluation results 

using the random forest achieved a high accuracy of 96.3% and SVM with 94.7% accuracy in 

the detection of the DDoS attack. The weakness of this research is that the model showed 

good results but their ability to detect other attacks or different network configurations and 

environments was not tested. 

(Ferrag, M.A., Maglaras, L., Argyriou, A., Kosmanos, D., & Janicke, H. 2018) [8] The work 

proposes a fog-based detection mechanism using fuzzy logic in the identification of DDoS 

attacks on 5G-enabled VANETs. Fog computing can process data closer to the source, which 

in turn aids in reducing latency and improving response time within the proposed mechanism. 

The fuzzy logic approach categorizes the attack traffic from normal traffic with quite an 

accuracy rate. However, applying it for bigger networks may result in scalability issues. This 

computational resource required for the same to be used in real-time detection can be high. 

The contribution of this research is that it provided a Fog computing and fuzzy logic in 

DDoS attack detection. The strength of this research is that Reduces detection latency with 

fog computing. The weakness of this research is that it has scalability issues 

(Daeinabi, A. & Rahbar, A.G. 2013) [9] The paper proposes the BAPRP technique to identify 

and prevent blackhole attacks in VANETs based on machine learning. Since the protocol 

operates continuously by monitoring the network and analyzing the traffic pattern of vehicle 

communication, it is efficiently able to differentiate genuine from malicious nodes. The 

proposed approach ensures good detection accuracy, thus maintaining the integrity of the 

network and reliability in the communication. This protocol may have huge computational 

overhead due to the requirement of continuous monitoring in the protocol, therefore creating 

a real-time implementation problem in large-scale networks. The contribution of this 

research is that it integrates machine learning into routing protocols, significantly enhancing 

VANET security. The strength of this research is the high detection accuracy, robust against 

dynamic network conditions. The weakness of this project is that it is computationally 

intensive due to continuous monitoring 

 

(Gandhi, U.D., & Keerthana, R.V.S.M. 2014) [10] The paper proposes a novel hybrid 

algorithm that stitches several machine learning methods to enhance the detection rate of 

DDoS attacks in VANETs. The major challenge not yet cleared is the inclusion of diversity 

from various methods' features to garner enhancement in detection rates. In the process, false 

positives are also reduced. In this regard, it works very well against short-duration DDoS 

attacks. For more prolonged attacks, it starts reducing its received effectiveness, and its high 

computational requirement bars its usage in real-time scenarios. The contribution of this 
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research is that it provides a hybrid approach improving detection rates in VANET 

environments. The strength of this research is that it is very effective against short-duration 

DDoS attacks. The weakness of this research is that it may struggle with prolonged attacks. 

 

(Fang, H., Wang, X. & Tomasin, S. 2019) [11] The paper is focused on the detection of 

packet dropping attacks in 5G networks by using machine learning techniques more precisely 

through the incorporation of intelligent authentication mechanisms. It will adopt machine 

learning algorithms to sniff traffic patterns for dropping attacks. Though it may attain a high 

rate for detecting these attacks, the application remains limited to some types of attacks and 

needs further refinement to cope with threats of a large scope. The contribution of this 

research is that it enhances 5G network security with advanced machine learning techniques. 

The strength of this research is that it has high detection rates. The weakness of this research 

is that Limited to specific types of attacks. 

 

3 CHAPTER 3: RESEARCH METHODOLOGY 
 

This research aims to enhance the security of 5G-enabled Vehicular Ad-Hoc Networks 

(VANETs) by employing machine learning algorithms to detect and mitigate DDoS and 

blackhole attacks. The first step involved defining the research problem by identifying the 

need for improved security measures in VANETs, particularly in the context of 5G 

integration. A thorough literature review was conducted to understand the current state of 

VANET security and the effectiveness of machine learning models in intrusion detection. 

The next step was designing a simulation environment using OMNeT++ and the Veins 

framework to model real-world traffic conditions, including vehicle-to-vehicle (V2V) and 

vehicle-to-infrastructure (V2I) communications. Attacks were then implemented within this 

environment to assess network resilience and the efficacy of detection algorithms. Following 

the simulation, network traffic data was collected, capturing both normal and attack scenarios 

for use in training and evaluating machine learning models. Data preprocessing involved 

cleaning and transforming this data, encoding categorical variables, and scaling features. A 

variety of machine learning models, including Decision Trees, Logistic Regression, SVM, 

XGBoost, and Neural Networks, were trained on the pre-processed data. Model performance 

was evaluated using precision, recall, F1 score, and accuracy metrics, with results compared 

against existing datasets such as NSL-KDD and CICIDS2017. Finally, the study explored 

mitigation strategies for detected attacks and documented findings and recommendations for 

future research. 
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Figure 3: Simulation Methodology Flow 

 

3.1 GATHERING OF DATA 

Data gathering was a critical component of this research, involving the simulation of a 

realistic VANET environment using OMNeT++ and Veins. The simulation setup included 

network nodes representing vehicles, roadside units (RSUs), and base stations, with 

randomization techniques applied to vehicle positions and movement paths to reflect real-

world traffic variability. DDoS and blackhole attacks were randomly initiated at different 

times to assess detection robustness. Network traffic data was logged, capturing both normal 

and attack scenarios, including packet transmission rates, vehicle speeds, and message drop 

rates. Data cleaning processes were employed to remove duplicates and fill missing values, 

ensuring data integrity. Categorical variables were encoded using label encoding, and 

numerical features were normalized using standard scaling, preparing the data for machine 

learning model training and evaluation. 
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3.2 MEASUREMENTS 

A variety of measurements were conducted to assess the impact of attacks and evaluate the 

effectiveness of detection algorithms. Key network metrics included packet transmission 

rates, latencies, and drop rates, which were measured to understand network load and the 

impact of attacks. The severity of DDoS and blackhole attacks was quantified by analyzing 

increases in packet loss and transmission delays. Machine learning model performance was 

measured using precision, recall, F1 score, and accuracy metrics, providing a comprehensive 

assessment of each model's ability to detect attacks. These measurements were critical in 

evaluating the proposed solutions' effectiveness and identifying areas for improvement. 

 

3.3 STATISTICAL TECHNIQUES 

The research employed several statistical techniques to analyze and interpret the data. 

Descriptive statistics were used to summarize data distributions, providing insights into the 

underlying patterns of network traffic. Inferential statistics, such as t-tests and ANOVA, were 

applied to compare model performances and determine the statistical significance of observed 

differences. These techniques ensured robust conclusions by validating the effectiveness of 

machine learning models in detecting network attacks. Additionally, machine learning 

metrics such as precision, recall, F1 score, and accuracy were used to evaluate model 

performance, emphasizing the importance of achieving high detection rates while minimizing 

false positives and negatives. 

 

3.4 KNOWN ISSUES 

In the process of research, several potential well-known problems were spotted that could 

influence the accuracy and reliability of results. One important issue was class imbalance: 

normal traffic largely dominated attack traffic, which biases the models towards normal 

traffic. This problem was fixed using weighted metrics and resampling for fair model 

evaluation. One of the problems faced was in the simulation constraints. The accuracy of 

results in simulations depends on assumptions and parameters set within a simulation 

environment. Lastly, some machine learning models showed symptoms of overfitting due to 

the complexity of the feature space. Overfitting was prevented with regularization techniques, 

and cross-validation was applied for boosting generalization of the models. 

 

4 CHAPTER 4: DESIGN SPECIFICATION 
 

4.1 DATA PREPARATION 

Hence, the data had to be prepared in such a way that it is in a position and in a form where 

machine learning analysis may be performed. Cleaning ensured that there were no duplicates 

or missing values in the columns, thereby ensuring integrity and consistency. The 

dimensionality of the dataset was reduced by feature selection techniques, which ensured that 

features or variables useful in contributing to the model performance were derived. The 

categorical variables were transformed into numerical form using label encoding so that the 

machine learning model could process them. Standard scaling was done on numerical 
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features for consistency in the input of the machine learning algorithms for better 

performance of the model. 

 

4.2 DATA CLASSIFICATION 

In the process of classification, normal traffic was distinguished from attack traffic in the 

VANET environment. Majorly, the network traffic was classified into normal and attack 

classes with predefined parameters, like packet drop rate and transmission delay. Further, the 

subdivision of attack traffic into DDoS and blackhole categories would be very useful in 

applying and formulating detection and mitigation strategies for the system. It provided a 

framework within which to understand the nature of network traffic in its entirety and 

develop effective detection algorithms specific to certain attack types. 

 

5 CHAPTER 5: IMPLEMENTATION 
 

5.1 LIBRARIES IMPORTED AND USED FOR THIS THESIS 

A good number of libraries were imported and used throughout the research in processing the 

data, training, and evaluating models. Scikit-learn provided a lot of tools in preprocessing 

data, training models, and evaluating, with very extensive algorithms and metrics for machine 

learning tasks. XGBoost was used to leverage boosting techniques to enhance model 

accuracy and robustness. Finally, TensorFlow was used for the development of neural 

networks, where flexible and powerful tools were required for deep learning. Pandas and 

NumPy were used for data manipulation and analysis. That made it easier and more efficient 

with large datasets. Matplotlib was used for the visualization of data distributions and model 

performance metrics, giving insights into the effectiveness of the proposed solution. 

 

5.2 DATASET USED FOR THE ANALYSIS 

In this study, the NSL-KDD dataset was used, which is one of the benchmarks of the network 

intrusion detection system. The dataset was chosen for the study because it comprehensively 

covers most network intrusions and is class-balanced, making it suitably appropriate for 

training and testing machine learning models. Further, custom simulation data was generated 

from VANET simulation, capturing normal and attack traffic patterns for model training and 

validation. These two datasets were utilized to create a powerful base through which machine 

learning models can be built upon and then subsequently tested in the context of VANET 

security. 

 

5.3 DATA PRE-PROCESSING 

Data preprocessing was an important step in making the data ready for machine learning 

analysis. The missing values were filled by their mean or median in order not to lose any data 

integrity. Standard scaling was applied across all the numerical features so that there would 

be uniformity in the inputs going into the machine learning models. Categorical variables 

were labeled and encoded to be represented in numerical form for use in a model. Then, it 

was split into train-test sets in an 80:20 ratio, and this ensured a fair benchmark for the 
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model. This preprocessing resulted in a clean, consistent dataset ready for further model 

training and evaluation. 

 

5.4 ALGORITHMS USED 

In this respect, numerous machine learning algorithms have been implemented to detect the 

attack and mitigate it within the VANET environment. Decision Trees were trained on the 

dataset to bring out interpretable results and light on feature importance. Logistic Regression 

was used for the task of binary classification, modeling the probability of attack. Support 

Vector Machine has been used due to its efficiency in separating classes with distinct margins 

and high-dimensional data. XGBoost was adopted to enhance model accuracy by using 

boosting methods and handling the large dataset efficiently. Neural Networks were used to 

gain advanced feature extraction by understanding complex patterns in the data through their 

deep learning capabilities. Each algorithm that has been chosen for this research work brings 

with it some strengths and aptitude for the task, hence adding to a comprehensive approach 

towards VANET security. 

 

6 CHAPTER 6: EVALUATION 
 

The review of the research involved the conducted analysis of the performance of machine 

learning models and the effectiveness of the proposed mitigation methods. Model 

performance is evaluated with metrics such as precision, recall, F1, and accuracy so that it 

gives an all-round view of how good a model can detect an attack. These were then compared 

back to realistic data sets such as CICIDS2017 and NSL-KDD. It quantified the decrease in 

attack impact due to two mitigation proposals, rate limiting and traffic filtering. To give 

robust conclusions, statistical tests like t-tests and ANOVA were conducted. Errors 

distribution and model performance are depicted by bar plots together with confusion 

matrices, which aid in clear explanations and sharing of results. 

6.1 Algorithms and Approaches 

 

The machine learning algorithms are as follows: 

• Decision Trees: provided an interpretable model that helped to understand decision 

making and feature selection process in attack detection. 

• Logistic Regression: offered a simple yet effective approach for binary 

classification, modelling the probability of attacks. Support Vector Machine (SVM) 

handled high-dimensional data effectively, separating classes with clear margins and 

providing robust attack detection. 

• XGBoost: enhanced accuracy through boosting techniques, efficiently handling 

large datasets and improving model performance. 

• Neural Networks: leveraged deep learning capabilities to capture complex patterns 

in the data, providing advanced feature extraction for attack detection. 
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6.2 COMPARISON WITH BASE PAPER 

 

The research has improved on the base paper by using more VANET scenarios obstacle 

detection and V2V/V2I communications to show that it could achieve higher simulation 

accuracy. In this study, a range of machine learning models was used, all of which showed 

better performance in detecting complex patterns of attacks. Besides, some effective 

mitigation strategies were proposed to reduce the impact of the detected attacks by rate 

limiting and traffic filtering, improving the recommendations in the base paper. These were 

the improvements that leveraged a more complete and efficient approach toward VANET 

security. 

6.3 Comparison with Existing Datasets 

The research compared model performance with results from existing datasets, such as 

CICIDS2017 and NSL-KDD, highlighting the applicability of the models in real-world 

scenarios. The table below summarizes the comparison of model performance across 

different datasets: 

Metric CICIDS2017 NSL-KDD Custom Simulation 

Precision 0.92 0.89 0.94 

Recall 0.91 0.87 0.93 

F1 Score 0.92 0.88 0.94 

Accuracy 0.90 0.86 0.93 

Table 1:  Dataset comparison 

6.4 Comparison of Machine Learning Models 
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017) 

F1 Score 

(CICIDS2

017) 

DT 0.90 0.88 0.89 0.85 0.82 0.84 0.87 0.86 0.86 

LR 0.91 0.89 0.90 0.86 0.84 0.85 0.88 0.87 0.87 

SV

M 

0.92 0.91 0.91 0.87 0.85 0.86 0.89 0.88 0.88 

NN 0.93 0.92 0.92 0.88 0.86 0.87 0.90 0.89 0.89 
 

Table 2:  Comparison of machine learning models 

6.5 Network Parameter Comparison 
 

Parameter Value (Research) Value (Base Paper) Value 

(CICIDS2017) 

Value (NSL-KDD) 

Packet Transmission 

Rate (packets/sec) 

1000.0 800.0 950.0 900.0 

Latency (ms) 20.0 25.0 22.0 23.0 

Packet Loss Rate 

(%) 

1.5 3.0 2.0 2.5 
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Throughput (Mbps) 50.0 45.0 48.0 46.0 

Jitter (ms) 5.0 8.0 6.0 7.0 

SNR (dB) 30.0 25.0 28.0 27.0 

Channel Utilization 

(%) 

85.0 80.0 82.0 81.0 

Node Mobility (m/s) 20.0 18.0 19.0 18.5 

RSU Coverage (%) 95.0 90.0 93.0 92.0 

Attack Detection 

Rate (%) 

98.0 95.0 96.0 94.0 

 

Table 3:  Network Parameter comparison 

 

6.6 VANET Application Comparison 

 

The research integrated obstacle detection mechanisms within the vehicle communication 

framework, enhancing 

6.7 Comparison with Other Approaches in VANET 

 

Obstacle detection mechanisms were integrated into the vehicle communications framework 

to achieve high-level safety and real-time alerting. Hybrid routing protocols were adopted to 

try and retain a high level of detection while reducing false alarms and showed that they 

offered a balanced approach compared to traditional routing techniques. The integration of 

edge computing capabilities further processed data locally at any RSU or fog server, hence 

reducing latency and improving response times for critical applications. All these 

enhancements showed how the research could be applied in solving VANET security 

challenges. 

6.8 Network Parameters 

A comprehensive evaluation of network parameters was conducted to assess the impact of 

attacks and evaluate the effectiveness of proposed solutions. Key network parameters 

included: 

1. Packet Transmission Rate: Monitored to assess network load and attack impact. 

2. Latency: Measured to evaluate the effect of attacks on network response times. 

3. Packet Loss Rate: Analyzed to determine the severity of attacks on network 

reliability. 

4. Throughput: Calculated to assess the overall network performance under attack 

conditions. 

5. Jitter: Measured to evaluate the variability in packet arrival times. 

6. Signal-to-Noise Ratio (SNR): Monitored to assess the quality of communication 

links. 

7. Channel Utilization: Analyzed to determine the efficiency of network resource 

usage. 

8. Node Mobility: Tracked to evaluate the impact of vehicle movement on network 

performance. 

9. RSU Coverage: Assessed to determine the effectiveness of infrastructure placement. 

10. Attack Detection Rate: Evaluated to measure the effectiveness of machine learning 

models in identifying attacks. 
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7 CHAPTER 7: CONCLUSION AND FUTURE  

7.1 Conclusion  

This research effectively puts forward how machine learning algorithms can help improve the 

security of 5G-enabled Vehicular Ad-hoc Networks (VANETs). In this work, we can 

simulate a VANET environment with OMNeT++ and the Veins framework by modelling 

vehicle-to-vehicle and vehicle-to-infrastructure communications. This integration introduced 

state-of-the-art features of obstacle detection and edge computing into networking, which 

made resilient network performance very promising against DDoS and blackhole attacks. In 

this study, some machine learning models are considered, each of them demonstrating some 

unique benefit in the identification of network attacks. The hybrid routing protocols used in 

the research have appropriately balanced the network security approach, as manifested in the 

maintenance of high detection rates while keeping false alarms to a minimum. 

In particular, the mitigation strategies, rate limiting, and traffic filtering, proved to be 

effective, as the attack’s impact decreased, and the network became more reliable. Their 

study concluded that machine learning played a very critical role in VANET security and 

furnished information on how these methods might be used in automotive communications. It 

has also shown improvements in the field by providing better model performance, higher 

simulation accuracy, and attack mitigation than the base paper. Accordingly, high detection 

rates of the custom-made simulation demonstrate the effectiveness of the suggested fixes and 

their feasibility in practical situations. 

The mitigation strategies which included rate limitation and traffic filtering were effective 

since they improved the reliability of the network and reduced the impact of the attack. The 

contribution of machine learning in VANET security was found to be very important, with 

details provided for their possible applications to techniques in automotive communications. 

Other than these, there were improvements in model performance, simulation accuracy, and 

mitigation of attack performance over the base paper. The high rate of detection in the custom 

simulation confirms that the recommended fixes work well and are appropriate in real-world 

scenarios. 

7.2 FUTURE WORK 

This research has laid a very strong base for enhancing VANETS security, but there could be 

enhancement for more work. As discussed above, this research is based on the example 

environment, the next focus can be the integration of real-world scenarios and further 

enhancement of data to validate the model for its performance and capabilities. It can further 

be made robust by the collection of data from real vehicles and adapting to diverse traffic 

conditions. Currently, the research is based on only two types of attacks. Therefore, more 

cyber-attack data can be added to make this project advanced. Also, the development of real-

time mitigation strategies will be very important, based on edge computing and 5G 

technologies, to give appropriate and quick responses to the detected attacks. This would 

involve dynamic defense mechanisms which can adapt to the ever-changing threats and 

sustain network performance under stress. 

On the other hand, collaborative learning techniques such as federated learning for distributed 

model training across multiple vehicles and RSUs could be added. This would provide 
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improved scalability and have models trained from diversified sources of data without a 

breach of privacy. In such a scenario, when autonomous vehicles are highly pervasive in the 

future, there will be quite a need to integrate proposed security measures into their systems. 

This will ensure smooth communication between them and with the VANET infrastructure 

for proper coordination. Another important issue that needs to be tackled soon will be solving 

the scalability challenges since VANETs will grow, ensuring optimum network performance 

with efficient use of resources. Energy-efficient VANET security solutions will become very 

important, particularly in cutting computational and power demands on nodes of the network. 

Moreover, privacy and data protection must be taken seriously. Therefore, techniques of 

privacy preservation within data collection and processing are very important. Future studies 

could also be done on the improvement of safety features in VANETs, including improved 

collision avoidance systems and ADAS, with benefits from machine learning models for real-

time alerts and preventive actions. Future research in applying proposed solutions in other 

domains, like smart cities and IoT, could give them broader implications to show their 

flexibility in bringing a higher level of security for a variety of interconnected systems. 

In the future, scope extension of this work is intended using real data, advanced attack 

scenarios, and scalable and energy-efficient solutions. These efforts will ensure continued 

progress in VANET security and make much safer and more efficient transportation networks 

a reality. 
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