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Configuration Manual

SIVA SANKAR SENTHIL KUMAR
22237640

1. Introduction

This configuration manual will contain steps for implementing and deploying the
project titled “Enhancing Security Measures for Virtual Machine Monitor (VMM) Insertion in
Virtualization Environments”. Here are the guidelines for development and testing of the
security measures featured in this report. It is intended to help users to identify the appropriate
hardware and software components required in reproducing and verifying the outcomes of the
report. The manual contains information on system and software requirements, configurations
for virtual machine instances and security testing approaches.

2. System Specification
The following system specifications are required for the research,

* Processor: AMD Ryzen 5-5600H

+ RAM: 16 GB

» Storage: 512 SSD

» System Type: 64-bit Operating System

* Operating System: Windows 11
3. Software Specifications
To implement the project, the following software components must be installed:
Virtualization Platform: Oracle VirtualBox - version 7.0.10

Operating Systems:

o Kali Linux - version 2024.2 (for hosting the virtualized environment and as the target
VM also conducting phishing and rootkit attacks)

Security Tools and Utilities:
e Pyphisher (for phishing simulation)
e Social Engineering Toolkit (SET) (for phishing email generation)
e Diamorphine Rootkit (for rootkit demonstration)

e Python (for scripting and automation)



4. Steps for Configuration of Virtual Machines and Security
Tools

4.1. Setting Up Virtual Machines

Download and Install Oracle VirtualBox:

e Visit the Oracle VirtualBox website and download the latest version compatible with
your operating system.
e Follow the installation wizard to complete the setup.

Create Virtual Machines:

e Open Oracle VirtualBox and create two virtual machines: one for Host VM (attacker)
and one for User VM (victim).
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Figure 1: Oracle VirtualBox and VMs

e Configure both VMs to use a "Bridged Adapter" network setting to simulate a local
network environment.
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Figure 2: Host VM Network Settings
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Figure 3: User VM Network Settings

Install Kali Linux Operating Systems:

e Download the Kali Linux ISO from the official website.
e Attach the ISO to the Kali VM and follow the installation instructions.

4.2. Configuring Security Tools
Phishing Simulation:

e Download the Pyphisher tool from its Github repository.

e Follow the setup instructions provided in the repository to install and configure
Pyphisher.

Social Engineering Toolkit (SET):
e Use SET to craft and send phishing emails with fake login links.
Install Diamorphine Rootkit:

e Obtain the Diamorphine rootkit from a Github repository.
e Follow the installation guide provided with the rootkit to deploy it on the User VM.
e Use the rootkit to hide processes and files

Image Metadata Manipulation:

e Create a Python script using the PIL (Python Imaging Library) and ExifRead libraries
to modify image metadata.

e Test the script on sample images to ensure it can modify data in metadata fields.
S. Procedure for Security Testing
5.1. Phishing Attack Simulation

e Run Pyphisher on the host VM and configure it with various fake website templates.



= rect@kali: fhomefsiva/Downloads/PyPhisher

File Actions Edit WView Help

root@kali: fhome...nloads/PyPhisher > root@kali: fhome...nloadsfPyPhisher

Figure 4: Pyphisher Fake Website Platforms

root@kali: fhome/siva/Downloads/PyPhisher

File Actions Edit View Help

Figure 5: Fake URL link for Gmail website

Use SET to create and send phishing emails containing links to the fake Gmail login
page.



Shell No. 1
File Actions Edit View Help

wWhat do you want to do:

E-Mail Attack Single Email Address
E-Mail Attack Mass Mailer

Return to main menu.

>1
> Send email to:testuservm@o

1. Use a gmail Account for your email
2. Use your own server or open relay

>1
> Your gmail email address:hostuservm@@7agmail.com
g > The FROM NAME the user will see:Gmail Official
Email password:
g > Flag this message/s as high priority? [yeslno]:ye
Do you want to attach a file - [y/n]: n
Do you want to attach an inline file - [y/n]: n
5 > Email subject:Free Unlimited Google Drive space
> Send the message as html or plain? 'h' or "p' [p]

Figure 6: Enter the user account details to send a phishing mail

Shell No. 1

File Actions Edit View Help

Do you want attach a file - [y/n]: n
Do you want attach an inline file - [y/n]: n

= Email subject:Free Unlimited Google Drive

> Send the message as html or plain? 'h' or

[!] IMPORTANT: When finished, type END (all capital) then
ew line.

e > Enter the body of the message, type END (capitals
d:Hello,

to
to

Please click the below link to get unlimited free google drive

Click here: https://get-unlimited-google-drive-freeacemetery-th
on.trycloudflare.com

Thank You!Next line of the body: Next line of the body: Next 1i
Next line of the body: Next line of the body: Next line of th

Next line of the body:

Next line of the body: END

[#] SET has finished sending the emails

Press to continue

Figure 7: Body of the Phishing Mail
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Figure 8: Phishing Mail received by the user with fake URL link
e Monitor the user VM for responses to the phishing email.
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Figure 9: User IP and Location details received by Pyphisher Tool

Verify if the phishing attempt successfully captures user credentials.
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Figure 10: User credentials received successfully

5.2. Rootkit Installation and Detection

e Install Diamorphine rootkit on the User VM through SSH connection from the Host
VM.
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File Actions Edit View Help

~/PyPhisher
userml92.168.78.209
The authenticity of host '192.168. .209 (192.168.78.209)"' can't be establish
ed.
ED25519 key fingerprint is SHA256 4BWRG65PhSpkOyy4aX (33hLVIiTmBgImidvI08w

This host key is known by the following other names/addresses:
.ssh/known_hosts:4: [hashed name
sure you want to continue connecting (yes/no/[fingerprint])? yes
Permanently added '192.168.78.209"' (ED25519) to the list of known ho

userglo2.168.78.209"'s password:
Linux user 6.8.11-amd64 #1 SMP PREEMPT_DYNAMIC Kali 6 11-1kali2 (2024-05-30
) x86_64

The programs included with the Kali GNU/Linux system re free software;
the xact distribution terms for each ¥ m are described in the
individual files in /fusr/shar

Kali GNU/Linux cor S with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

You have mail.

Last login: Sun Aug 4 ©2:51:35 2024 from 192.168.95.6

Figure 11: SSH connection established to the User VM



File Actions Edit View Help

root@use...omefuser X user@user...Downloads X user@user...Downloads X

Preparing to unpack ... /linux-kbuild-6.8.11_6.8.11-1kali2_amd64.deb
Unpacking linux-kbuild-6.8.11 (6.8.11-1kali2)

Selecting previously unselected package linux-headers-6.8.11-amd64.
Preparing to unpack ... /linux-headers-6.8.11-amd64_6.8.11-1kali2_amd64.deb

Unpacking linux-headers-6.8.11-amd64 (6.8.11-1kali2)
up libelflt64:amd64 (0.191-2)
up libdwlt64:amd64 (©.191-2)
up linux-headers-6.8.11-common (6.8.11-1kali2)
up linux-kbuild-6.8.11 (6.8.11-1kali2)
Setting up linux-headers-6.8.11-amd64 (6.8.11-1kali2)
Processing triggers for libc-bin (2.38-13) ...

/home/user/Downloads
clone https://github.com/m@nad/Diamorphine.git
into 'Diamorphine’ ...
Enumerating objects: 144, done.
Counting objects: 100% (68/68), done.
Compressing objects: 100% (26/26), done.
Total 144 (delta 54), reused 44 (delta 42), pack-reused 76

Receiving objects: 100% (144/144), 33.13 KiB 164 .00 KiB/ done.
Resolving deltas: 100% (78/78), done.

/home/user/Downloads

Figure 12: Diamorphine Rootkit Installation

5.3. Image Metadata Modification

Execute the Python script with the ‘—preserve’ option in order to retain the original
image while altering the image metadata.
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root@user: /home/user/Downloads X user@user: ~ X

/home/user/Downloads
metaedit.py
/home/user/Downloads

metaedit.py Pentax_K10D. jpg
b"PENTAX Corporation

b'PENTAX K1@D

Orientation:
lution
olution:
>solutionUnit:
Software: b'GIMP 2.4.5"
DateTime: b'2008:07 1 15:56:
Copyright: b'Laitche (This fil is in the public domain.)’
XPAuthor: (119, e, 119, o, 119, ©, 46, ©, 1e8, @, 97, ©, 105, ©, 116, ©, 99,
o, 104, ©, 101, 46, O, e, 111, ©, 109, ©, ©, ©0)
ExifTag: 310
ExposureTime:
FNumber:
Exposur
ISOSpeedRat

Figure 13: Executed the python script

Enter the metadata field name and give the new value for the field.
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File Actions Edit View Help

root@user: fhomefuser/Downloads X user@user: ~ X

ExifVersion: b'0221"°

DateTimeOriginal: b'2008:05:04 16:47:24"
DateTimeDigitized: b'2008:05:04 16:47:24"
ExposureBiasValue: (0, 10)

MeteringMode: 5

FLash: 1%

FocallLength: (9000, 100)

FlashpixVersion: b'0100"

ColorSpace: 1

PixelXDimension: 100

PixelYDimension: 72

SensingMethod: 2
Compression: 6
XResolution: (72, 1)
YResolution: (72, 1)
ResolutionUnit: 2
JPEGInterchangeFormat: 670
JPEGInterchangeFormatLength: 1331

Key to modify or add (g to quit): Orientation
Enter new value for Orientation: 5

Updated Orientation to 5

Key to modify or add (q to quit): gq

Metadata written successfully.

Figure 14: Editing the Image Metadata Value

e Modify the metadata value of the image.
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File Actions Edit View Help

root@user: /homefuser/Downloads X user@user: ~ X

Key to modify or add (g to quit): q
Metadata written successfully.

/home/user/Downloads
metaedit.py Pentax_K10D. jpg
Make: b'PENTAX Corporation '
Model: b'PENTAX K1@0D
Orientation: 5
XResolution: (350, 1)
YResolution: (350, 1)
ResolutionUnit: 2
Software: b'GIMP 2.4.5"
DateTime: b'2008:07:31 15:56:49"

Figure 15: Modified the Image Metadata Value Successfully
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