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1 Introduction

This manual provides instructions for configuring and running a Python-
based mock penetration testing script. The script simulates penetration testing
by generating mock vulnerabilities within adataset.

2 System Requirements

Operating System: Windows 10/11, macOS, or Linux
Python Version: 3.7 or higher

RAM: Minimum 4 GB (8 GB recommended)
Storage: Minimum 500 MB free space

Dependencies:
pandas
numpy
random
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3.1 Install Jupyter or Python

1. Download Jupyter from official Project Jupyter | Home
OR
Download Python from the official Python website.
2. Install Python ot Jupyter by following the on-screen instructions.
Ensure that you check the box to add Python to your system PATH
during installation

3.2 Set Up Virtual Environment

1. Open your terminal or command prompt.
2. Navigate to your project directory:

cd path/to/your/project.
3. Create a virtual environment:

python -m venv venv

4. Activate the virtual environment:
Windows- venv\Scripts\activate

Mac Os /Linux- source venv/bin/activate

3.3 Install Required Libraries
1. Ensure your virtual environment is activated.

2. Install the necessary Python libraries:
pip install pandas numpy

3. If you encounter a notice about an outdated version of pip, you can
upgrade it:
python -m pip install --upgrade pip

Dataset Preparation

1. Place the hai-trainl.csv dataset in your project directory.
2. Ensure the dataset file is correctly named and formatted for use with the

script

HAI Security Dataset downloadable link: HAI Security Dataset

(kaggle.com)
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Running the script

Open your terminal or command prompt.
. Navigate to your project directory and activate the virtual environment.
. Run the Python script: python script_name.py
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Replace script_name.py with the actual name of your script.

4. The script will load the dataset, simulate a penetration test, and print
the results along withan analysis summary.

6  Analysis of results

After running the script, you will see an analysis summary that includes:

« Total number of vulnerabilities identified.
o Number of vulnerabilities.

« Number of false positives.

« Distribution of matrics

« Box plot of matrics

7  Troubleshooting
Common Issue —

« Python Not Recognized: Ensure Python is added to your system PATH.
o Module Not Found: Make sure all required libraries are installed

and that your virtualenvironment is activated.
« Dataset Not Found: Verify that the hai-trainl.csv file is in the correct
directory.

Useful Commands —

«Activate Virtual Environment:
o Windows: venv\Scripts\activate
o macOS/Linux: source venv/bin/activate
oDeactivaie Virtual Environment:
o Run deactivate in the terminal.
«List Installed Libraries:
pip list
«Update a Library:

pip install --upgrade library _name

This manual should guide you through the setup and execution of your mock
penetration testing script, ensuring a smooth and trouble-free experience.
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