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1 Introduction 
 

This configuration manual can be used to run the code of the model. It has all the steps 

mentioned to implement the model. This project is based on machine learning where two 

algorithms have been used, the ANN algorithm and LTSM for intrusion detection.  

 

2 Requirement of Hardware 
 

Operating system: Windows 11 home (64 bit)  

RAM: 8GB/16 GB  

Storage: 1TB HDD or SSD  

Processor: 11th gen - Intel core i7 @ 2.80GHz 2.80 GHz  

System type: 64-bit operating system (x64-based processor). 

 

3  Requirement of Software 
 

The following are the software that must be installed to execute the project. 

 

Software Version 

Anaconda 24.5.0 

Python 3.7 

 

Anaconda distributed gives a platform to perform AI/ML projects. It has the capability to 

handle large dataset and process them. 

 

Jupyter Notebook is used for running the python code as it is an IDE, the python libraries can 

be used in this the visualization and graphs are also supported in this. 

 

Download Anaconda Distribution | Anaconda 

 

Once the Anaconda is installed, the anaconda navigator should be opened and under that 

Jupyter notebook option will be there it will open the IDE where the notebook can be open or 

created it comes with pre-installed libraries and python. 

 

https://www.anaconda.com/download


2 
 

 

 
 

4 Pre-requisite 
 

Following libraries has to be installed for this project: 

 

• import pandas as pd 

• from pathlib import Path 

• import numpy as np 

• import matplotlib.pyplot as plt 

• import pickle 

• import yagmail 
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5 DataSet 
 
In this project NSL-KDD dataset has been used, it has been taken from Kaggle it has about 41 features and 
125,973 records. Each of the data have a label which marks them weather they are normal or malicious. This 
data is good for intrusion detection system as it has all the information about the network. 
 
https://www.kaggle.com/datasets/hassan06/nslkdd 

 

6 Data Loading and Preprocessing 

(1_IDS_Final_Preprocessing_File.ipynb) 
 

Data importing 

 

 
 

Data Preprocessing 

 

 
 

Converting to string 

 

 
 

Resampling the data 

https://www.kaggle.com/datasets/hassan06/nslkdd
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Spliting the dataset 

 

 
 

7 Model Training and 

Testing(2_IDS_Final_ModelTraining.ipynb) 
 

Algorithm: ArtificialNeuralNetwork 
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Algorithm:2 LongShortTermMemory 
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Comparision of both the models 
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8 Inference File (3_Final_TestFile-checkpoint.ipynb) 
 

• Real time Intrusion detection: The LSTM model has been implemented on the 

inference system for the monitoring of network traffic.  

• Treat response: The system first checks the IP is present in the block list if not it 

immediately adds the IP to the block list.  

• Better Accuracy: With LSTM model the system can be able to protect the network 

more accurately and efficiently.  
 

Load trained model 

 

 
 

Checking if the IP is present in the Blocklist 

 

 
 

Model prediction  
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