
 
 

 
 
 
 
 
 
 
 
 
 

 

Configuration Manual 

 
 
 
 
 

    Research Focused on Threat Detection Rule Development utilizing the 

Splunk Attack Range to fortify Cybersecurity Analysis. 

 

 

MSc Research Project - Cybersecurity 
 
 

 

Rajuaravind Sankar 
 

Student ID: X22250042 
 
 
 

School of Computing 
 

National College of Ireland 
 
 
 
 
 
 
 
 
 
 
 

Supervisor: Mark Monaghan 



 

 
National College of Ireland 

 

MSc Project Submission Sheet 
 

School of Computing 
 

Student Name: 

 

Rajuaravind Sankar 
 

Student ID: 

 

X22250042 
 

Programme: 

 

M.Sc. in Cybersecurity 

 

Year: 

 

2023-24 
 

Module: 

 

M.Sc. Research Project 

 
Supervisor: 

 
Mark Monaghan 

Submission Due 
Date: 

 
12 August 2024 

 
Project Title: 

 
Research Focused on Threat Detection Rule Development utilizing 

the Splunk Attack Range to fortify Cybersecurity analysis 

Word Count: 

 

1553  Page Count: 13 

 
I hereby certify that the information contained in this (my submission) is information 

pertaining to research I conducted for this project.  All information other than my own 
contribution will be fully referenced and listed in the relevant bibliography section at the 

rear of the project. 
ALL internet material must be referenced in the bibliography section.  Students are 

required to use the Referencing Standard specified in the report template.  To use other 

author's written or electronic work is illegal (plagiarism) and may result in disciplinary 
action. 

 
Signature: 

 
Rajuaravind Sankar 

……………………………………………………………………………………………………………… 
 

Date: 

 

9 August 2024 
……………………………………………………………………………………………………………… 

 

 
PLEASE READ THE FOLLOWING INSTRUCTIONS AND CHECKLIST 

 

Attach a completed copy of this sheet to each project (including multiple 
copies) 

□ 

Attach a Moodle submission receipt of the online project 

submission, to each project (including multiple copies). 

□ 

You must ensure that you retain a HARD COPY of the project, 

both for your own reference and in case a project is lost or mislaid.  It is 

not sufficient to keep a copy on computer.   

□ 

 

Assignments that are submitted to the Programme Coordinator Office must be placed 

into the assignment box located outside the office. 
 

Office Use Only 

Signature:  

Date:  

Penalty Applied (if applicable):  



1 
 

 

 
 

Configuration Manual 
 

Rajuaravind Sankar 

Student ID: X22250042  

 
 
 

1 Introduction 
 

The purpose of this configuration manual is to detail the steps taken to achieve the research 

objectives. The process involves several phases, including implementing the Splunk Attack 

Range tool to set up the simulation environment, simulating attack data within that 

environment, developing and deploying a threat detection rule, and evaluating the effectiveness 

of the deployed rule. By successfully completing these phases, all the primary objectives of my 

thesis research have been met. 

 

2 Technologies and Resources Utilized 
 

This section outlines the technologies and resources used in the implementation to achieve my 

thesis research objectives. The following list provides the information on the resources and 

technologies used in the research. 

 

• Amazon Web Services 

EC2, Elastic IP, VPC, IAM role 

• Docker 

• Python Programming Language 

• Terraform 

• Ansible 

• Splunk Enterprise 

• Splunk Machine learning toolkit App (MLTK) 

• Splunk Security Essentials 

• MITRE ATT&CK Framework 

• Atomic Red Attack Simulation Engine 

• Purple Sharp Attack Simulation Engine 

 

3 Implementation Setup 
 

To initiate the research implementation, an EC2 instance was launched, followed by the 

installation of the necessary Docker software. The Docker service was then configured to start 

automatically on boot.    
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After installing Docker, the Splunk Attack Range Docker image was pulled from Docker Hub 

using the docker pull command: docker pull splunk/splunk_range. 

 

      
 

After pulling the Splunk Attack Range Docker image from Docker Hub, the image was 

executed as a container to initiate the implementation phase using the command: ‘docker run 

-it splunk/attack_range’ 
 

 
 

My AWS account was configured with a dedicated Access Key and Secret ID for the Splunk 

Attack Range tool, enabling it to automate the creation of the simulation environment on the 

AWS platform. To follow best practices, a separate IAM role was created, and the newly 

generated IAM Access Key and Secret ID were used for configuration, as using the root 

account credentials is not recommended. 
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The next step involves configuring the attack range file by running the `python attack_range 

configure` command. This command generates a configuration that is saved in the 

`attack_range.yml` file, which instructs the Splunk Attack Range tool on what setup to 

automate within the AWS platform. 
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After completing the attack range configuration, the Splunk Attack Range tool is ready to build 

the simulation environment on the AWS platform. To initiate the automated setup, the `python 

attack_range.py build` command is executed. This process relies heavily on Terraform and 

Ansible, which play crucial roles in automating the creation and configuration of the simulation 

environment. 

 
 

The process of building the simulation environment using Terraform and Ansible takes several 

minutes. Once the setup is complete, it provides the details of the created instance, including 

the SSH key, username, and password needed to access the instance and its associated services. 
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After the simulation environment is set up, an OS Credential Dumping attack targeting LSASS 

memory is simulated on the Windows instance within the environment. The Atomic Red Team 

simulation engine is used to carry out this attack simulation on the Windows server. The attack 

is executed using the following command: 

     python attack_range.py simulate -e ART -te T1003.001 -t ar-win-root-68570-er-0 

In this command: 

• -e specifies the simulation engine (ART for Atomic Red Team). 

• -te specifies the attack technique ID (T1003.001 for OS Credential Dumping – LSASS 

Memory). 

• -t specifies the instance name where the attack is to be simulated (in this case, ar-win-

root-68570-er-0). 

 

 
 

The Splunk Attack Range offers a range of Splunk applications within a simulated environment 

for analyzing attack data. This setup enables users to develop and refine effective threat 

detection rules 

. 
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After simulating an attack in the Windows instance within the simulation environment, the 

Windows machine event logs are analysed to develop threat detection rules. These logs are 

forwarded from the Windows instance to the Splunk server via the Splunk Universal 

Forwarder, which was configured as part of the automation process. 
 

 
 

The presence of various useful Splunk apps on the Splunk server streamlines and enhances the 

process of developing threat detection rules. Among these, the Splunk Security Essentials app 

is particularly instrumental in formulating detection rules for OS credential dumping attacks. 
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Through effective analysis of Windows event logs and understanding the correlation between 

event codes and process IDs, events with event code 4688—associated with the LSASS 

memory process in OS credential dumping attacks—are identified and filtered. This analysis 

facilitates the development of a robust and efficient threat detection rule. 
 

 
 

The detection rule for OS credential dumping attacks targeting LSASS memory is developed 

using an SPL query and saved as an alert in Splunk Enterprise. This alert is configured to run 

every 15 minutes with a time range window of the previous 15 minutes, enhancing the 

efficiency of threat detection. Additionally, a trigger action notification is set up, so whenever 

the alert is activated, a notification will appear in the Splunk Enterprise server notification bar. 
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The screenshot below displays the configured threat detection alert for Minidump of LSASS 

in the Splunk Enterprise server. 
 

 
 

To evaluate and verify the configured OS credential dumping threat detection rule, the same 

attack is simulated once more on the Windows instance within the simulation environment. 
 

 
 

The configured threat detection rule was successfully triggered and demonstrated efficient 

performance in identifying the OS credential dumping LSASS memory attack. Consequently, 

the primary objective of developing an effective threat detection rule using the Splunk Attack 

Range tool has been successfully achieved. 
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And after achieving the objective of my research, the attack simulation environment is stop 

using the ‘python attack_range.py stop’ command. 
 

 
 

 
 

To save the state of the control panel of the simulation environment, which is the docker 

running container of the Splunk attack range docker image, the docker commit command to 

use to save the running state of the container to new docker image. 
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