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1 Building The Staging Environment

Step 1. The first step to building the staging environment on a Mac is to download and install
MAMP version 6 here https://downloads.mamp.info/MAMP-PRO/macOS/MAMP-
PRO/MAMP-MAMP-PRO-6.9-Intel-x86.pkg MAMP is the MacOS tool that installs all of
the tools that you will need to run Php, MySQL, HTML and CSS. (See fig 1.0)

Fig 1.0 MAMP — LAMP stack for MacOS

Document root: Applications = MAMP » htdocs

Web server: '® Apache Nginx

PHP version: 7.4.33
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Step 2. The next step to setup the staging environment is to install the tools required to run
the Python simulation file. This requires Python3 so it’s best to start using a package manager
from the get-go.




The best package manager for MacOS is Homebrew. To install Homebrew run from terminal
the following command: /bin/bash -c "$(curl -fsSL
https://raw.githubusercontent.com/Homebrew/install/HEAD/install.sh)" Once homebrew is
installed you are setup you install more packag

/bin/bash $Ccurl https://raw.githubusercontent.com/Homebrew/install/HEAD/install.sh)

Step 3. You can now install Python3 if it’s not already installed by running brew install
python

Step 4. After Pythion installs it’s a good idea to upgrade pip, this is a Python lib stroke
package manager. You can do this by running pip install — upgrade pip

Step 5. After Python3 and Pip are up and running its time to instal the Selenium Server. Do
this by running brew install selenium-server (See Fig 2)

FIG 2.0 HomeBrew Installing Selenium Server

Installing selenium-server dependency:
Downloading https://ghcr.io/v2/homebrew/core/glib/manifests/2.808.4
Already downloaded: fUsers/druane/Library/Caches/Homebrew/downloads/f635cb@7f35354f1ef636173e4d8f@e85a3bd@9d85784c8639a201b1c5263742--glib-2.80.
Pouring glib--2.80.4.ventura.bottle.tar.gz
B /usr/local/Cellar/glib/2.80.4: 526 files, 35.0MB
Installing selenium-server dependency:
Downloading https://ghcr.io/v2/homebrew/core/libxch/manifests/1.17.98
Already downloaded: /Users/druane/Library/Caches/Homebrew/downloads/98867be44989a7a337e7fa793989a66b6f8bfcledfc82925162cab273ee94879——1ibxcb-1.1
Pouring libxcb--1.17.@.ventura.bottle.tar.gz
% /usr/local/Cellar/libxcb/1.17.8: 2,498 files, 7MB
Installing selenium-server dependency:
Downloading https://gher.io/v2/homebrew/core/harfbuzz/manifests/9.8.0
Already downloaded: /Users/druane/Library/Caches/Homebrew/downloads/@219cbé6f28bb981be@693962274cbl49fe97addcaB4cbec@9f4cc1251bb3348c——harfbuzz—9
Pouring harfbuzz--9.0.8.ventura.bottle.tar.gz
B /usr/local/Cellar/harfbuzz/9.0.0: 77 files, 1@.1MB
Installing selenium-server dependency:
Downloading https://ghcr.io/v2/homebrew/core/jpeg-turbo/manifests/3.0.3
Already downloaded: fUsers/druane/Library/Caches/Homebrew/downloads/d6b83c@ba8addc9c2lec2cf9fc969e5754261e7cf8887dT5925816b927875bb1l-—~jpeg-turbo
Pouring jpeg-turbo--3.8.3.ventura.bottle.tar.gz
® /usr/local/Cellar/jpeg-turbo/3.8.3: 45 files, 4.3MB
Installing selenium-server dependency:
Downloading https://ghcr.io/v2/homebrew/core/openjdk/manifests/22.8.2
Already downloaded: /Users/druane/Library/Caches/Homebrew/downloads/889118734bbalcb22bbee93b861cd39cat7540870d55a0b7567e730875798ad69-—openjdk-22
Pouring openjdk--22.8.2.ventura.bottle.tar.gz
D fusr/local/Cellar/openjdk/22.8.2: 682 files, 330.8MB
Installing
Pouring selenium-server--4.23.8.ventura.bottle.tar.gz
Caveats
To start selenium-server now and restart at login:
brew services start selenium-server
Or, if you don't want/need a background service you can just run:
J/usr/local/opt/selenium-server/bin/selenium-server standalone —-port 4444
Summary
© /usr/local/Cellar/selenium-server/4.23.8: 7 files, 36.2MB
Running ‘brew cleanup selenium-server ...
Disable this behaviour by setting HOMEBREW_NO_INSTALL_CLEANUP
Hide these hints with HOMEBREW_NO_ENV_HINTS (see 'man brew’).

Step 6. After Selenium server is installed it’s time to install tgdm and Pillow via pip. To
install TQDM (A python library to develop the CLI progress bar) run:

pip install "git+https://github.com/tqdm/tqdm.git@devel#egg=tqdm"
To install pillow (AKA PIL, an image library for python3) just run the command: pip install
pillow

Step 7. After all the required libraries are installed, we can now proceed to render the
simulation loT Device Login page. Firstly, take all the files that are in the folder



WWW_HTDocs. You will find this after unzipping the project file and place them in the
MAMP HTDocs directory. This is usually located at /applications/MAMP/htdocs

Step 8. Next, start the MAMP application and navigate to
http://localhost:8888/MAMP/?language=English. Here you can click on tools in the
navigation menu and click phpMyAdmin from the drop-down menu. From here you will be
greeting with the phpMyAdmin application where you can generate and run your MySQL Db
that contains the 10T Device login page password and username. Click import on the
phpMyAdmin interface menu and select the file iot_db.sql from the unzipped project folder.
(See Fig 3.0)

Fig .O — Import loT Password and User DB

Databases SOL 4 Swtus = Useraccounts = Export .l Import Settings Replication Variables = Charsets § Engines # Plugins

> 8l v
Recent Favorites . .
- Importing into the current server
o New
%4 DanRuane File to import:
Information_schema
+— . mysal File may be compressed (gzip, bzip2, zip) Of UNCOMPressed.

+-  performance_schema A compressed file's name must end In {format].{compression). Example: .sql.zip
Browse your computer: (Max: 8,192K8)

Choose file  iot_db.sq
You may also drag and drop a file on any page.

Character set of the file

utt-8 v

After the import has run and the new 10T Db has been built you should see the following
screen (See Fig 4.0)

FIG 4.0 — Successf

php

l_JI_ DB Creation and Data Import.

on . Oatabases SQL 4 Sttus = Usersccounts = Export & Import Settings. Repiication Variables @ Charsets & Engines ¢ Plugine
Recent Favorites  Import has been successhull fished, 4 queries executed. (0t_d0.af)
New
+/ MySOL returmed an empty result set (Le. zero rows). (Query look 0.0019 seconds )
DanRuane
- 1 Information_schema CREATE DATABASE IF NOT EXISTS iot_db;
e § 0] 1
1 inline | { Edit ) [ Croate PHP code
mysal
performance._schema
» MySQL retumed an empty result set (L. z6ro fows). (Query took 0.0001 seconds.)
sys

USE {ot_db;
|Eatiniina ]| E6t | Croate PHP code]

 MySQL retumed an empty result set (Le. zero rows). (Query took 0.0277 seconds )

CREATE TABLE IF NOT EXISTS users id INT AUTO_INCREMENT PRIMARY KEY, username VARCHAR(S@) NOT NULL, password VARCHAR(255) NOT NULL );
[ iniine [ E0t ] Create PHP cade )

1 row inserted
Inserted row id: 1 (Query took 0.0055 seconds.)

— Exasple user (username: admin, password: admin123) INSERT INTO users (username, passwor d) VALUES (‘admin‘, ‘admin123‘);

[ Ect inlino ) { Edit) [ Croate PHP code ]



Step 9. You should now be able to surf to the simulation loT Login page here
http://127.0.0.1:8888/index.html. Please ensure to use the localhost IP or the hCaptcha will
have trouble displaying as it doesn’t like to run on localhost. (See fig 5.0)

FIG 5.0 10T Simulation Login Page — No Security Measures

Login to loT Device

Username:

Password:

Step 10. Setup an account on hCaptcha to get your site and secret keys and select free
account https://www.hcaptcha.com/pricing (See fig 6.0). You are now ready to start the Mirai
Botnet attack simulation.

FIG 6.0 hCaptcha Account API options

{J hcaptcha Overview  Sites  Docs ()
TS T

Settings

hCaptcha Behavior
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2 Running Experiment 1,2 and 3

To start the experiment number one, go to the htdocs folder and ensure that there are three
index.html files. The first will be called index.html the second will be called index2.html and
the third will be index3.html. For each experiment one, two and three. The index file that
corresponds to that experiment number must be renamed to index.html. So if we are running
experiment 3 we rename index3.html to index.html and rename the old index.html to
index2.html as that was the last experiment we ran.

After ensuring that that is the case, we can continue to run Experiment/Simulation 1

Step 1. Enable and run the selenium webserver and chrome driver by running the following
command from the htdocs folder: selenium-server standalone — port 4444 (See Fig 7.0)

Fig 7.0 — Selenium Sever Up and Running

The default interactive shell is now zsh.
To update your account to use zsh, please run “chsh -s fbinfzsh™.
For more details, please visit.hitpe:/fsupnnrt_apnle comikh/HT2A8858
Dans—MacbookPro:htdocs druane$ selenium-server standalone —port 4444
16:01:24.607 INFO [LoggingOptions.configureLogEncoding] — Using the system default encoding
16:81:24.614 INFO [OpenTelemetryTracer.createTracer] — Using OpenTelemetry for tracing
16:81:25.485 INFO [NodeOptions.getSessionFactories] — Detected 8 available processors
5.487 INFO [NodeOptions.discoverDrivers] — Looking for existing drivers on the PATH.
5.487 INFO [NodeOpticns.discoverDrivers] — Add '——selenium-manager true' to the startup command to setup drivers automatically.
6.278 WARN [SeleniumManager.lambda$runCommand$1] — Unable to discover proper msedgedriver version in offline mode
6.413 WARN [SeleniumManager.lambda$runCommand$1l] - Unable to download safaridriver in offline mode
6.432 INFO [NodeOptions.report] — Adding Safari for {"browserName": "safari","platformName": "mac"} 1 times
6.433 INFO [NodeOptions.report] — Adding Safari Technology Preview for {"browserName": "Safari Technology Preview","platformName": "mac"} 1 times
6.434 INFO [ModeOptions.repert] — Adding Chrome for {"browserMName" chrome", "platformName" : ac"} 8 times
16:81:26.435 INFO [NodeOptions.report] — Adding Edge for {"browserName": "MicrosoftEdge","platformName": "mac"} B times
16:01:26.436 INFO [NodeOptions.report] - Adding Firefox for {"browserName": "firefox","platformName": "mac"} B times
16:81:26.495 INFO [Node.<init>] - Binding additienal locator mechanisms: relative
16:81:26.515 INFO [GridModel.setAvailability] — Switching Node 8844B9c9-3856-4b7@8-acB4—2f6880eB978c (uri: http://192.16B.178.225:4444) from DOWN to UP
16:81:26.515 INFO [LocalDistributor.add] — Added node BB44B89c9-3856—4b708-acB4-2f6BB@eBP70c at http://192.168.178.225:4444. Health check every 128s
16:81:26.667 INFO [Standalone.execute] - Started Selenium Standalone 4.23.8 (revision 4df@a23laf): http://192.16B.178.225:4444

Step 2. Setup your virtual environment by running python -m venv myenv

Step 3. Enable and activate the virtual environment by running source myenv/bin/activate
Step 4. Ensure that pip has installed Selenium Webdriver manager by running pip install
selenium webdriver-manager

Step 5. Ensure that pip has installed PIL by running pip install pillow
Step 6. Ensure that pip has installed tqdm by running pip install tgdm

Step 6. Close any programs that you do not need running as the next part of the experiment
will require as much processing power as your Mac can handle.

Step 7. Start the Mirai Botnet simulation by running the python script using the selenium
libraries from the htdocs folder: python3 mirai_simulation_selenium.py

Step 8. The botnet attack simulation will begin, and you may notice 10 Chrome browser
windows open and close rapidly. This is the selenium webserver and chrome driver running
the brute force attacks in a multithreaded manner with the chrome browser attacking the 10T
Login form on this page http://127.0.0.1:8888/index.html

The following second and third experiment can use steps 1-7 to run each experiment. Just
ensure to change the index file for each experiment and use the numbered index.html that
corresponds with the experiment number.



3 Analysing The Results

To analyse the results, | have used SPSS to generate graphs and present the data in a clear
and simple way. An example of the graphs and corresponding data is below. (See fig 8.0 +
9.0)

FIG 8.0 - SPSS for Graph Building
BHE M e~ Bl A BE 0@ R

Chart Builder
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Fig 9.0 Output from SPSS
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