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1 Building The Staging Environment 
Step 1. The first step to building the staging environment on a Mac is to download and install 
MAMP version 6 here https://downloads.mamp.info/MAMP-PRO/macOS/MAMP-

PRO/MAMP-MAMP-PRO-6.9-Intel-x86.pkg MAMP is the MacOS tool that installs all of 

the tools that you will need to run Php, MySQL, HTML and CSS. (See fig 1.0)  

 
 

Fig 1.0 MAMP – LAMP stack for MacOS 

 
 

 

Step 2. The next step to setup the staging environment is to install the tools required to run 
the Python simulation file. This requires Python3 so it’s best to start using a package manager 

from the get-go.  
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The best package manager for MacOS is Homebrew. To install Homebrew run from terminal 

the following command: /bin/bash -c "$(curl -fsSL 

https://raw.githubusercontent.com/Homebrew/install/HEAD/install.sh)" Once homebrew is 
installed you are setup you install more packages.  

 
 

Step 3. You can now install Python3 if it’s not already installed by running brew install 

python 

 
Step 4. After Pythion installs it’s a good idea to upgrade pip, this is a Python lib stroke 

package manager. You can do this by running pip install – upgrade pip 

 

Step 5. After Python3 and Pip are up and running its time to instal the Selenium Server. Do 
this by running brew install selenium-server (See Fig 2)  

 

FIG 2.0 HomeBrew Installing Selenium Server 

 
 

Step 6. After Selenium server is installed it’s time to install tqdm and Pillow via pip. To 

install TQDM (A python library to develop the CLI progress bar) run:  

pip install "git+https://github.com/tqdm/tqdm.git@devel#egg=tqdm" 

 
To install pillow (AKA PIL, an image library for python3) just run the command: pip install 

pillow 

 

Step 7. After all the required libraries are installed, we can now proceed to render the 
simulation IoT Device Login page. Firstly, take all the files that are in the folder 
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WWW_HTDocs. You will find this after unzipping the project file and place them in the 

MAMP HTDocs directory. This is usually located at /applications/MAMP/htdocs 

 
Step 8. Next, start the MAMP application and navigate to 

http://localhost:8888/MAMP/?language=English. Here you can click on tools in the 

navigation menu and click phpMyAdmin from the drop-down menu. From here you will be 

greeting with the phpMyAdmin application where you can generate and run your MySQL Db 
that contains the IoT Device login page password and username. Click import on the 

phpMyAdmin interface menu and select the file iot_db.sql from the unzipped project folder. 

(See Fig 3.0) 
 

 

 

Fig 3.0 – Import IoT Password and User DB 

 
After the import has run and the new IoT Db has been built you should see the following 

screen (See Fig 4.0) 

 

 
 

FIG 4.0 – Successful DB Creation and Data Import.  
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Step 9. You should now be able to surf to the simulation IoT Login page here 

http://127.0.0.1:8888/index.html. Please ensure to use the localhost IP or the hCaptcha will 

have trouble displaying as it doesn’t like to run on localhost. (See fig 5.0)  
 

FIG 5.0 IoT Simulation Login Page – No Security Measures 

 
 

Step 10. Setup an account on hCaptcha to get your site and secret keys and select free 
account https://www.hcaptcha.com/pricing (See fig 6.0). You are now ready to start the Mirai 

Botnet attack simulation. 

 

FIG 6.0 hCaptcha Account API options 
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2 Running Experiment 1, 2 and 3 
 
To start the experiment number one, go to the htdocs folder and ensure that there are three 

index.html files. The first will be called index.html the second will be called index2.html and 

the third will be index3.html. For each experiment one, two and three. The index file that 

corresponds to that experiment number must be renamed to index.html. So if we are running 
experiment 3 we rename index3.html to index.html and rename the old index.html to 

index2.html as that was the last experiment we ran.  

 

After ensuring that that is the case, we can continue to run Experiment/Simulation 1 
 

Step 1. Enable and run the selenium webserver and chrome driver by running the following 

command from the htdocs folder: selenium-server standalone – port 4444 (See Fig 7.0)  

 
 

Fig 7.0 – Selenium Sever Up and Running 

 
 
Step 2. Setup your virtual environment by running python -m venv myenv 

Step 3. Enable and activate the virtual environment by running source myenv/bin/activate 

Step 4. Ensure that pip has installed Selenium Webdriver manager by running pip install 
selenium webdriver-manager 

 

Step 5. Ensure that pip has installed PIL by running pip install pillow 

 
Step 6. Ensure that pip has installed tqdm by running pip install tqdm 

 

Step 6. Close any programs that you do not need running as the next part of the experiment 

will require as much processing power as your Mac can handle.  
 

Step 7. Start the Mirai Botnet simulation by running the python script using the selenium 

libraries from the htdocs folder: python3 mirai_simulation_selenium.py  

 
Step 8. The botnet attack simulation will begin, and you may notice 10 Chrome browser 

windows open and close rapidly. This is the selenium webserver and chrome driver running 

the brute force attacks in a multithreaded manner with the chrome browser attacking the IoT 
Login form on this page http://127.0.0.1:8888/index.html   

 

The following second and third experiment can use steps 1-7 to run each experiment. Just 

ensure to change the index file for each experiment and use the numbered index.html that 
corresponds with the experiment number. 
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3 Analysing The Results 
 

To analyse the results, I have used SPSS to generate graphs and present the data in a clear 
and simple way. An example of the graphs and corresponding data is below. (See fig 8.0 + 

9.0) 

 
 

FIG 8.0 – SPSS for Graph Building 

 
 

 

 
Fig 9.0 Output from SPSS 
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