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1 INTRODUCTION

This configuration manual explains everything about the tools and technologies used in this project. Section 2 gives an overview
of how the experiments were set up. Section 3 describes the different technologies and software tools used. Section 4 provides a
step-by-step guide for ECC encryption, Huffman compression, LSB steganography, storing data with IPFS, and the reverse
processes for each. Lastly, Section 5 lists the references used for this software guide.

2 EXPERIMENTAL SETUP

The experiment was carried out on a personal computer that was set up specifically for this project. This setup was chosen to make
sure everything ran smoothly and performed well for all the tasks needed.
® Hardware Specifications: Intel i5 processor 71" generation, 8GB RAM, 256GB SSD.

® Operating System: Windows 10

®  Experimental Setup: Anaconda 2.4.2 with Python 3.6

3  TECHNOLOGIES AND SOFTWARE USED FOR IMPLEMENTATION

®  Software Used: Anaconda 2.4.2 with Python 3.6

® Anaconda: Anaconda is a versatile software platform known for its support of Python and R programming languages,
including cryptography. It offers robust package and environment management capabilities, which simplify the setup and
maintenance of diverse development environments. Anaconda is highly favored among data scientists, researchers, and
developers for its extensive library of pre-installed tools and packages essential for various computational tasks, including
data analysis, machine learning model development, scientific computing, and cryptographic applications (Root, 2021).

4 IMPLEMENTATION

Step 1: Anaconda was downloaded and installed
Step 2: Import necessary libraries to execute information protection
Step 3: Encypt the text using ECC encryption algorithm.

encrypt ECC{msg, pubKe

ciphertextPrivkey = s ts.randbelow(curve.field.n)
sharedeECCKey = ciphertextPrivkKey * pubKey

secretkey = ecc_point_to 256 bit_key(sharedECCKey)

ciphertext, nmonce, authTag = encrypt_AES_ GCM{msg, secretkKey)
ciphertextPubkey = ciphertextPrivkey * curve.g

=1

return {(ciphertext, nonce, authTag, ciphertextPubkKey)

Figure (1): Encrypt text



Step 4: Compress the encrypted text with the help of Huffman encoding algorithm.

compress_ciphertext(ciphertext):
binary_ciphertext = ''.join(format{byte, '©88b") for byte in ciphertext)

frequency_table = build_ frequency_ table(binary_ ciphertext)
huffman_tree = build_huffman_tree(frequency_table)

huffman_codes = {1}
build_huffman_codes(huffman_tree, '°, huffman_codes})

compressed_ciphertext = "' .join(huffman_codes[symbol] for symbol in binary_ciphertext)

return compressed_ciphertext, huffman_codes, huffman_tree

Figure (2) Compress Encrypted text
Step 5: After compressing, hide the text message into a image. This is achieved by applying LSB encoding technique.

hide text in_ image(filename):

with open( " outputssS/compressed_ ciphertext.
compressed ciphertext = f.read()

image path = filename

image = Image.open{image path)

width, height = image.size

binary_ ciphertext = "' .join{format({(byte, "@2b") for byte in compressed_ciphertext)
binary_ciphertext += "'@" * ((width * height * 3) - len({binary_ciphertext))

index = @
for y in range(height):
for x in range{width):
pixel = list(image.getpixel(((x., w)il)

Ffor 4 in range({3):

if dndex <« len(binary ciphertext):
pixel[i] = {(pixel[i] & FE)Y | int{binary ciphertext[index])
index += 1

image.putpixel(({(x, w),. tuple(pixel))

stego image path = outputs,/stego_ image.png’
image .save(stego_image_ path))

Figure (3) Steg Compressed text into image
Step 6: The steganographic image is then stored at IPFS(Inter Planetary File System).

enc{el) :
fFilename ,hashil
text = el .get("1.8", “"end-1c™)
text(text)

iy

print{ " Text encrypted successfullwy.™)

with open( outputs/enc_text.txt", "rb")
ciphertext = f.read()

successtTully.

print{"Steganography process completed™)
api = ipfshttpclient.connecty " /ip4/,127._8._.8
new Ffile = api.add({ outputs/stego image.pn
hashl=new file.get({ Hash")
messagebox .. showinfol™™, "Finished™)

1/t

g )

Figure (4) Store Stego Image in IPFS




Step 7: The stored image is retrieved back from the IPFS.
Step 8: By applying LSB decoding to the fetched image, desteg it and obtain the compressed image.

retrieve_text_from_image(stego_image path):

stego_image Image.open{stego_image path)

= ge
width, height = stego image.size

binary ciphertext =

e(height):
range{width}):
stego_image.getpixel((x, y))

or 1 in range(3):
binary ciphertext += str(pixel[i] & 81}

or 1 in rs (8, len(binary_ciphertext),
byte = binary_ciphertext[i:i + 8]
ciphertext.append({int(byte, 2))
with open( p =
f.write(cip

Figure (5) Get text from image

Step 9: The text message is decompressed using Huffman decompression algorithm.

decompress_ciphertext{compressed ciphertext, huffman codes,
binary ciphertext = "'
current_code = '
for bit in compressed_ciphertext:
current_code += bit
if current_code huffman_codes:
symbol = huffman_codes[current_code]
binary_ciphertext += symbol

current_code =

ciphertext = by
r

len({binary_ciphertext), 8):
byte = binary_ciphertext[i:i + 8]
ciphertext.append(int(byte, 2))

return ciphertext

Figure (6) Decompress text



Step 10: Finally, the decompressed text decrypt and sees the message.

= encryptedMsg

= ecc_point to 256 bit key(sharedECCKey)

plaintext = decrypt AES GCM{ciphertext, nonce, authTag, secretKey)
return plaintext

Figure (7) Decrypt Text
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