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1. Introduction
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This guide offers detailed instructions for setting up an Electronic Health Record (EHR) system that is
blockchain-based and decentralized. System requirements, installation methods, setting up a blockchain
network, and security parameters are all covered. It is intended for IT professionals working in the
healthcare industry and guarantees the safe, effective, and legal handling of patient data in a private
blockchain setting.

2. Configuration

Python 3.11.5
Flask 2.2.2
Web3.py 6.20.0
Truffle V5.11.5
Ganache 7.9.1
Node.js 20.15.1

3. Implementation

1) Create a virtual environment and activate the environment.

2) Install the required packages using pip.[1]

Flask =2.2.2
Flask-SQLAIlchemy = 2.5.1
Flask-Migrate = 4.0.4
web3 =6.2.0

parsimonious = 0.8.1

3) Create Solidity Smart Contracts: Create smart contracts for the following
essential features: data retrieval, medical history updates, patient and
physician registration, and patient registration.

To assemble and launch these contracts on a local blockchain emulator
(Ganache), use Truffle Suite.

4) Deploy Contracts on Local Blockchain using Truffle and Ganache.

5) Create Flask Application: Set up a Flask application to serve as the backend
for the EHR system.

6) Configure SQLite Database.




7) Design API Endpoints: To enable communication between the database and
smart contracts, provide APl endpoints.
Add endpoints for patient and physician registries, dashboard access, and
medical record editing.

8) Develop a simple Frontend Interface: To create HTML templates, use the
render_template method in Flask.
To create an interface that is easy to use, incorporate input forms and employ
certain CSS styles.

9) Integrate Web3.py with Smart Contracts: To communicate with the deployed
smart contracts, use Web3.py. Allow features like utilizing private keys to sign
transactions and upload them to the blockchain.

10) Testing and Validation by Conducting many functional tests to verify that

every aspect of the program functions as intended and verify the legitimacy
and immutability of the transactions on the local Ganache blockchain. [2]

4. Procedure and Screenshots

I.  This image displays the complete environmental setup and command codes
required to compile, deploy, and host the project

B Administrator: INDOWS\system32\cmd.exe - sqlite3 app.db a X




Il.  This image shows the Ganache interface which was used for testing
blockchain as it provided crypto ETH with its address and private key.
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I1l.  This interface shows the details of the owner after the successful deployment
of the contract to the blockchain environment. Here address, storage, and
mapping of the data can be monitored.
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IV.  Make sure your MetaMask is connected to Ganache and is linked to the local
host network.
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V.  Frontend of the Project where Admin/owner could handle this page and insert,
update, and delete the doctor's and patient’s details.

Register as Doctor

Welcome to the Blockchain EHR System : zwesrie




VI.  The Doctor’s Registration interface and its form to insert a doctor's detail:

Daclor Address:

Private Key:

Doctor Registration

Password:

VII.  The Patient’s Registration interface and its form to insert a patient's details:

Patient Address:

Private Key:

Patient Registration e

Register



VIIl.  Doctor’s Dashboard where a doctor can detail a patient's disease and
prescriptions and pass the private key. Submitted values with the key will be
displayed, this is only viewed by the owner and doctor.

Doctor Address:

0x¢CA2bEG3BBa2BF OEAT225F 9CAFC1326

Patient Name:

Rony

Disease:

Doctor Dashboard «-

2
o

Medication:

Paracetamol

Prvate Koy, ]

Submit

Doctor Address:

Patient Name:

Disease:

OCtO I' Submitted Doctor Address: l;m'E‘"?Disease: Medication: Private Key:
Values 0xdC42bEd3BBa2BFOEAT225FICAFC1326eb17Ca81b AME: " Eover Paracetamol0x6b97044edcc00bdafdc1bbe9e520543629ce31197b457639132270f
shboard Rony
Medication:
Private Key:
Submit



IX.  The Patient can view the disease details and prescription, they just need to
know the doctor’s name and the patient’s address at which mapping is done.

Patient Address:

Doctor Name

Patient Dashboard Medical HisloryPatient Name: JacobDisease: VericousMedication: laser

Patient Name:

Submit

X.  The patient data is getting stored in the database using SQL.ite.

app.db
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