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Securing Hospital Management Systems: Towards
Decentralization and Enhanced Security with Smart
Contracts

Rony Paul
X2233717

Abstract

This study explores the potential for increasing security and efficiency in hospital management systems
(HMS) by integrating blockchain technology and smart contracts. Data breaches and illegal access have
traditionally of a centralized HMS can jeopardize patient data and overall system security. This research
aims to explore solutions to these problems through the automation features of smart contracts and the
decentralized nature of blockchain. A comprehensive literature review was conducted from 2016 to 2024
to identify current weaknesses and existing strategies. Additionally, an electronic health record system was
developed using Python, Web3, Flask, Ganache, and MetaMask. Solidity was used to make smart contracts.
Decentralized testing significantly increased both safety and performance. Systematic reviews were enabled
by Knowledge Discovery (KDD) models in databases so that results driven by robust, data-driven
convincing of the concept of HMS can benefit from blockchain technology and smart contracts to provide
secure and efficient healthcare services. Additional research and commercialization efforts are
recommended to address scalability, performance management, and compliance issues.

1 Introduction
1.1 Introduction

Health management systems are sophisticated administrative systems that are used to control
virtually all aspects of a hospital including patient records and staff scheduling to optimize the
functionality of the facility. However, there are very crucial concerns that arise with the accuracy
and safety of the data that is stored in these systems. It is essential to note that the use of
conventional focused HMS puts the established patient information and patients’ money and
confidence in medical care suppliers at risk with the enhanced risk of exposure to data theft,
illegitimate access, and system failures (Saini et al., 2020). In search of answers to these questions,
more and more people are beginning to consider the use of decentralized technologies such as
blockchain and smart contracts for the enhancement of HMS’s security and reliability. Due to the

above characteristics of decentralization, non-erasure, simplicity, and no central authority,
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blockchain innovation is considerably more alluring when contrasted and unified frameworks
which are inherently vulnerable (Chang et al., 2020). Blockchain innovation deals with informal
communication by making it almost impossible for unauthorized alterations to take place as the

information is shared over P2P connections, which eliminates the ‘weakest’ link.

Smart contracts are self-executing business agreements written in code which adds value to the
use of Blockchain in healthcare. Less human error and secure and simple exchanges are two of the
benefits of using them to fully automate clinical and regulatory procedures such as patient
attestation, billing, and prescription distribution. For the examination of how HMS can profit from
the use of blockchain innovation and savvy agreements, this segment researches their application
(Chang et al., 2020). This examination will expect to achieve a boundless understanding of how
this advancement can alter emergency clinic organizations to perceive existing obstructions,
innovative stresses, and real solutions. The final goal is to argue that frameworks of medical
services are superior as well as more trustworthy, adopting decentralized action and that delicate

clinical data is additionally better secured.

1.2 Background

When it comes to administrative functions, clinical management, and patient records, the
healthcare industry has always valued centralized HMS implemented for their operations. Even
though doctors and healthcare provider industries have significantly benefited from this
technology, major factors are threats of data leakage and system compromise. This has negative
effects such as infringement of the patient’s right to anonymity, and money loss, productivity
reduction due to interruption, among others (Tanwar et al., 2020). New developments in
blockchain technology provide an opportunity to overcome these challenges. In blockchain
structure, data is scattered on multiple nodes which makes it hard for unauthorized data to be
manipulated or hacked most of the time which will minimize the case of a single failure, and the

openness and the immutability of this technology can enhance HMS security.

Smart contracts relations of blockchain implemented by HMS. These personalization contracts can
help many current healthcare systems to run more efficiently than they are now, as well as to
become safer for all the patients who seek help from medical providers. Presently, the applications

of blockchain and smart contracts in improving the healthcare system are still under the process of
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research and development of pilot studies (Chang et al., 2020). Some of the areas that have
recorded positive outcomes after the implementation include the security of data, the practical
functionality, and improvements in stakeholders’ confidence in the system. This examination
intends to create this corpus of data for an extensive appraisal of the progressive capability of
decentralization and shrewd contacts in HMS. Technological aspects, existing and emerging
threats allied with legal frameworks, and real-life situations highlighting how such technologies

can make systems safer and more efficient are looked at in this study.

1.3 Research Aim and Objectives
1.3.1 Aim
This study aims to plan and construct a decentralized, auditable, and secure electronic health record

(EHR) framework utilizing blockchain innovation.

1.3.2 Objectives

e To create a secure and scalable blockchain framework that facilitates the efficient storage
and retrieval of Electronic Health Records (EHRS).

e To develop and deploy smart contracts that automate and secure interactions between
healthcare providers and patients within the EHR system.

e To ensure patient data confidentiality, integrity, and availability by leveraging blockchain's
inherent security features and encryption techniques.

e To seamlessly integrate the blockchain-based EHR system with existing healthcare IT
systems and standards for interoperability and data exchange.

e To assess the effectiveness, efficiency, and user satisfaction of the blockchain-based EHR

system through comprehensive testing and user feedback.

1.4 Research Questions
How can healthcare systems best deal with issues like data breaches, patient information
confidentiality, and privacy concerns while maximizing the use of decentralization, smart

contracts, and blockchain technology to improve security, privacy, and interoperability?

1.4.1 Hypothesis
HO: Patients' personal information will be far more protected with a blockchain-based EHR system

than with an older more insecure one.




H1: Smart contracts, when integrated with the blockchain-based EHR system will improve the

reliability and precision of healthcare data management and provider-patient interactions.

1.5 Research Rationale

There is an urgent need to improve the safety and effectiveness of HMS, which is why this study
is being conducted. Cyberattacks and data breaches in healthcare are all common in modern times,
threatening patients’ trust in healthcare professionals and exposing their privacy due to its
traditional design. HMS is vulnerable to this threat and Blockchain technology provides a strong
answer to these security issues due to its decentralized, immutable, and transparent nature
(Arunkumar and Kousalya, 2020). Blockchain makes it extremely difficult, if not impossible, for
unauthorized parties to manipulate by dispersing data across the network, thus eliminating
potential points of failure, smart contracts are made will integrate can protect and automate more

healthcare services, reducing the margin for human error, and assuring the accuracy of the claim.

To keep patients' certainty and assurance consistent with administrative standards, information
security in medical services is a critical theme that this study handles. By investigating how
blockchain technology and smart contracts can decentralize and secure HMS, this project aims to
contribute to the development of more dependable healthcare systems. A definitive objective of
this exploration is to show that emergency clinics might build their administration tasks'
productivity and reliability while at the same time expanding the security of their patient's

information by utilizing this state-of-the-art innovation.

1.6 Research Significance

Improving the security, efficiency, and reliability of the hospital management system (HMS) are
the main focus areas of this study, which is also noteworthy if for other reasons a cyberattack the
increasing number and severity of attacks on healthcare organizations immediately require strong
security measures to protect sensitive patient data. Such weaknesses affect traditional centralized
HMSs and pose significant risks to patient privacy and organizational integrity. This study
examines the integration of smart contracts and blockchain technology to address these important
security challenges. Using blockchain’s decentralized and immutable record-keeping, data
breaches and unauthorized access can be significantly reduced (Arunkumar and Kousalya, 2020).

This means that patient data remains secure and reliable. The use of smart contracts enables the
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automation and simplicity of many business and clinical operations, improving efficiency and

reducing human error.

By proving the feasibility and practical benefits of implementing blockchain-based solutions in
HMS, the results of this study can influence healthcare policy and practice. Healthcare
professionals, legislators, and tech developers all greatly benefit from the findings of this study,
which can lead to safe and effective solutions. Besides, this study adds to what is already known
about blockchain that can applied to healthcare, which should further the development of the
future. Healthcare systems around the world can benefit from this research, which emphasizes

improving trust and confidence in the transformative potential of this technology.

1.7 Literature Gap

The examination is absent on the genuine use and evaluation of EHR frameworks based on the
blockchain, and this study intends to rectify that. Although the theoretical foundations and
potential benefits of blockchain technology have received a lot of attention, little to no research
has examined the practical operation of these systems. By demonstrating how blockchain-based
electronic health record systems function, are secure and are effective, the present study seeks to
close the knowledge gap between theory and practice. It will likewise underline the importance of

smart contracts in improving healthcare data management.

2 Related Work

2.1 Introduction

The financial sector, food industry, energy sector, Internet of Things, health care, and supply chain
management among others are some of the many domains that are finding applicability of this
technology as a reliable platform for safe sharing of data. The existing literature on blockchain
technology and its fields of application and the present investigation in health care (Khatoon,
2020). Further, this study puts forward several more possibilities for healthcare ecosystem
applications that incorporate the concept of blockchain technology for the better handling of data.
Surgical operations and actual clinical trials are among the different medical processes that have
been created and conducted using the Ethereum blockchain network. The processing and retrieval
of a huge volume of medical information is also encompassed in this study. In terms of the smart

contract system’s workflow for healthcare management within the scope of this article, the
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feasibility study formulated in this paper also provides an approximate calculation of the costs
associated with the system (Khatoon, 2020). The study focuses on enhancing the quality of the
healthcare services being delivered and containing the costs for all the entities involved in the
health system.

The concept of Blockchain has numerous scientific fields such as applications based on Blockchain
are anticipated to increase at a high rate in the coming years. The exercise of smart contracts, which
are concise scripts containing a series of coded instructions, by Blockchain to affect contract
performances also raises the number of contract enforcement while eliminating intermediaries
(Sharma et al., 2020). This article presents the concept of Blockchain and smart contracts for use
in the Internet of Medical Things in the context of the e-healthcare domain. This research
investigates the future possibility of IoMT in e-healthcare in the aspect of decentralization and
smart contracts, proposes a new architectural facet for IoMT, and introduces the advantages,
limitations, and future trends of implementing it (Sharma et al., 2020). However, compared to
more traditional designs, the suggested one reveals superior results in terms of the routine
benchmarks of networking such as average end-to-end latency, average packet delivery ratio, and

average energy efficiency.

2.2 Smart contracts based on blockchain

Cryptocurrencies and blockchain technology have brought Szabo’s smart contracts which are
computerized protocols that execute and manage digital contracts without the need for an
overseeing authority in the recent past. Smart contracts are currently implemented into Ethereum
and Hyperledger, which are the mainstream blockchain-based development platforms and smart
contracts are proven to have wide use in the digital economy and intelligent industries including
financial services, management, health care, and the Internet of Things (Wang et al., 2019). Smart
contracts are still under evolution and the issues of security and privacy are still matters that require
extensive research. One example is the “The DAO Attack” where in June 2016, over $50 million
Ether was transferred to an opponent. As a result, we provide a comprehensive and structured
meta-analysis of blockchain smart contracts in this research to motivate future research in this
expanding field. We elucidated the advanced working models and channels of blockchain smart
contracts and provided a distinct six-tier smart contract analysis framework. Second, there are

technological, legal, and research issues brought out in the paper (Wang et al., 2019). Third, these
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are the following applications that have been recounted commonly. Last but not least, the trends
of smart contract development were also discussed. Consequently, the findings of this study shall

inform future research.

Reputation systems help users to understand how credible or reliable persons, who offer services
or goods on the Internet are. Researchers have attempted to use reputation systems in the past using
blockchain. IT terms known as ‘smart contracts’ are mostly designed to manage, perform, or verify
the contracting parties’ dialogues or fulfillment (Almasoud et al., 2020). However, based on the
systematic literature assessment of this paper, there is no proposed architecture for social
reputation systems that is based on blockchain, which permits the flexibility of a smart contract.
In other words, there is a need to find out where the research is sparse as part of the systematic
literature analysis of 30 papers and collecting data from them. This responds to one of the existing
gaps in the literature as the FarMed framework allows for the construction of reliable blockchain-
based reputation value exchange between medical providers while also containing the
implementation of reputation systems with Ethereum smart contracts (Almasoud et al., 2020).
Before moving on to the next projects in this dissertation, it is crucial to summarize the

recommended framework.

While most people think of Blockchain Technologies (BT) when they hear about cryptocurrencies,
the technology is slowly making its way to other industries that can benefit from decentralized,
reliable, and immutable models. Smart contracts are gaining popularity with many applications of
blockchain technology. These are computer programs that, when executed on a blockchain, consist
of a set of blocks that describe the rules that two or more parties agree to interact with each other.
Computer rules facilitate and validate contractual agreements by customers and service providers
on misinterpretation of approved policies. Some current uses of blockchain technology, as well as
smart contracts -a vulnerable and will be at issue. The paper discusses the potential legal

implications of this technology.

2.3 Smart contract-based EHR system
The efficiency and convenience of Internet of Things (1oT) technologies and remote healthcare
systems are being further investigated in this study. As the number of 10T devices in healthcare

grows exponentially, patient privacy and security become a concern. The authors provide
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blockchain-based smart contracts for patient and medical device management to store personal
device-generated data. In short, the authors developed a remote healthcare system including
hospitals, doctors, and patients using an Ethereum-based blockchain (Pham et al., 2018). Sensors
monitor patients’ health and automatically update the blockchain. Their study also provides a
controlled approach to securely and less dependently on patient health data for medical devices.
Before publishing sensor data in the blockchain, we filter it. The authors state that they can reduce
blockchain size and save money for more efficient services. Abnormal sensor data will be instantly
uploaded to the blockchain and trigger emergency calls to doctors and hospitals for timely
treatment (Pham et al., 2018). The study tested the smart contract in Ethereum’s TESTRPC test

environment and used it in real machines.

Data security during transmission and encryption is an emerging issue with the proliferation of
loT devices and other remote diagnostics. The study recommends the use of smart contracts built
on blockchain and enables safe testing and use of medical sensors, as well as handling Protected
Health Information (PHI) generated by these devices. The study developed a system that uses a
private blockchain built on top of the Ethereum protocol. The sensors talk to a smart device, which
in turn invokes smart contracts and records every transaction on the blockchain. By implementing
secure records and alerting communication for patients and physicians, this smart contract system
will enable medical engagement and real-time patient monitoring (Griggs et al., 2018).
Automating alerts to all stakeholders mitigates many of the security concerns associated with

remote patient care in a HIPAA-compliant manner.

2.4 Challenges and Advantages of Smart Contract-based EHR System

2.4.1 Challenges

One of the biggest problems with cloud computing and record sharing among stakeholders is that
unauthorized users can access sensitive information in electronic health records (Kumar et al.,
2018). The main objective of this study is to develop a referral method using sophisticated smart
contracts to facilitate the efficient exchange of medical information among different stakeholders
in the healthcare system. Only authorized physicians within the health information network can
access this referral system, and it is built on a patient-centered concept (Kumar et al., 2018). To

safely and efficiently exchange big data in the healthcare industry, Hyperledger Fabric, an open-
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source blockchain that uses Hyperledger Composer to run CouchDB, and Interplanetary File

System, a decentralized data repository, are used to design the system.

Blockchain development has adapted to the changing technology. Blockchain is widely used in
finance, but vertical industries like healthcare are evolving and changing in the future. In this
article, we presented a Blockchain-based healthcare system smart contract architecture. We ensure
that the implementation of public ledger principles and technologies will transform the strategy
and vision of Blockchain-based health systems. Health information, test data, physician opinions,
and standardized health data can be shared across services. Blockchain allows these pieces to be
combined into a distributed ledger based on events. Complex practice and manual intervention can
be eliminated. Blockchain-based applications can be completely open and secure with an identity
manager (Amir Latif et al., 2020). Based on the expected results, the proposed Blockchain-based
system will be helpful in healthcare. To evaluate the maturity level of the proposed system, the

authors map it to an Ethereum-based application and test it in a clinical environment.

2.4.2 Advantages

Today, healthcare organizations and people produce data every day. Protecting and sharing such
volumes of data is important but difficult, expensive, and time-consuming. This barrier prevents
healthcare organizations from communicating with each other, leaving patient medical records
scattered across multiple databases (da Fonseca Ribeiro and Vasconcelos, 2020). One of the
emerging answers to these issues is blockchain technology. Cryptographic encryption makes
records stored in a distributed database immutable, transparent, and generally usable. Several
blockchain-based apps are currently being developed in an attempt to address the issue of
coordination between different healthcare providers. The main objective of this study is to analyze
the developments in smart contracts and blockchain technology from a healthcare service

perspective (da Fonseca Ribeiro and Vasconcelos, 2020).

Blockchain has been a fascinating topic of study for years, and many fields have taken advantage
of its benefits. The healthcare industry benefits immensely from blockchain technology due to
security, privacy, confidentiality, and decentralization. However, there are issues with the security,
integrity, and maintenance of EHR systems (Shahnaz et al., 2019). In this article, the authors

explain how blockchain technology can transform EHR systems and address these concerns. The
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study provides an approach to the application of blockchain technology in healthcare HR. The
approach first uses blockchain technology for EHRs and then secures electronic records by
establishing granular access controls for users. This approach also solves the scalability problem
of blockchain technology in storing records off-chain (Shahnaz et al., 2019). This architecture

provides EHRs with a scalable, secure, and comprehensive blockchain solution.

3 Research Methodology

3.1 Introduction

The study is being done using a mixed approach in which both qualitative and quantitative methods
are being used. Using a qualitative approach all the literature sources and internet articles related
to the topic are analyzed and the methods that are being applied by the previous authors who have
worked on a similar topic in previous years. To keep this study relevant the papers selected are
from 2016-2024 and all the papers previous to 2016 are being discarded from this study. Using a
quantitative approach, an EHR application is being developed using the tools Python, Web3, Flask,
Ganache, and Metamask, and the smart contract is written using the Solidity framework.

3.2 Data Collection and Analysis

Both qualitative and quantitative methods are combined in this research which is known as mixed
methods research. Hospital management system (HMS) security through decentralization and
smart contracts is a topic of extensive literature and online study. To ensure relevance and up-to-
date insights, documents and statistics from 2016 to 2024 are required to be thoroughly reviewed
to identify methodology and analyze findings from the past. The quantitative method involved
building an EHR app with Solidity-written smart contracts and Python, Web3, Flask, Ganache,
and Metamask. This application can be used to simulate HMS systems for decentralization.
Controlled experiments and simulations are used to collect data on application performance,
security, and performance. As part of the evaluation, we compare the application to more
traditional systems and see how it can improve security and speed up product development. Speed
of transactions, data security, and attack resistance are some of the metrics tracked. Now, we’ll
combine the findings from the two approaches to give you a more complete picture of how smart

contracts and blockchain can impact HMS.
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3.3 KDD Framework
To methodically extricate important insights from the information created through the

examination, this study applies the Knowledge Discovery in Databases (KDD) paradigm.

Selection: The identified and gathered relevant data sources include experimental data from the

developed EHR application and literature from 2016 to 2024.

Preprocessing: Information is cleaned and changed over to guarantee consistency and get rid of

any duplicate or unnecessary data.

Transformation: Encoding of reasonable information designs for research incorporates sorting

out writing results and encoding EHR application execution markers.

Data Mining: To find patterns and connections in the data, analysts use tools like statistical

analysis and performance reviews.

Interpretation/Evaluation: In order to comprehend how blockchain and brilliant agreements
affect EHR productivity and security, the study examines the data.

This study presents a philosophy for evaluating the possible advantages of decentralization and
brilliant agreements in improving the Electronic Health Record (EHR) framework. The review
uses the Information Disclosure in Data sets (KDD) structure to assemble both quantitative and
subjective information efficiently. The EHR system's safety and operational efficiency will rise as

a result of the straightforward and evidence-based insights gleaned from this data.

4 Design Specification

Our electronic health record (EHR) system is built on blockchain to ensure privacy, efficiency,
and security of data management. To further support these goals, smart contracts are included in

the architecture.
Technology Stack:

e Backend Framework: Flask (Python) for the web application backend.
e Blockchain Platform: Ganache for local Ethereum blockchain simulation.

e Smart Contracts: Solidity for writing the contracts.
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e Database: SQL.ite for storing patient data locally.
e Front-end: HTML, CSS, and JavaScript for creating the user interface.

Development Environment:

e Python Version: 3.11.5

e Flask Version: 2.2.2

e Web3.py Version: 6.20.0

e Truffle Suite: Truffle v5.11.5 for compiling and deploying smart contracts.
e Ganache Version: 7.9.1 for simulating a local blockchain network.

e Node.js Version: 20.15.1
Smart Contract Design:
Contract Address: Deployed on Ganache local blockchain.
Functions:

e registerDoctor(): Registers a new doctor.

e addPatient(name, disease, medication): Adds a new patient’s medical record.

e updateMedicalHistory(patient_id, disease, medication): Updates a patient's medical
history.

e getPatient(patient_id): Retrieves patient details.

Database Design:
SQL.ite Database: Used for storing patient information.
Tables:
e Patient: Stores patient ID, name, disease, medication, and doctor's address.
Front-End Design:

e HTML Templates: Used Flask’s render_template to serve HTML pages.

e CSS Styling: Applied custom styles to ensure a user-friendly interface.

14




e Forms: Used HTML forms to capture user input for registering doctors and patients, and

updating medical records.
API Endpoints:

User Registration:

e /register_doctor: HTML form for doctor registration.

e /register_patient: HTML form for patient registration.

Dashboards:

e /doctor_dashboard: Allows doctors to add and update patient records.

e /patient_dashboard: Allows patients to view their medical history.

Smart Contract Interaction:

e /add_doctor: Endpoint for adding a doctor via a POST request.
e /add_patient: Endpoint for adding a patient via a POST request.

e /update_medical_history: Endpoint for updating a patient’s medical history via a POST
request.

e /get_patient: Endpoint for retrieving patient details via a GET request.

Security Measures:

e Private Keys: Ensured secure handling and storage of private keys.
e Data Integrity: Used blockchain immutability to prevent unauthorized data modifications.

e Access Control: Implemented basic form validation and secure transmission protocols.

Using the benefits of blockchain innovation, this design detail ensures an electronic health record

system that is protected, effective, and simple to utilize.
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Figure 1: Concept of our EHR system

5 Implementation/Solution Development

To guarantee a secure, efficient, and user-friendly application, the implementation of a blockchain-
based EHR system must go through several well-designed steps. First, virtual was formed
environment-based “env” to manage Python dependencies. The following packages were installed
using pip: SQLAIlchemy, Web3.py, Flask-Migrate, and Flask. The project started by creating
Solidity smart contracts which included patient registration, physician registration, medical history
updates, and data retrieval with contract address in Flask Ganache using Truffle Suite to do so
these contracts were implemented in a local blockchain simulator. Created Flask application,
configured SQL.ite as a local database for patient records, and used SQLAIchemy as an Object-
Relational Mapper (ORM) in all backend development. Database migration was handled through
Flask-Migrate. Doctor and patient registries, dashboard access, and the ability to edit medical
records are just a few of the API endpoints designed to facilitate communication between databases
and smart contracts uniform and visually appealing we used an HTML template generated by the

Flask render_template function and we include input forms and special CSS styles.

WeDb3.py, which was designed to run on the local Ganache blockchain, gained integration with
smart contracts. Activities such as signing and adding to the blockchain using private keys were
used to process transactions. It also has robust error handling for troubleshooting. To confirm the
speed of the system, we ran several functional tests to ensure that all features worked as expected.
Blockchain validation was done to make sure that the local Ganache blockchain transactions were
real and could not be changed. The application was finally launched following extensive local

machine testing and validation. User manuals, design specifications, and design instructions were
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all included in the complete documentation. The program will run smoothly and be much simpler
to develop and maintain in the future as a result of this. The interest for improved information
security and protection in medical services frameworks has been met with the advancement of a
blockchain-based electronic health record framework that is secure, proficient, and simple to

utilize.

6 Evaluation

Like conventional EHR frameworks, our application gives decentralized, carefully designed
information capacity and smooth correspondence of information between medical services
suppliers while safely dealing with the electronic health record (EHR) through blockchain
innovation and smart contract for uprightness, protection, and access by which they get an
assurance. As per the review, our blockchain-based EHR programming is creative and fruitful in
overseeing delicate clinical data safely and proficiently. The information is secure, searchable, and
unavailable to change by this software as it combines blockchain technology with easy online
transactions. Anyone involved in patient care can feel safe to enroll in the system, access their
medical records, and communicate with it. Since blockchain technology is decentralized, it
removes the need for a central authority, which improves patient privacy and reduces the potential
for data breaches. This proves our null hypothesis HO: Patients' personal information will be far

more protected with a blockchain-based EHR system than with an older more insecure one.

6.1 Security features present in our system
e Ownership and Role-Based Access Control: The owner of the contract is associated with
the address used to execute the contract. Only registered physicians whose addresses are
entered in a physician map can register patients and make changes to their medical history.
Functions such as addPatient and update use requirement statements. By design,
MedicalHistory restricts access to these features to only authorized physicians or doctors.
e Data Integrity: To make sure the data is organized and easy to handle, we employ
mappings like patients, physicians, and addressToPatientld. To aid in the proper
identification and management of patient information, a unique identifier is issued to each

patient.
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e Event Logging: Every time a patient is added or their medical history is changed, events
like PatientAdded and MedicalHistoryUpdated are emitted. This keeps a record of
significant events, which might be helpful for monitoring and auditing modifications.

e Security Best Practices: Only authorised users can execute specific operations since
msg.sender is used to authenticate who is calling the function. The latest version of
Solidity, 0.5.16, which the contract is written in, has many security enhancements over

previous versions.

Daoctor Address:

L —
Passvod |
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Figure 2: Doctor Registration Portal

Patient Address:

. . L —
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Figure 3: Patient Registration Portal

The above images clearly show that for doctor and patient registration we need to have the public
key to put in and then the private then only that Doctor or patient can login to their respective

portals to check information.
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Figure 4: Ganache

The SQLite3 database is used by the program to store local data, increasing blockchain

possibilities. Lightweight and efficient SQL.ite3 is a serverless database engine that stores and

retrieves data quickly. It guarantees that authorized individuals have simple access to the app to

edit patient records. Quick creation and organization of utilizations because of SQL.ite3's usability

and similarity with the Flask web system.

The SQLite3 database efficiently stores and retrieves patient information, including names,

diseases, medications, and doctor addresses, as demonstrated by the provided SQL query results.

This element guarantees that the blockchain and nearby information base parts complete one

another, and give a strong option in contrast to EHR execution. By coordinating blockchain

innovation into social data sets, the framework exhibits a critical development in medical care IT

by giving a productive and secure EHR framework.

Figure 5: Database of our EHR System
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7 Conclusion and Discussion

7.1 Conclusion

By developing an electronic health record (EHR) application that incorporates smart contracts and
blockchain technology, this study focuses on the security and efficiency of hospital management
systems (HMS). This examination shows the capacity of this innovation to resolve gives usually
seen in customary unified HMS utilizing a mix of subjective and quantitative examination.
Moreover, it features the groundbreaking capability of this innovation in the area. An exhaustive
cognizance of the current examples and challenges in achieving HMS was achieved by looking at
subjective writing from 2016 to 2024. The rising perceivability of information breaks, unapproved
access, and framework shortcomings represent a threat to patient protection and hierarchical
integrity.

For our intelligent contracts and the Electronic Health Record (EHR) application, we used Python,
Web3, Flask, Ganache, MetaMask, and Solidity for numerical operations. Data integrity,
transaction speed, and resistance to unauthorized access are common considerations when
comparing this decentralized application’'s performance to that of more conventional systems. The
discoveries showed that the use of blockchain innovation in the development of HMS brought
about a significant improvement in security by guaranteeing information straightforwardness and
unchanging nature. By automating several operations, smart contracts have improved operational
efficiency and reduced the likelihood of human error. Using the databases-based Knowledge
Discovery (KDD) method, the data were analyzed systematically. This worked with huge
disclosures. The review gave undeniable evidence of the upsides of decentralization in the field of
HMS using blockchain innovation and shrewd agreements. A methodical approach was used to

achieve this, which resulted in resilient and data-focused outcomes.

7.2 Discussion

Ensuing examinations concerning hospital management systems (HMS) (HMS) using blockchain
innovation and smart contracts ought to focus on settling versatility and interoperability concerns.
Researchers are looking into mixed hybrid blockchain topologies that include both public and
private chains to improve scalability and adaptability. To make it easier to trade healthcare
management systems made possible by blockchain technology, standard rules and procedures must
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be established. As a result, healthcare facilities may be more likely to accept it. By cultivating
coordinated efforts between medical care specialists and innovation organizations, possible and
promptly accessible arrangements might be contrived. Pilot projects and contextual analyses
displaying viable execution will essentially add to building trust and featuring the commonsense
benefits of this innovation. To be monetarily practical, arrangements should likewise stick to health
information security necessities, like HIPAA. Adopting a multidisciplinary approach that involves
collaborating among health experts, regulators, and technology developers is necessary to advance

research and commercialization in this field.
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