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Configuration Manual for Agile

1 System Requirements
This whole project takes into the account three important steps,

RAM: 8GB DDR2
OS: Windows 11
Processor: i5 13'" generation

Technology required: Python, Anaconda prompt, Spyder, Streamlit

2 Code execution

Figure1. This script imports necessary packages and functions for processing data as well as for
generating and evaluating the models for machine learning and statistical computations. This
includes; numpy, pandas, matplotlib, seaborn, several classes and functions from the sklearn
package.



columns [ "duration’
i '

A > one,names=columns)
read_csv('/ y St r=] ,names=columns)

Figure2. This script tends to generate a list of the 15 variables; such as ‘duration’, ‘protocol_type’,
‘service’, ‘flag’, ‘src_bytes’, ‘dst_bytes’, ‘land’, ‘wrong_fragment’, and others, which are the feature
identifiers for a dataset. It also sets out datasets for training/learning and assessment purposes.

print(df train.duplicated

print(df test.duplicated()




df train.isnull().sum()

df train[ attack’].value counts()

df train["binary attack"]=df train.attack.map(lambda a: "normal™ if a == 'normal’ else "abnormal")
df _train.drop( 'attack’,axis=1,inplace=True)

df_test["binary attack"]=df test.attack.map(lambda a: "normal” if a == "normal’' else "abnormal")

df _test.drop('attack',axis=1,inplace=True)

X _train=df train.drop('binary attack’,axis=1)
y_train=df train["binary attack™]

x test=df test.drop(’'binary attack’,axis=1)
y test=df test["binary attack

Figure3. We split samples into observed or predictor variables/feature variables (also known as the
independent variables or explanatory variables) or often denoted by X and response or dependent
variables or label data or often denoted by Y.

"‘.av J' ’\v«v\t./v

% ﬁufual info c1a551f(x train, y_traln)
mutual info = pd.Series(mutual info)
mutual info.index = x train.columns
mutual info.sort values(ascending=False)

Figure4. The present script incorporates "LabelEncoder’ from “sklearn. preprocessing to the
necessary data format to convert categories into numbers. It traverses over the mentioned column
names namely, ‘protocol_type,’ ‘service,’ ‘flag’, and ‘binary_attack,’ for both the training set and the test
set and performs the label encoding for each of the columns present in the data frame ‘df_train’ and
‘df_test’.

n import SelectkBest
t(mutual info classif, k=20)

sel flve_cola fit(x _train, y train)
Xx_train.columns[sel five cols.get support()]

Figure5. SelectKBest function is employed here with the scoring function of “mutual_info_classif " to
select the 20 most essential features from the training data set. It applies this selection on "x_train’



and 'y_train" and gets the names of the columns of the selected features from “x_train".

col=[ "service', 'flag', 'src bytes', 'dst bytes', 'log

]

‘same_srv_rate', 'diff srv rate', 'dst host srv count’,

‘dst _host same srv rate', 'dst host diff srv rate']

X _train=x train[col]
X test=x test[col]

Figure6. This script prepares the two predictors, "x_train” and "x_test ", by reducing the latter to the
columns stated in “col . This is done to guarantee that not only the training dataset, but also the
testing dataset only include the features from the "col" list which are ‘service,’ ‘flag,’ ‘src_bytes,’
‘dst_bytes,’ ‘logged_in,’ ‘same_srv_rate,’ ‘diff_srv_rate,’ ‘dst_host_srv_count,’ ‘dst_host_same_srv_rate,’
and ‘dst_host_diff_srv_rate.’

from sl ing import MinMaxSc
scaler ()

X _train= scaler.fit transform(x train)
X _test= scaler.fit transform(x test)

Figure7. This script uses the "MinMaxScaler " preprocessing class from “sklearn. The first step of
transformations is to perform the ‘preprocessing’ on the features in "x_train" and "x_test " to scale it
between 0 and 1. It fits the scaler on "x_train " and as the next step applies transformation on both the
datasets.



inea import LogisticRegression

n'] = LogisticRegression()

from skle

modelg[' , Vector Machines linear'] = Linearsvc()

models[ 'Support Vector Machines plonomial'] = SvC(kernel="poly’)
models[ 'Support Vector Machines RBf'] = SVC(C=100.0)

from sk e import DecisionTreeClassifier
models[ ‘Decisio = DecisionTreeClassifier(max depth=3)

Figure8.. This script defines several machine learning models and saves them into the "models " list.
It contains Logistic Regression, SVM - Linear, Polynomial, Radial basis function, Decision Trees,
Random Forest, Naive Bayes, K-Nearest Neighbor and these algorithms have their own set of
parameters.



from sklearn.metrics import accuracy_ score, precision_score, recall score
accuracy, precision, recall = {}, {}, {}

for key in models.keys():

models[key].fit(x train, y train)

predictions = models[key].predict(x test)

accuracy|key] = accuracy score(predictions, y test)
precision[key] = precision score(predictions, y test)
recall[key] = recall score(predictions, y test)

FigureG. This script takes "x_train", and "y_train" to train each individual model in “models ", and
then tests the model on “x_test ', and finally calculates accuracy, precision and recall. These metrics
are held in their often respective metrics dictionaries.

df model = pd.DataFrame(index=models.keys(), columns=['Accuracy’, 'Precision’, ‘Recall’'])

df model[ 'Accuracy’] = accuracy.values()

df model[ 'Precision'] = precision.values()

df _model['Recall’] = recall.values()

df model

Figure10. This script defines a DataFrame named "df_model ', in which every row contains a model
while the column names of the DataFrame are ‘Accuracy’, ‘Precision’, and ‘Recall’. These it fills with
data from the "accuracy’, "precision’, and recall " dictionaries that were defined earlier in this
code.

ax = df _model.plot.barh()

ax.legend(
ncol=len(models.keys()),
bbox to anchor=(e, 1),
loc="lower left’,
prop={‘size’: 14}

)
plt.tight layout()

Figure11. This script barplots from "df_model " and adds a legend of the length for the number of
models, placing it in the lower left corner, changing the font size of the legend and advises a tight
layout.



C:\Users\srila>cd C:\THESIS\MAIN_PYTHON

C:\THESIS\MAIN_PYTHON>pip install streamlit
Figure12: This command is used to install the streamlit

from sklearn.datasets import load_iris
from sklearn.model_selection import train_test_split

model_filepath = os.path.join(os.path.dirname(__file_ ), "classifier.pkl")
data_path = os.path.join(os.path.dirname(__file_ ), "test.csv")
train = os.path.join(os.path.dirname(__file_),"KDDTrain+.txt")
test = os.path.join(os.path.dirname(__file_ ), "KDDTest+.txt")
trained_model():
with open(train, 'r') as file:
data = file.read()

X_train, X_val, y_train, y_val = train_test_split(data.data, data.target, test_size=0.3, random_state=42)

log_reg = LogisticRegression(max_iter=1000)

log_reg.fit(X_train, y_train)
random_forest = RandomForestClassifier()
random_forest.fit(X_train, y_train)
xgboost_model.fit(X_train, y_train)

lgb_model = 1lgb.LGBMClassifier()
lgb_model.fit(X_train, y_train)

Figure13



log reg = LogisticRegression(max_iter=1000)
log reg.fit(X_train, y_train)

random_forest = RandomForestClassifier()
random_forest.fit(X_train, y_train)

xgboost_model = xgb.XGBClassifier(use_label_encoder=False, eval_metric='logloss')
xgboost_model.fit|(X_train, y_trainﬂ

lgb model = lgb.LGBMClassifier()
lgb_model.fit(X_train, y_train)

log reg pred = log reg.predict(X_val)

random_forest_pred = random_forest.predict(X_val)
xgboost_pred = xgboost_model.predict(X_val)
lgb pred = 1gb_model.predict(X_val)

log reg _acc = accuracy_score(y_val, log reg pred)
random_forest_acc = accuracy_score(y_val, random_forest_pred)
xgboost_acc = accuracy_score(y_val, xgboost_pred)

lgb_acc = accuracy_score(y_val, lgb_pred)

Figure14

st.write("**Safety Conditions:**")
st.write(safety_conditions[attack_type])

def output(data_path, model_filepath, attack_type):
try:
with open(model_filepath, ‘rb') as file:
data = pd.read_csv(data_path)
model = pickle.load(file)
try:
pred = model.predict(data)
except:
pred np.ndarray.item(data[data[ 'level' |]==attack_type]['prob’'].values)
except:
data pd.read_csv(data_path)
pred = np.ndarray.item(data[data[ 'level’ ]==attack_type][ 'prob’'].values)

return pred

probability score = output(data_path, model_ filepath, attack_type)
Figure15

3 Steps to Run and execute the codes
Step 1: Initially the user has to go to the google drive which contain the codes and data.

Step 2: Run the colab file.




Step 3: Access authentication for the drive must be made.
Step 4: Now record the application by start running it in the Anaconda Prompt.

Step 5: Run the code python -m streamlit run app. Py



