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Configuration Manual 

 
1 Introduction 
This configuration manual details the process and steps taken in the development of a 

continuous user authentication system for a custom messaging application. Additionally, it 

describes the settings and software tools needed to replicate the experimental setup for the 

project. 

 

2  System Specification 
The system configuration used in the project are: 

 Operating System: Mac OS Ventura version 13.6.6 

 Processor: 2.3 GHz Dual-Core Intel Core i5 

 Hard Drive: 250GB 

 RAM: 8 GB 2133 MHz LPDDR3  

3 Software Tools 
Some of the software tools used to implement this project are: 

 Python 

 Google Colab 

 Visual Studio Code 1.88.1 

3.1 Software Installation 

This presents the processes taken in installing the tools used. 

 Download and Installation of Python 3.12.4. The download link is  

https://www.python.org/downloads/ 

 

 

Figure 1. Python Download 

 

https://www.python.org/downloads/
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Figure 2. Python Installation 

 

 

Figure 3. Visual Studio Code installed on Mac OS 

 

4 Implementation 
The key libraries from python used in implementing this project: 

 Sckit-Learn 

 Math 

 Pickle 

 Pandas 

 Numpy 

 Matplotlib 

 Json  
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Figure 4. Mounting dataset to google colab 

 

 

Figure 5. Importing libraries 

 

4.1 Data pre-processing  

In this chapter, data preparation steps are taken before passing it to the model training 

and testing. This includes gathering the key and mouse events and computing for the 

dwell time, flight time, and mouse travel trajectory. The code for computing the key 

events, mouse events, and the average dwell time, flight time, and mouse trajectory 

were obtained from the Jupyter notebook file (kmt_feature_classification.ipynb) 

submitted in the ‘Behaviour Biometrics Dataset’ on the Mendeley Data platform 

(Nnamoko et al. 2022)  
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Figure 6. Keystrokes Data Collection 

 

The keystroke dynamics data includes key press and release events. Key metrics such as dwell 

time (the duration a key is pressed) and flight time (the time between releasing one key and 

pressing another) are extracted. The mouse movement data includes events such as movements, 

clicks, and coordinates. The distance traveled during mouse movements is calculated to extract 

trajectory features. Furthermore, features for each test are generated by calculating the average 

dwell time, flight time, and trajectory length. 

 

 

 

Figure 7. Mouse Scroll Collection 
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Figure 8. Feature Generation of average dwell time, flight time, and mouse trajectory 

 

5 Machine Model Training and Evaluation  
 

Four machine learning models, Decision Tree Classifier and Random Forest Classifier, Support 

Vector Machine and Gradient Boosting Classifier are trained and evaluated on the dataset. The 

models' performance is assessed using accuracy and F-measure metrics. 

 

5.1 Decision Tree Classifier  

 

 

Figure 9. Decision Tree Model Training 
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5.2 Random Forest Classifier  

 

 

Figure 10.  Random Forest Model Training 

 

 

5.3 Support Vector Machine  

 

 

Figure 11. SVM Model Training 
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5.4 Gradient Boosting Classifier  

 

 

Figure 12. GBC Model Training 

 

 

 

Figure 13. Trained models generated and extracted from the Colab space in the form of a 

Python Pickle file (PKL) using the pickle module 

5.5 Results and Evaluation 

    Metrics 

MODELS Hyperparameters Minimum and 

Maximum 

Accuracy (%) 

Minimum 

and 

Maximum 

Mean 

Accuracy (%) 
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Weighed F-

Score (%) 

Decision Tree 

Classifier (DTC) 

Default setting  

Random state = 0 

Min = 25 

Max = 100 

Min = 20 

Max = 100 

76.98 

Random Forest 

Classifier (RFC) 

n_estimators = 

150 

Random state = 1 

Min = Max = 

50 

Min = Max 

= 33 

76.98 

Support Vector 

Machine (SVM) 

kernel='linear', C= 

1, gamma = 1 

Min = 25 

Max = 100 

Min = 20 

Max = 100 

76.98 

Gradient Boosting 

Classifier (GBC) 

learning_rate=0.1, 

n_estimators=100 

 

Min = 25 

Max = 100 

Min = 20 

Max = 100 

76.98 

Table 5.1 Describing and Comparing the Selected Machine Learning Models And their 

Evaluation Metrics   

 

5.6 Visualization/Plotting  

Visualization is performed after the models have been trained. The code below aims to 

visualize the distribution of accuracy and F-measure values for a set of classifiers. Meanwhile, 

the plot will show how these metrics vary across different classifiers, numbered from 1 to 88. 

This is done by plotting the list containing accuracy values for different classifiers (acc_list) 

and the list containing F-measure values for the classifiers (fm_list) against the ind_class values 

(x-axis). 

 

 

Figure 14. Code aiming to visualize the distribution of accuracy and F-measure values 
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Figure 15. F-Measure values and Accuracy distribution among the classifiers 

 

 

 

6 Building the Continuous Authentication Web-Based 

Messaging Platform 
 

6.1 System Overview 

For this project, continuous authentication is integrated into a web-based messaging platform. 

The primary goal is to utilize keystroke dynamics and mouse scroll patterns to validate the 

user's identity during their session. The main components of the system include: 

 

Frontend Section: 

1. HTML file for user registration and messaging  

2. CSS pages for styling the user registration and messaging  

3. JavaScript for capturing keystroke and scroll events. 

Backend Section: 

1. Flask application for handling user management and authentication  

2. Machine learning model for predicting user identity. 
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Figure 16. User Registration HTML template 

 
Fig 6.1 is a dummy page for user registration with an in-line JavaScript script with the 

functionality to collect keystrokes and mouse scroll data as the user is inputting their details 

to use it for future authentication. Meanwhile, Fig 6.2 below is a code snippet; a messaging 

dummy page with the functionality to extract user keystrokes and mouse scroll data to be 

used for continuous authentication. 
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Figure 17. Messaging HTML template 
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Figure 18. CSS file for the messaging page 

 

Figure 19. CSS file for the registration page 

 

6.2 JavaScript Event Logging 

Fig 6.5 below displays the JavaScript event logging script. This script captures the following 

user interactions:  

 

- Keystroke Events: Logs ‘keydown’ and ‘keyup’ events, records the key and 

timestamp. 

- Scroll Events: Logs scroll positions and timestamps. 
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Figure 20. Keystroke and Mouse scroll Collection 

 

 

6.3 Flask Application 

The Flask application handles the main logic. Following the importation of the Flask object 

from the flask package, the name app is used to create an instance of your Flask application. 

The system includes user registration endpoint, authentication check endpoint, and the 

messaging platform endpoint. Lastly, the Flask application is initialized with a secret key for 

session management. 
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Figure 21. A display of the Flask Web Server 

 

 

Figure 22. Flask Application Setup with a secret key for session management 

 

 

 

Figure 23. Model Loading and Database 
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Figure 24. Keystrokes and Mouse Scroll Feature Metrics Computation 

 

 

Figure 25. Saving of User Data 
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Figure 26. User Registration Endpoint 

 

 

Figure 27. Authentication Checkpoint 

 

The authentication endpoint periodically checks user authentication based on keystroke and 

mouse scroll events. It compares the current user metrics with the registered metrics using the 

pre-trained model and maintains or terminates the session based on the prediction with a 

continuous authentication interval of 60 seconds.  

 

Messaging Platform and Message Sending Endpoint 
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Figure 28. Messaging Endpoint 

 

The messaging endpoint renders the chat interface if the user is authenticated while the 

message sending endpoint processes and acknowledges user messages. 

 

 

Figure 29. Login Page Endpoint 

 

The root endpoint renders the user registration page, and the application is run in debug mode 

as seen from running the app.py python script in the terminal.  

 

 

Figure 30. Running the application python file in VS 

 

Accessing and Testing the Messaging Web Application  

 

The messaging web application is operating locally at http://127.0.0.1:5000/, where :5000 

represents the port number and 127.0.0.1 corresponds to the machine's localhost. Therefore, to 

access the messaging platform, one can browse to http://127.0.0.1:5000/ using any browser of 

choice.  

 

 

http://127.0.0.1:5000/
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Figure 31. A Display of the Registration Page Where User Inputs Various Details Including Full 

Name, Address, Phone Number, Education, Username, and Password 

 
 

 

Figure 32. A Display of the Messaging Platform Page Detailing a Scenario where the User has 

been logged out due to a keystroke and scroll mismatch 
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