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1. Introduction
Purpose:

To provide step-by-step instructions for setting up and running the project.
Overview of the Project:

Project name: [Your Project Name].

Technologies used: React, Node.js with Express, FastAPI, Python, shadcn/ui for UL.

Project focus: The proposed project is concerned with the design of a viable system that relies on
machine learning algorithms to counter cybersecurity threats in novel-generation aircraft. It
combines the frontend featuring React with the shadcn/ui library, Node. js with Express for
managing the backend part, and FastAPI built-in Python for the integration of the Al anomaly

detection function that provides real-time protection and data analysis.

Scope: The range involves the architecture of a sophisticated stack in the sphere of aviation
cybersecurity with frontend, backend, and machine learning components. It entails the creation of
development environments, deployment of the threat detection models, and development
processes. The manual helps one through installation, use and diagnosis to guarantee adequate

protection for the next-generation aircraft.

2. System Requirements

Hardware Requirements:
e Processor: Intel Core i7 or equivalent.
e RAM: 16GB.



e Storage: 500GB SSD.

Software Requirements:
e Operating System: Windows 10 / macOS Catalina.
e |IDE: Visual Studio Code or PyCharm.
e Node.js with Express for the backend.
e FastAPI for Python-based Al functionalities.

e React with shadcn/ui for the front end.

3. Environment Setup

Development Tools:
Install Node.js:

Learn  About “Download Blog Docs  Certification 7

Download Node.js®

Download Node.js the way you want.

nager PrebuiltInstaller Prebuilt Binaries Source Code

Install Node.js  v20.16.0 (LTS) on i Windows using # fom

Download from Node.js website.

Run npm install to set up the environment.


https://nodejs.org/

Install Python:

08 python.org

Python

e python’ . I

About Downloads Documentation Community Success Stories News Events

Download the latest version for Windows m

Looking for Python with a different 0S? Python for Windows, Linux/

0S, Other

Active Python Releases

For more information visit the Python Developer's Guide.

Python version Maintenance status First released End of support Release schedule
313 prerelease 2024-10-01 (planned) 2029-10 PEP71
312 bugfix 2023-10-02 202810 PEP 693

Download Python 3.8 or later.
Use pip install fastapi to set up FastAPI.

Install React:

Reference Community Blog

ON THIS PAGE

Quick Start

Installation

I Try React
React has been designed from the start for gradual adoption. You can use as little or

as much React as you need. Whether you want to get a taste of React, add some

React Project Try React locally

Add React to an Existing Proj interactivity to an HTML page, or start a complex React-powered app, this section Start anew React project
will help you get started.

Editor Setup
Using TypeScript
In this chapter

React Developer

React Compiler

Describing the UI

Adding Interactivity

Try React

Manaaina State >

Is this pageuseful? (& (@ You don't need to install anything to play with React. Try editing this sandbox!

Use npx create-react-app to initialize a React project.



Install shadcn/ui components as needed for Ul development.

Dependencies:
Install project dependencies:

e Use npm install for Node.js dependencies.

TERMINAL

Windows Powershell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform Powershell https://aka.ms/pscores

PS C:\Users\Pallavi\Desktop\NODEJS PROJECTS\NodelS-Projects\pagination> npm install mit-license-generator
added 12 packages, and audited 13 packages in 16s

5 low severity vulnerabilities

Some issues need review, and may require choosing
a different dependency.

Run “npm audit™ for details.
PS C:\Users\Pallavi\Desktop\NODEJS PROJECTS\NodelS-Projects\pagination> \ |

e Use pip install -r requirements.txt for Python dependencies.

quirement; d

Configuration Files:
Example settings.py for Python backend:
Configure Al models and API endpoints.

Example config.js for Node.js backend:



4. Installation Instructions

Step-by-Step Installation:

Download the project files:

B npmi

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\Rahul\OneDrive\Desktop\project\client> npm i
npm wars rinraf@3.0.2: Rimraf versions prior to v are no longer supported

e Obtain the project files from the provided source (e.g., USB, shared drive, email

attachment).
e Extract the project files:
e Unzip the downloaded project archive to a desired location on your machine.
e Navigate to the project directory:

e Use the terminal or command prompt to navigate to the project directory where the main

application files are located.

Install Node.js dependencies:



D New L Sort View

project > client

Quick access

8 Desktop B C:AWINDOWS\system32\cmd. X + v
L Downloads

e

] Documents

EECRETEEN odded 642 packages, and audited 643 packages in 4ds
New folder

139 packages are looking for funding
run ‘npm fund‘ for details

project
Screenshots

found © vulnerabilities

I This PC i
npm notice
i Desktop npm notice New 1 version of npm available!
2 Documents npm notice Changelog:

npm notice To update run: npm install -g npm@16.8.2

L Downloads 5
npm notice

D Music PS C:\Users\Rahul\OneDrive\Desktop\project\client> npm run dev

I8 Pictures

& iece > client@0.0.0 dev

% > vite <
=05

= New Volume (D:

433 ms

& Network

Run npm install inthe Node.js backend directory to install all necessary packages.

Install Python dependencies:

[e+] CAWindows\System32\cmd.exe

Harsh\harsh\git\newsbot>python -m pip install pipre
Defaulting to user installation because normal site-packag is not writeable
Collecting pip
Using cached pip ] hl (25 kB)
Requirement already 3 \asus\appdata\roaming\python\python38\site-packages (from pipregs) (0.1.9
)
Requirement already isfied: docopt in c:\users\asus\appdata\roaming\python\python38\site-packages (from pipreqs) (0.6

requests in c:\users\asus\appdata\roaming\python\python38\site-packages (from yarg->pipre
=2.5 in c:\users\asus\appdata\roaming\python\python38\site-packages (from request

asus\appdata\roaming\python\python38\site-packages (from r

»>=1.21.1 in c: \asus\appdata\roaming\python\python38\

appdata\roaming\python\python38\site-packag (from r
g->pipregs) (

collected pack
Successfully installed pipreqs-0.4.10

D:\Harsh\harsh\git\newsbot>_

Runpip install -r requirements.txt inthe Python backend directory to install required
libraries.

Verifying Installation:



Check Node.js installation:

D New N Sort = View
0 project > backend > )
e Date fied e ze
Quick access
@l Desktop node modules 2024 1

L Downloads B Windows PowerShell
4 Documents

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Dipika wedding

New folder

project Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
Screenshots : s s
PS C:\Users\Rahul\OneDrive\Desktop\project\backend> npm i
B This PC npm r google-pl2-pem@4.0.1: Package is no longer maintained
B Deadop added 271 packages, and audited 272 packages in 13s
3 Documents
' Downloads 27 packages are looking for funding
B Music run ‘npm fund' for details
B Pictures found 0 vulnerabilities
1 Videos PS C:\Users\Rahul\OneDrive\Desktop\project\backend>
=05 (C

== New Volume (D:

8 Network

Run node --version to confirm that Node.js is correctly installed.

Verify Python setup:

project » model

Quick access
E

B Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. ALl rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\Rahul\OneDrive\Desktop\project\model> python venv .venv
PS C:\Users\Rahul\OneDrive\Desktop\project\model> ./.venv/scripts/activate
PS C:\Users\Rahul\OneDrive\Desktop\project\model> pip install requirements.txt

Collecting fastapi (from -r requirements.txt (line 1))

Downloading fastapi-8.112.6-py3-none-any.whl.metadata (27 kB)
Collecting pandas (from -r requirements.txt (line 2))

Downloading pandas-2.2.2-cp312-cp312-win_amd6u.whl.metadata (19 kB)
Collecting joblib (from -r requirements.txt (line 3))

Downloading joblib-1.4.2-py3-none-any.whl.metadata (5.4 kB)

Collecting scikit-learn (from -r requirements.txt (line 4))
Downloading scikit_learn-1.5.1-cp312-cp312-win_amd64.whl.metadata (12 kB)
Collecting starlette<®.38.0, 37.2 (from fastapi->-r requirements.txt (line 1))

Downloading starlette-9.37.2-
Collecting pydantic!=1.8,!=1.8

py3-none-any.whl.metadata (5.9 kB)
1, 0.0,1=2.0.1,1=2.1.0,<3.
Downloading pydantic-2.8.2-py3-none-any.whl.metadata (125 kB)

.7.4 (from fastapi- requirements.txt (line 1))

Run python --version and pip 1list to ensure Python and its dependencies are properly
installed.

5. Running the Project
Initial Setup:




Database migration (if applicable):

For projects using a database, run the necessary migration commands (e.g., python
migrate) to set up the database schema.

Running the Project:

Start the Node.js backend:

D New

Quick access
8 Desktop
L Downloads
3 Documents
Dipika wedding
New folder
project

Screenshots

1 This PC

il Desktop

] Documents
4 Downloads
B Music
IR Pictures
3 videos
=050

== New Volume (D))

¥ Network

project

N Sort View

> backend

B Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

Ml PS C:\Users\Rahul\OneDrive\Desktop\project\backend> npm i

npm war google-p12-pem@u.0.1: Package is no longer maintained

added 271 packages, and audited 272 packages in 13s

27 packages are looking for funding
run ‘npm fund® for details

found 0 vulnerabilities

PS C:\Users\Rahul\OneDrive\Desktop\project\backend> node index.js
server running at http://localhost:3000

a user connected

No change in data.

No change in data.

No change in data.

No change in data.

No change in data.

No change in data.

manage.py

In the terminal, navigate to the Node.js backend directory and run npm start to launch the backend

Server.



Start the Python backend:

Quick access
il Desktop
+ Downloads
] Documents
Dipika wedding
New folder
project
Screenshots
8 This PC
{8 Desktop
3 Documents
¥ Downloads
D Music
I8 Pictures
& videos
=05 (@)

folume (D:

W Nen

work

B C\WINDOWS\system32\cmd. X

e

added 642 packages, and audited 643 packages in 4is

139 packages are looking for funding
run ‘npm fund® for details

found © vulnerabilities

npm notice

npm notice New 1 version of npm available!

npm notice Changelog:

npm notice To update run: npm install -g npm@10.8.2

npm notice

PS C:\Users\Rahul\OneDrive\Desktop\project\client> npm run

> client@0.0.0 dev
> vite

Navigate to the Python backend directory and run uvicorn main

Server.

Start the React frontend:

Quick access
il Desktop
+ Downloads
} Documents
Dipika wedding
New folder
project
Screenshots
8 This PC
il Desktop
1 Documents
¥ Downloads
D Music
18 Pictures
& videos
=05

w Volume (D:

W Network

B CAWINDOWS\system32\cmd. >

L
added 642 packages, and audited 643 packages in 4is

139 packages are looking for funding
run ‘npm fund® for details

found @ vulnerabilities

npm notice

npm notice New 1 version of npm available!

npm notice Changelog:

npm notice To update run: npm install -g npm@16.8.2

npm notice

PS C:\Users\Rahul\OneDrive\Desktop\project\client> npm run dev

> client@0.0.0 dev
> vite
433 ms

Local:

--host
h + enter

: app --reload to start the FastAPI

Navigate to the React frontend directory and run npm start to launch the frontend interface.

Access the application:

Open a web browser and navigate to http://localhost:3000 to view the running application.



€ > C O localhost5173
5 Flight Anomaly Detection

@ Home

@ Airspeed & Indicated Airspeed
B Altitude & Airspeed

@ Altitude & Pitch

. Roll & Pitch

Ak Engine Rpm & Throttle

Q Search for features...




6. Project Structure

File Structure:

model_id: st

a4
@app.post(

model_id = r

up to date, audited 272

Desktop\project\backend> []

UTLINE

¥ > nimeune

X @oA0 W

backend/: Node.js backend with Express for handling authentication and API routing.
frontend/: React frontend using shadcn/ui for user interface components.

ap1/: Python backend with Fast APl managing Al and machine learning models.

Code Explanation:
server.js: Main entry point for the Node.js backend, managing server setup and API routes.

app.js: Central React component handling the rendering and state management for the UI.

main.py: Entry point for FastAPI, defining routes and integrating machine learning models.



7. Troubleshooting

Common Issues:
Backend server not starting:

Ensure that all dependencies are installed correctly, and check that the correct ports are not in
use.

API endpoints returning errors:

Verify the API routes in server.js and main.py, and ensure the backend services are running.
Logs and Debugging:
View Node.js logs:

Check the console output where the Node.js server is running for any errors or logs.

Debug Python backend:

Use PyCharm or VS Code's built-in debugger to set breakpoints and inspect variables during
FastAPI execution.



8. Maintenance

Updating the System:
Update dependencies:

Run npm update for Node.js dependencies

model_id: st

a4
@app.post(
de

UTLINE

¥ > nimeune

Apply database migrations (if applicable):

Run python manage.py migrate to apply any new database migrations.

Backup and Recovery:
Backup important files:

Regularly back up configuration files such as config.js for Node.js and settings.py for the
Python backend.

Recovery process:

Restore files from the backup and re-run the necessary installation commands to reinstate the
system.
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