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Introduction 
 

The configuration manual will guide you to the hardware and software that was used within 

the project. The name of the project “Detecting Real Time Phishing URL’s with URL Cleaning 
Technique”.  It further explains the steps that are required to install and reproduce the work. 

All of the requirements that are necessary for the project are discussed in the following section. 

 

Environmental Setup 
 

The following research lab setup was used to set up the testing lab for the research 

 

• Operating System- Windows 11 Home 64-bit 

• Processor: 13th Gen Intel(R) Core(TM) i7 @ 2.60GHz 

• Memory: 16.0 GB 3200 MHz 

• Graphics – Intel(R) iRIS(Xe) Graphics  

• Anaconda Application (Anaconda3, 2024) 

• Programming Language – Python 

• Environment – Jupyter Notebook 

 

Python Libraries 
 

The following libraries are required to run this application 

 

• Pandas (Fumo, 2017) 

• Numpy 

• Sklearn (Pedregosa et al., 2011) 

• MATPlotlib (Using Matplotlib — Matplotlib 3.9.1 documentation, no date). 
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Fig 1: Libraries 

 

Implementation and Testing 
 

1. Data Loading 

 
 

2. Columns in the dataset 
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3. Handling Categorical Data (encoded status) 

Handling the categorical data is very important step because most of the machine 

learning models does not support the categorical data or sometimes due to the 

presence of categorical data, predictions made by model can be wrong. So, we are 

converting the categorical data into numerical form which is present in the status 

column.  

we make the object of Label Encoder import from scikit-learn (Pedregosa et al., 

2011)and then we fit it into the status columns and the new numerical values 

generated by using label encoder is then stored in the new variable named ‘encoded 

status’. This column contains the numerical data (0 for legitimate and 1 for phishing). 
 

 
 
 

4. Exploratory Data Analysis 
It is the main step in the process of data analysis and it helps to visualize the patterns, 

characteristics and relationships between the variables present in the data. Here we 

can use matplotlib Library (Using Matplotlib — Matplotlib 3.9.1 documentation)for 

visualizing the data.  

The bar graph where x-axis represent the unique values in the encoded _status and y-

axis contains count of each unique values. 
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5. Data Splitting 

 

To get the model with best accuracy and for better performance of the model, we split 

the data into training and testing set. Where we take 80 percent of the data as training 

data and remaining 20 percent of data as testing data with random state value of 42. It 

is very important to split the data into training and testing set to evaluate the 

performance of the model. 
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6. Feature Scaling 

Many machine learning algorithms requires the data scaling for producing good 

results. So, it is important that all the features which are given as the input to the 

model is in a particular range. So, in below code we standardize the features using 

StandardScaler. And fit it on X_train and X_test to standardize it. 

 
 

7. Machine Learning Algorithms 

we imported the modelling from scikit-learn library and then we created its object 

named lr. After this we fit it in the X_train and y_train for training purpose. 

 
We evaluated many machine learning models to determine if websites are phishing or 

real. Tests included Decision Tree, Random Forest, K-Nearest Neighbors (KNN), 

Support Vector Machine (SVM), Logistic Regression, and Naïve Bayes. The Random 

Forest classifier outperformed the rest in terms of accuracy, successfully 

differentiating between reputable and fraudulent websites.  

 
 

8. Cross – Validation Process 

In this step we will find the accuracy,f1, recall and precision scores. Through this 

results, we will get to know about the performance of model. 
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9. Receiver Operating Characteristics (ROC) Curve 

It is used for predicting the classification thresholds. A ROC curve is a graph that is 

used for showing the performance of classification model at all thresholds. This curve 

plots two parameters True Positive Ratio and False Positive Ratio. 
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