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Reuel Mushayakarara
Student ID: 22244611

1 Research Lab

The research was conducted on a personal laptop computer with the below specification

details

e System Manufacture and Model - Dell Precision 5540
e Operating System - Microsoft Windows 11 Pro

e Processor - Intel(R) Core (TM) i7-9850H CPU @ 2.60GHz, 2592 Mhz, 6 Cores, 12

Logical Processors
e RAM-32GB
e Storage — 500GB SSD

2 Application

Anaconda Distribution Software was installed on the laptop. It is an open-source distribution

of the Python programming language for data science (Anaconda 2024).

°:) Anaconda Navigator

File  Help

{) ANACONDA NAVIGATOR

‘Environments

* Learning

an Community

Anaconda Toolbox

Supercharged

local notebooks.

Click the Toolbox

tile to Install.

Documentation

Anaconda Blog

All applications ¥ on

Cloud-hosted notebook service from
Anaconds. Lsunch = preconfigured
environment with hundreds of packages and
store project files with persistent cloud
storage.

| Launch |

Jupyter
b
Notebook
AEsT
Web-based, interactive computing notebook

envirenment. Edit and run human-readable
docs while describing the data analysis.

| Launch |

base (root) v

Channels

Run a cmd_exe terminal with your current
environment from Navigator activated

| Launch |

Powershell Prompt

0.01

Run a Powershell terminal with your current
environment from Navigater activated

| Launch |

o Update Now

An extensible environment for interactive
and reproducible computing, based on the
Jupyter Notsbook and Architecture

[ Launch |

Ply

i

Qt Conscle
As542
PyQt GUI that supports inline figures, proper

multiline editing with syntax highlighting,
graphical calltips, and more.

| Launch |

It includes

Fig 1

Connected to Cloud



e Conda — a package manager for installing, updating and managing Python libraries
and dependencies.

e Anaconda Navigator — a GUI desktop application that launches other development
applications from the managed environment.

e Jupyter Notebook — it’s a web-based, interactive computing notebook environment
where one can edit and execute code written in python (Jupyter 2024). All the
development and execution of the source code of this research was carried out on this
application.

" Jupyter Quit | Logout

Files Running Clusters

Select items to perform actions on them. Upload | New~ &

3

(Jo ~ Wm/ Downloads/ phiusiil+phishing+url+dataset Name Last Modified File size ¥
(] seconds ago

O ph USIIL_Phishing_URL_Dataset.csv a month ago 56.9 MB
[ newdataset.csv 15 days ago 276 MB
newdataset1.csv 8 days ago 6.74 MB
& Experiment? ipynb 8daysage 176 MB
& Experiment2 ipynb 7 minutes age  1.01 MB
& Experiment3.ipynb 8 days ago 759 kB

[ files seconds ago

00000000

3 Phishing 15 days ago

Fig 2

Install Guide

Anaconda Installation (Anaconda 2 2024)

agrwnpE

~No

10.
11.

Download the Anaconda installer.

Go to your Downloads folder and double-click the installer to launch. Note

Click Next.

Read the licensing terms and click I Agree.

It is recommended that you install for Just Me, which will install Anaconda Distribution
to just the current user account. Only select an install for All Users if you need to install
for all users’ accounts on the computer (which requires Windows Administrator
privileges).

Click Next.

Select a destination folder to install Anaconda and click Next

Choose whether to add Anaconda to your PATH environment variable or register
Anaconda as your default Python. We don’t recommend adding Anaconda to your
PATH environment variable, since this can interfere with other software. Unless you plan
on installing and running multiple versions of Anaconda or multiple versions of Python,
accept the default and leave this box checked. Instead, use Anaconda software by opening
Anaconda Navigator or the Anaconda Prompt from the Start Menu.

Click Install. If you want to watch the packages Anaconda is installing, click Show
Details.

Click Next.

Optional: To learn more about Anaconda’s cloud notebook service, go
to https://www.anaconda.com/code-in-the-cloud. or click Continue to proceed.
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12. After a successful installation you will see the “Thanks for installing Anaconda” dialog
box:

13. If you wish to read more about Anaconda.org and how to get started with Anaconda,
check the boxes “Anaconda Distribution Tutorial” and “Learn more about Anaconda”.
Click the Finish button.

Web URL Detector

Navigate to the respective experiment folder and first run the retrain_model.py and thereafter
run the app.py (Bichave 2022)

= Practicum?2 > ProjectCode > Phishing > BExperiment2 >

T Sort ~ = View v

Name B Date modified Type

- __pycache__ 11/06/2024 20:46 File folder

g pickle 07/08/2024 09:42 File folder

W static 07/08/2024 09:42 File folder

g templates 07/08/2024 09:42 File folder

Eh app.py 02/08/2024 16:31 Python File

i feature 26/06/2024 09:27 File

Ei feature.py 28/07/2024 1510 Python File

B modelpk 2/08/2024 16:34 PKL File

’ﬁ newdataset1.csv 2¢ 9:54 Microsoft Excel Co...
i Procfile 11/06/2024 11:23 File

Ei retrain_model.py 07/08/2024 09:44 Python File

Fig 3

4  Execution of Code

Open Anaconda Navigator



) Anacenda Navigator — m] X

File Help

J ANACONDA NA\/lGATOR o Update Now  Connected to Cloud

M Ho

Allapplications v on  base (oot v Channels (&
‘ Environments Cloud-hosted notebook service from Run a cmd.exe terminal with your current An extensible environment for interactive -~
‘Anaconda. Launch & preconfigured environment from Mavigator activated and repreducible computing, based on the
environment with hundreds of packages and Jupyter Notebook and Architecture.
O store project files with persistent cloud

gl Learning storage.

[ Launch | ( Launeh | [ Launeh |
an Community B 4 B 4 - 4

-

- Jupyter
Anaconda Toolbox . —

Notebook Powershell Prompt Qt Conscle

AB57 001 A543
tile to Install. Web-based, interactive computing notebook | | Run a Powershell terminal with your current | PyQt GUI that supports inline figures, proper
environment. Edit and run human-readable enviranment from Navigater activated multiline editing with syntax highlighting,
docs while describing the data anslysis graphical calltips, and mare.
Daocumentation . ) . § P §
[ Launch | [ Launch | [ Launch |
Anaconds Blog - - - - - -
fou v

L 2 L=} - .

Fig 4

Open Jupyter Notebook and navigate to the location path containing the project files

Z Jupyter aut | [ Logot

Files Running Clusters

Select items to perform actions on them.

Upload | Neww &

(Jo | ~ Wm/ Downloads / phiusiil+phishing+url+dataset Name Last Modified File size ¥

(] seconds ago
oD PhiUSIIL_Phishing_URL_Dataset.csv a month ago 56.9 MB
O [ newdataset.csv 15 days ago 2786 MB
0O [ newdataset! csv 8 days ago 6.74 MB
O & Experiment1.ipynb 8 days ago 1.76 MB
O & Experiment2 ipynb 7 minutesago  1.01 MB
o & Experiment3.ipynb 8 days ago 759 kB
O O files seconds ago
O [3 Phishing 15 days ago

Fig5

Open the respective files for each experiment
Experiment 1



:' Jupyter Experiment Last Checkpaint 081032024 (aulzsaved) F Logout
Fila Edit Wi Inzzri Call Kernel Widgets Halp Moot Trusstesd | Prythan 3 (ipykemal) O

B+ |s|@B |||+ 4|k Fun|B|C| ¥ ||coe b =
| 41 | trOE SK1EArM.EnsSemble 1MPOFE HandonloresTHEgressor, GradlentHonsTIAgHegressor, AaHDosTHEgressor, EXTralresshegressor 1
34 from sgboost import XGERegressor
15 fros sklearn.ensemble import VotingRegressor, StackingRegressor
16 from tensorflow. keras.models import Sequential
37 from tensorflow. keras.layers impert Dense, Inputlayer, Input
18 from tensorflow.keras.utils impert plot model
3153 from sklearn.preprocessing import StandardScaler, LabelEncoder
48 from sklearn.ensemble import RandonForestClassifier, GradientBoostingClassifier
41  from sklearn.metrics import accuracy score, classification_report
42 import tensorflow as tf
431 from tensorflow. keras.models import Sequential
44 from tensortlow. keras.layers import Dense

In [2):| 1 & Load dataset
data = pd.read_csv( PhilSIIL_Phishing_URL_Dataset.csv')

(=

In [3):| 1 data.head()

Out[3]: FILENAME URL URLLength Domain DomalnLangth laComaini® TLD URLSimilanfyincex CherConbnuabonRe
B e e —— 1 wwswsouthbarkimissics com 24 0 com 1000 1.0000
1 337z i o - e b3 v, Lri-msinz e 16 o e 1000 0686
3 OSGTITL hpslwwesscosimredo ook 3 weevsicelmradio oo ck 22 0ok 1000 LBEES
3 SEADSEL it oo il com S weww.sinmjcumal.com 18 0 wm 1000 1.0000
4 GSISTRAx  hipiwwserewidingargentne o 3 wwwrewiklingargenting. org 26 o ag 1000 1.0000

§ rows % 56 colurnns
« 4
In [4]:| 1 data.shape

Cut[4): (235795, 56)

In [5]:| 1 data.info()

<class "pandas.core. frane.DataFrame’ »
RangeIndex: 235795 entries, 8 to 235794

Roakn calimar Fhokad B coloess b

Fig 6

Experiment 2



: Jupyter Experiment2 Lasi Checkpoint 08032024 (autosaved) .I —

Fle  Edit  View  Insert  Cell  Kermel  Widgets  Help | Pythan 3 (ipykermel) ¢
[+l s anale vl memon  v[=]

e i e s = ey S -

B4 import tensorflow as Lf
B85 from tensorflow.keras.models impert Sequential
BE  from tensorflow.keras.layers impert Dense

gy b

In [2]:| 1 newdf=pd.read_csv( ' PRIUSTIL_Phishing_URL_Dataset.csv') |

In [5]:| 1 | df.head() |

out[s]: FILEHAME URL URLLBNgEN Domain  Domainlsngtn leComsaini® TLD URLSmilartyinosx CharContmusbanRs
LI ——— I ——— 2 0 com 000 1.0000
1 MWL ttpes: o L s e ) wrw Lri e de 1& 0 e 000 06668
2 SOTMIT  hemefwwesvoicmradooo 20 wwwevmicelradiocok 2 0w 1000 0.8668
3 ssameskd bt e sl com o w sinricumal e 19 0 com 1000 1.0000
4 ISISTREL i teencreildingergenin o 1 wwwremikdingargeniin.org 26 o ag 000 1.0000

G rows % 56 columns
« 4

In [E_'|:| 1 | df.celunns

Out[6): Index([ FILEMMME®, 'URL®, "URLLength’', "Demain’, "Demainlength’, "IsDonalnIP”,
"TLD", 'URLSimilarityIndex”, 'CharfontinuationRate’,
"TLDLegitinateProb® , "URLCharProb’, "“TLDLength®, 'MoOfSubDomazin®,
‘HesObfuscation®, ‘MoDfObfuscatedChar’, ‘ObfuscationRatie”,
"MolfLettersInlRL", "LetterRatiolnl®L", 'NolfDegitsInURL',
‘DegitRatioDnURL", ‘NodFEqualsInURL®, 'MoOFQMarkInlRL®,
"MoOfAnpersandInURL ", ' NoOFOtherSpecialCharsInURL' ,
"SpacialCharfatioInlURL’, "IsMTTPS', "LinelfCode’, ‘LargestLinelength”,
"HasTitle®, 'Title', '"DomainTitleMatchScore”, "URLTItLeMatchScore',
"HasFawicon®, "Robots’, 'IsResponsive’, 'MoOfURLRedirect’,
"MolfSelfRedirect’, "HasDescription', 'MelfPopup’, "Nol#iFrame’,
"HasExternalFornSubmit' , "HasSocialMet', "HasSubmitButton®,
"HasHiddenFields', 'HasPasswordField”, 'Bank', "Pay”, 'Crypto’,
"HasCopyrightInfo', 'MoOfInage’, 'MeOFCSS", 'MoDFIS", 'NeDfSelfRef',
"MoOFEnptyRes', "MoOFExternalRef’, *label”],
dtype="object’ )

In [3]: df= newdf.drop(columns = [*FILEMAME', URLLength®, 'Denain’, 'Demalalength’, 'TsDomainIP',
TLD®, ‘URLSimilarityIndex’, 'CharContinuatioaRate’,
*TLDLegitimatePreb', 'UBLCharProb’, 'TLDLength®, 'MoDfSubDomain®,
‘MasObfuseation®, ‘NoDFObfuscateaChar®, -ObfuscationRatio”,
"MolfLettersTalRL®, “LetterRatioTalURL®, "Nol+DegitsInURL®,
‘DegitRatioTnURL', *HoOFEqualsInURL®, NoOFQMarkInURL',
*MolfAmpersand IRl , ‘NoOfOtherSpecialCharsInURL",
*SpacialCharfatielnURL', "IsHTTRS', 'Line0fCode’, 'LargestLinelength’,
‘HasTitle, 'Title', 'DonainTitleMatchScore', "URLTitleMatchScore®,
‘MasFaviecon', “Rebots®, ‘TsResponsive’, “No0FURLRedirect”,
"MolfSelffedirect’, “HasDescription®, 'MofPopup’, "MoOFiFrame’,
‘HasExternalFormsubnit', ‘HasSocialNet’, “HassubmitButten®,
"HasHiddenFields', 'HesPasswordField', 'Bank', "Pay’, 'Crypte’,
"HasCopyrightInfe', "HoOfInage®, 'MoFCSS®, 'NoDFIS', 'MoDfSalffet’,
"MoFEmptyRes’, MoOFExternalRef’ ]}

GELERRemumnp e

In [4]: | 1 df.head()

out[4]: URL  label

Fig 7

Experiment 3



:Jupyter Experiment3 Last Checkpaint: 0832024 [aulosaved) .I
File  Efit  View Insed  Cell  Kernel  Widgets  Help - | Pythan 3 (ipyiemel; Q0

Bl LRI DI v [=]
1 B4 | AMpOTT

LENSUrTION a5 LT |
B5  From tensorflow.keras models impoart Sequential
B6  from tenserflow. keras.layers import Dense
« = 4
In [2]:| 1 | pewdf=pd. read_csv( ' PRIUSITL_Phishing URL_Dataset.esv')
In [3]: | 1  df= newdf.drop({columns = ['FILEMAME', URLLength’, 'Demain’, 'Demainlength’, 'TsDomainIP',
2 "TLD", "URLSimilarityIndex®, ‘CharContinuationRate’,
3 'TLDLegitinateProt', "URLCharProb', "TLOLength®, 'MoOfSubDomain’,
4 "HazObfuscation®, 'NolfObfuscatedChar”, "ObfuscationRatio”,
5 "NoOflettersInURL ', "LetterfaticInURL", "MolfDegitsInURL",
[ ‘DegitRatiolnURL’, "NoOFEqualsInURL", 'NoOFQMarkInURL",
7 "NoOfampersandINURL" , ' NolFOtherSpecialCharsInURL ",
B *SpacialCharRaticIalRL', "ISHTTPS', 'LineDfCode’, ‘LargestLinelength’,
9 "HasTitle®, 'Title', 'DomainTitleMatchScore'; "URLTLtleMatchScore';
18 "HasFavicon', 'Rebets', 'IsResponsive’, "NolFURLRedirect’,
11 "MoOfSelfRedirect', "HasDescriptica’, 'MoOfPopup’, "NoOFiFrame’,
12 "HasExternalFormSubnit’, "HasSocialNet®; "HasSubmitButton®,
13 "HasHiddenFields', 'HasPasswerdField', 'Bank’, 'Pay’, 'Cryptae’,
14 "HasCopyrightInfe', "NeOFImage’, 'NoDFCSS™, "MoO¥1S", 'MoDfSelffef’,
15 "NoOFEmptyRes ', MoOfExternalRef' ]}

In [4]:| 1 df.renamefcolumns= {"URL': "url’}, inplace=True} |

In [s];| 1 | df. infa() |

<class "pandas.core.frane.DataFrang’ »
RangeIndex: 215795 enteles, O to 235724
Date columns (tetal 2 columns):

¥ Column Mes-Hull Comnt  Diype

8 wrl 235795 non-null  oiject

1 label 235795 non-null  inted
diypes: intGa(1), object{l}

menory usage: 1.6+ M3

In [G6]: import pandas as pd

import ipaddress

inport re

import urllib.request

from bsd import BeawtifulSoup

import socket

import requests

#from gosglesearch import search

import whols

from datetine import date, datetime

import time

from dateutil.parser import parse as date_parse
From urllib.parse impert urlpar<e

from bsd impert BeautifulSoup, XMLParsedAsHTMLWarning

import warnings

# Lood the yplooded dofoset

Bdf = newdf
Warnings. filterwarnings| "ignere”, category=)XMLParsedAsHTMHarning)

ERREUERE LR ER v un e wn e

22 elass FeatureExtraction:

23 def _ init_ (self, wrl):
24 self. features = []
5 self.url = url

26 self.domain = ™"

Fig 8

Web URL Detector



nstall the latest PowerShell for new features and improvements! https://aka.ms/PSWindom

S \Documents\NCI Studies\Semester 3\Practicum 2\Project Code\Phishifg\Experiment2> python .\app.py
:\Python312\Lib\site-packages\sklearn\base.py:376: InconsistentVersionWarning: Trjing to unpickle estimator Degisio
pClassifier from version 1.5.0 when using version 1.5.1. This might lead to breaking c®¢anor invalid resulse®™Use at
own risk. For more info please refer to:
ttps://scikit-learn.org/stable/model_persistence.html#security-maintainability-limitations
warnings.warn(
:\Python312\Lib\site-packages\sklearn\base.py:376: InconsistentVersionWarning: Trying to unpickle estimator RandomFo
Classifier from version 1.5.0 when using version 1.5.1. This might lead to breaking code or invalid results. Use at
own risk. For more info please refer to:
ttps://scikit-learn.org/stable/model_persistence.htmlitsecurity-maintainability-limitations
warnings.warn(
* Serving Flask app
* Debug mode: on
NFO:werkzeug:

app

* Runningf(on http://127.0.0.1:5000
NFO:werkzelys
NFO:werkzeug: * rReStembimg=wili stat
:\Python312\Lib\site- packages\sklearn\base py:376: InconsistentVersionWarning: Trying to unpickle estimator
bClassifier from version 1.5.0 when using version 1.5.1. This might lead to breaking code or invalid results.
own risk. For more info please refer to:
ttps://scikit-learn.org/stable/model_persistence.html#security-maintainability-limitations
warnings.warn(
:\Python312\Lib\site-packages\sklearn\base.py:376: InconsistentVersionWarning: Trying to unpickle estimator
Classifier from version 1.5.0 when using version 1.5.1. This might lead to breaking code or invalid results.
own risk. For more info please refer to:
ttps://scikit-learn.org/stable/model_persistence.html#tsecurity-maintainability-limitations
warnings.warn(

@ URL detection

127.0.01

PHISHING URL
DETECTION

Enter URL

Check here




2 Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWips@us

PS Jocuments\NCI Studies\Semester 3\Practicum 2\Project Code\Phishiria\Experiment3> python .\app.py
C:\rytnonsizyLip\site-packages\sklearn\base.py:376: InconsistentVersionWarning: Try¥aa to unpickle estimator Deci#ionTre
eClassifier from version 1.5.0 when using version 1.5.1. This might lead to breaking coae™em.invalid resulése™ Use at you
r own risk. For more info please refer to:
https://scikit-learn.org/stable/model_persistence.html#security-maintainability-limitations

warnings.warn(
C:\Python312\Lib\site-packages\sklearn\base.py:376: InconsistentVersionWarning: Trying to unpickle estimator RandomFores
tClassifier from version 1.5.0 when using version 1.5.1. This might lead to breaking code or invalid results. Use at you
r own risk. For more info please refer to:
https://scikit-learn.org/stable/model_persistence.html#security-maintainability-limitations

warnings.warn(

* Serving Flask app 'app

* Debug mode: on
INFO:werkzeug:

* Running ofi http://127.0.0.1:5001
INFO:werkzeug
INFO:werkzeug: * Restanting.eadil stat
C:\Python312\Lib\site-packages\sklearn\base.py:376: InconsistentVersionWarning: Trying to unpickle estimator DecisionTre
eClassifier from version 1.5.0 when using version 1.5.1. This might lead to breaking code or invalid results. Use at you
r own risk. For more info please refer to:
https://scikit-learn.org/stable/model_persistence.html#security-maintainability-limitations

warnings.warn(
C:\Python312\Lib\site-packages\sklearn\base.py:376: InconsistentVersionWarning: Trying to unpickle estimator RandomFores
tClassifier from version 1.5.0 when using version 1.5.1. This might lead to breaking code or invalid results. Use at you

&¥ URL detection X +

127.0.0.1

PHISHING URL DETECTION

Enter URL

Check here




PHISHING URL DETECTION PHISHING URL DETECTION

Enter URL Enter URL

Check here

Website is 87% unsafe to use... Website is 98% safe to use...
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