
 
 

 
 
 
 
 
 
 
 
 
 

 

Configuration Manual 
 
 
 
 
 

MSc Research Project  
MSc in Cybersecurity 

 
 
 

Dharani Muruga Prasad  
Student ID: 22208593 

 
 
 

School of Computing  
National College of Ireland 

 
 
 
 
 
 
 
 
 
 
 

Supervisor: Prof. Vikas Sahni 



 

 
National College of Ireland 

 
MSc Project Submission Sheet 

 
School of Computing 

 
Student 
Name: 

 
Dharani Muruga Prasad 

 
Student ID: 

 
22208593 

 
Programme: 

 
MSc in Cybersecurity 

 
Year: 

 
2023-2024 

 
Module: 

 
Practicum 

 
Lecturer: 

 
Prof. Vikas Sahni 

Submission 
Due Date: 

 
12/08/2024 

 
Project Title: 

 
Implementing a Next Gen CASB for Data Loss Prevention 

Word Count: 
 
1434                                                             Page Count: 13 

 
I hereby certify that the information contained in this (my submission) is information 
pertaining to research I conducted for this project.  All information other than my own 
contribution will be fully referenced and listed in the relevant bibliography section at the 
rear of the project. 
ALL internet material must be referenced in the bibliography section.  Students are 
required to use the Referencing Standard specified in the report template.  To use other 
author's written or electronic work is illegal (plagiarism) and may result in disciplinary 
action. 
 
Signature: 

 
Dharani Muruga Prasad 

 
Date: 

 
11/08/2024 

 
 
PLEASE READ THE FOLLOWING INSTRUCTIONS AND CHECKLIST 
 
Attach a completed copy of this sheet to each project (including multiple 
copies) 

□ 

Attach a Moodle submission receipt of the online project 
submission, to each project (including multiple copies). 

□ 

You must ensure that you retain a HARD COPY of the project, 
both for your own reference and in case a project is lost or mislaid.  It is 
not sufficient to keep a copy on computer.   

□ 

 
 
Assignments that are submitted to the Programme Coordinator Office must be placed 
into the assignment box located outside the office. 
 
Office Use Only 
Signature:  
Date:  
Penalty Applied (if applicable):  



1 
 

 

 
 

Configuration Manual 
 

Dharani Muruga Prasad 
22208593 

 
 
 

1 Prerequisites 

The following licenses are the minimum requirements to implement DLP in Microsoft 
Defender for Cloud Apps by integrating Purview and Defender. Trial versions of the below 
were used for the project. 

 Microsoft 365 E5 Compliance 
 Microsoft Defender for Office 365 (Plan 2) 

 Office 365 E5 (no Teams) 

 Exchange Online Protection 

2 Configure and connect portals 

1. Create a domain and email address to be used in all the portals. 
2. Be a Global Administrator or a Security Administrator to setup Defender for Cloud 

Apps. 
3. Login to the Microsoft Defender Portal1 and access the Cloud Apps section. 

 
Figure 1: Defender for Cloud Apps (Batami Gold et al., 2024) 

2.1 Microsoft Information Protection 
1. In the Microsoft Defender Portal, select Settings, choose Cloud Apps, go to 

Information Protection-> Microsoft Information Protection. 

 
 
1 https://security.microsoft.com/ 
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2. Select ‘Automatically scan new files for sensitivity labels from Microsoft Purview 

Information Protection and content inspection warnings’, under Information 
Protection settings. 

3. Click on Files, choose ‘Enable file monitoring’.(Batami Gold, Jeff Borsecnik, et al., 
2023) 

 
Figure 2: Microsoft Information Protection 

2.2 Microsoft 365 
1. To monitor Microsoft 365 activities in Defender for Cloud Apps. Auditing should be 

enabled in Microsoft Purview. 
2. To connect to Microsoft 365, in the Microsoft Defender Portal select Settings. Then 

choose Cloud Apps. Under Connected apps, select App Connectors. 

 
Figure 3: Microsoft Defender 

3. On the App connectors page, click on +Connect an app, and then select Microsoft 365 
from the drop down. 

4. Select the required options on the Microsoft 365 components page and click on 
‘Connect’. 

5. Select ’Connect Microsoft 365’, on the ‘Follow the Link’ page. 
6. After Microsoft 365 is displayed as successfully connected, select Done.(Batami Gold, 

Alex Buck, et al., 2023) 
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2.3 Microsoft Purview 
1. Login to the Purview2 portal, access ‘Data Loss Prevention’ from Solutions. 

 
Figure 4: Data Loss Prevention 

2. Check if there are necessary permissions to create policies 

3 Configure environment 

1. All information related to licenses assigned to different users, permissions, users and 
groups, role assignments can be found in the Microsoft 365 admin center3 portal. 

2. Links to other admin center pages can also be found on this page. 
3. Users and Groups are created, permissions and licenses are assigned by Least 

Privilege. 

 
Figure 5: Microsoft 365 Admin Centre 

4. Distribution lists and shared mailboxes are configured. 

4 DLP Planning 

1. Navigate to ‘Information Protection’ on the Purview4 portal. 

 
 
2 https://compliance.microsoft.com/ 
3 https://admin.microsoft.com/ 
4 https://compliance.microsoft.com/ 
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2. Activate default sensitivity labels (Personal, Public, General, Confidential, Highly 
Confidential) or create custom labels according to requirements of the organization. 

 
Figure 6: Sensitivity Labels 

3. Enable sensitivity labels for SharePoint and OneDrive. This step is a prerequisite to 
use sensitivity labels in Office for the web, and auto-labelling policies for SharePoint 
and OneDrive 

4. Built in Sensitive Information Types (SIT) like PPSN, Driving License for different 
countries, etc. can be used or if the pre-configured types do not suit the organization’s 
needs, custom SITs can be created. 

 
Figure 7: Sensitive Information Types 

5 Policy Configuration 

Test case – Policy to block sharing of sensitive data with external users via OneDrive and 
SharePoint. 
Requirements – Sharing of files containing confidential data like credit card data, personal 
data, etc. in OneDrive and SharePoint to all external recipients needs to be blocked. Every 
time a file is shared, an email notification must be sent to the security team and then blocked. 
The user should be alerted within the interface. 

1. In the Purview portal, select Data loss prevention, then Policies, next +Create 
policy. 
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Figure 8: Create DLP policy 

2. From both the Categories list and the Regulations list, Select Custom, click on Next. 
3. Enter a Name and Description for the policy. 
4. On the Assign admin units page, let the default set to Full Directory. 
5. Choose the location where the policy should be applied to. 

 Select OneDrive accounts and SharePoint sites and deselect all other locations. 
6. Click on Done and Next 
7. Create or customize advanced DLP rules is already selected on the Define policy 

settings page, choose Next. 
8. Select + Create rule on the Customize advanced DLP rules page. 
9. Use the following values in the Add condition option 

 Choose Content is shared from Microsoft 365. 

 Select with people outside my organization. 
10. Create a second condition, select Content contains 
11. Add > Sensitivity labels > and then Confidential. 

 
Figure 9: Advanced DLP rules 

12. Use the below values in Actions 
 Restrict access or encrypt the content in Microsoft 365 locations. 
 Block only people outside your organization. 



6 
 

 

 
Figure 10: Actions 

13. Toggle User Notifications on. 
14. Choose Notify users in Office 365 services with a policy tip and then select Notify 

the user who sent, shared, or last modified the content. 
15. Make sure Allow override from M365 services is not selected under User 

overrides. 

 
Figure 11: Send alert 

16. In Incident reports: 
 Set Use this severity level in admin alerts and reports to High. 
 Toggle Send an alert to admins when a rule match occurs to On 

17. Select Save and Next. 
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Figure 12: Rule page 

18. Choose the required Policy mode, Next and Done. (Chris Fox MSFT, Katy Koenen 
and Robert Mazzoli, 2024) 

6 Alerts 

 
Figure 13: Policy tip 

 

 
Figure 14: More Options for policy tip 
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Figure 15: Popup 

 

 
Figure 16: Alert when trying to share 

7 Alert Dashboard/Notification 

1. Alerts can be viewed in the Purview Dashboard 

 
Figure 17: Purview Alert Dashboard 

2. Since Defender is connected, alerts can also be viewed there 

 
Figure 18: Defender Alert Dashboard 
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3. Email notification is also received if an alert is triggered. 

 
Figure 19: Email notification 

8 Advanced Threat Hunting 

KQL queries can be used to view raw data and proactively detect threats. It also provides 
more details about the activity. 
 
Test case – Identify if a document was accessed by a user on OneDrive/SharePoint 
The time range specified in advanced hunting will determine the information that is returned 
by this query from OneDrive for Business and SharePoint Online. Verify with whom certain 
files have been shared for SharePoint and OneDrive DLP alerts, and it provides external 
access and file sharing history.  

1. In the Defender portal, select Advanced Hunting, under Hunting. 

 
Figure 20: Advanced Hunting 
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2. Select time range for query 

 
Figure 21: Query editor 

3. There are tables available on the left side to query data. 
4. Queries in advanced hunting are based on Kusto Query Language(KQL) 
5. Run the query once inserted, to see the results. 

 
Figure 22: Results 
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