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Implementing a Next Gen CASB for Data Loss 
Prevention 

Dharani Muruga Prasad  

22208593  
 

Abstract 
 
There is hardly any organization that can handle a data breach, which is why Data Loss 

Prevention (DLP) has become a crucial concern. Data breaches have gained global 
attention as organizations become more dependent on digital data, cloud services, and 
remote connectivity. Although cloud applications reduce costs and increase productivity, 
guarding and monitoring data in this environment is equally important. As more users 
connect directly to cloud services, there is an increased need to secure data stored in the 
cloud to meet compliance, privacy, and security requirements. Traditional DLP solutions 
largely fail to secure cloud data due to a lack of  visibility and control over cloud activities 
which makes it essential for organizations to implement a Cloud Access Security Broker 
(CASB). This study explores the benefits and challenges of implementing DLP in CASB, 
emphasizing the importance of a unified approach to data security in the cloud era. It 
further assesses whether Defender for Cloud Apps is effective in protecting organizations 
from data threats in the cloud. 

1 Introduction 

Organizations are shifting to cloud through various forms like SaaS, IaaS, and PaaS at a 
rapid rate. By 2025, 85% of organizations will be “cloud first”, and the cloud market is 
projected to grow up to 1.6 trillion US Dollars by 2030 (Jayaraman Soundarya, 2024). 

 
Figure 1: Cloud Computing Market 

A lot of users and devices are categorized into IoT, remote, shadow IT, user-managed 
devices (BYOD). In such diverse and changing environments, legacy security solutions are not 
efficient. It is highly necessary to monitor and control the usage of cloud applications to ensure 
enterprise security. Instead of entirely deleting cloud services and potentially affecting the 
organization’s productivity, companies can adopt a new solution to mitigate this gap and secure 
their infrastructure. Cloud Access Security Broker (CASB) emerges as an advanced security 
technology customized to tackle threats in the cloud. 



2 
 

 

 “Cloud access security brokers (CASBs) are on-premises, or cloud-based security policy 
enforcement points, placed between cloud service consumers and cloud service providers to 
combine and interject enterprise security policies as the cloud-based resources are accessed” is 
the definition by Gartner. (Gartner, n.d.)1 A CASB whether hosted in the cloud or implemented 
on-premises, acts as an intermediary between cloud service providers and users, enabling 
organizations to securely access the cloud while protecting sensitive data. It provides an 
oversight and manages risks and data through auto-discovery to find all third-party cloud 
applications, assess the risk level associated with each of them and  monitor their usage. This 
data is then used to create and enforce policies. By implementing a CASB, organizations can 
improve data protection, compliance, threat detection and visibility across all their cloud 
services. A CASB solution can be deployed on-premises or in the cloud using Forward Proxy, 
Reverse Proxy, or API-Control configurations. 

 
Figure 2: Data Breaches (IT Governance, 2024)  

One major issue these days is that businesses lose confidential data. The risk has grown 
much larger as more and more companies store their data in the cloud. This data can be lost in 
many ways; when an employee makes a mistake, data gets deleted by accident, or hackers 
attack. Data loss can cost a business significantly and affect the company's reputation. These 
risks make it extremely important for companies to be aware of and try everything possible to 
prevent the loss of their data when using cloud services. The companies must take strong 
measures to protect their information. This includes applying proper security methods, 
checking systems often, and training workers on how to keep data safe. Besides this, companies 
should always have a backup plan in case they lose data so that they can get back on their feet 
as fast as possible in the event of a data breach. 

Data loss prevention (DLP) is a comprehensive approach aimed to protect a company's 
valuable data from potential threats from either internal or external sources. This approach 
makes use of several services and procedures that collaborate to identify and protect an 
organization's data assets in accordance with a company-established data handling policy. Data 
handling policies are created by organizations specifically for the kinds of data they handle and 
retain. These regulations, which may include adhering to PCI-DSS or HIPAA requirements, 
must be in accordance with the business's operational demands. DLP solutions identify policy 

 
 
1 Gartner - https://www.gartner.com/en/information-technology/glossary/cloud-access-security-brokers-
casbs 
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breaches, address and resolve the issue by triggering alerts, notifying users and adhering to 
compliance by implementing safety measures such as clearing the clipboard after a user copies 
unauthorized data. 

One of the key benefits of implementing a CASB is its enhanced visibility and centralised 
management of data in the cloud. With the help of a CASB, organizations can monitor users’ 
activities, prevent unauthorized access to sensitive data and enforce data loss prevention 
policies. For example, a CASB can regulate the sharing of private information externally or 
block uploading specific file types to the cloud. It provides security against different data 
threats by proactively identifying and remediating any suspicious activity. CASBs can detect 
unauthorized access, malicious file extensions and other cyber threats that might compromise 
the data. Additionally, administrators can be notified about any unusual activity or policy 
violations, ensuring timely to action avoid potential damage. The key element of any 
organization’s data loss prevention strategy for the cloud is the utilization of a CASB solution. 
By ensuring regulatory compliance, threat protection, data control and visibility, and 
compatibility with other security tools, CASBs play an important role in helping businesses in 
protecting their data in the cloud and preventing financial damage of data breaches. 

Organizations are forced to put strict measures in place to protect their sensitive data 
from unauthorized disclosure due to the rising number of data breaches. CASBs offer a highly 
effective solution to protect data from unwanted access. A CASB solution essentially acts as 
an intermediary between businesses and cloud providers. Organizations can lower the risk of 
data loss by improving their monitoring and management of cloud apps with the use of a CASB 
solution. 

1.1 Research Question: How can the implementation of Data Loss Prevention (DLP) 
in Cloud Access Security Broker (CASB) platforms enhance data protection and 
security in cloud environments? 

1.2 Structure of the report: This study describes a DLP solution implemented in a Next 
Gen CASB to secure data on the cloud. Section 2 comprises detailed research in this field 
including subsections for CASB, DLP, Cloud security, related work that led to this 
project and justification for the choice of platform. The research methodology used is 
detailed in Section 3. Section 4 covers the design specifications and Section 5 details the 
implementation. Evaluation of the results is explained in detail in Section 6. Section 7 
covers the conclusion and addresses future work. 

2 Related Work 

2.1 CASB 
The main contributions of (Javed et al., 2024) are creating a way to ensure log integrity using 
blockchain, building a prototype, and providing a security analysis. However, the approach 
faces issues like performance slowdowns, scalability problems, integration difficulties, privacy 
concerns, regulatory compliance challenges, and limited use beyond remote health monitoring.  
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Main contributions of (Chimpiri, 2024) include real-time monitoring across cloud 
environments, granular policy enforcement, data loss prevention, compliance monitoring, and 
multi-cloud integration. The paper highlights CASB's role in enhancing visibility, control, and 
security consistency in multi-cloud setups. However, limitations of the study include lack of 
performance metrics, absence of comparisons with other CASB solutions. 

A key contribution (Ramesha and Sahni, 2023) is an XDR (Extended Detection and Response) 
framework enhanced by machine learning, which can collaborate with CASB to supervise and 
identify threats dynamically. The research utilizes Principal Component Analysis (PCA) as an 
unsupervised learning method to minimize data loss and reveal patterns in user engagements 
with cloud resources.  

(Reddy et al., 2023) explains major features, including user activity monitoring, access control, 
anomaly detection of UEBA and machine learning. Precautionary measures, including multi-
factor authentication, are also a part of this research. False positives and the difficulty of 
moving against the evolving threat are some of the limitations. The paper concludes that 
CASBs secure the cloud but need continuous development to remain effective. 

The authors in (Bs, Arvindhan and Kalimuthu, 2023) have proposed that CASBs are essential 
in safeguarding sensitive data against unauthorized access and ensuring compliance with 
regulatory mandates. However, the research is missing a detailed assessment of the efficiency 
of CASBs in boosting security within cloud computing infrastructures, with limited research 
data to validate the statements made by the authors. 

In (Kharb and Chahal, 2023), authors discuss the advantages of integrating CASBs like 
improved cloud security, more visibility and better management of cloud operations, 
enforcement of compliance, and safeguarding against internal threats. They also argue that 
enterprises must consider obstacles like performance impact, issues related to data 
confidentiality, and the intricacy of integration during CASB deployment.  

(Collier, 2023) highlights the contribution of CASBs in increasing security through visibility, 
compliance, and data protection in the cloud. It emphasizes the importance of understanding 
organizational needs and the regulatory landscape when selecting a CASB However, 
drawbacks are that the integration of such solutions with the existing systems of the 
organizations may be complex and that their effectiveness may differ; therefore, it may be 
challenging to achieve the maximum security. 

(Bhattacharya et al., 2021) propose a dynamic CASB model, which integrated machine 
learning techniques for real-time monitoring and analysis of user behaviour for detecting 
security threats and anomalies. Key contributions include an adaptive framework to cut down 
time to respond to threats and low false positives in security alerts. On the other hand, heavy 
dependency on huge data sets for training the AI models and probable challenges in 
customizing the system to diverse cloud environments are some of the limitations of this study. 
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Key contributions of (Brouwer and Groenewegen, 2021) include proposing a definition of 
CASB, exploring the relationship between CASB and Shadow IT, analysing how leading 
CASB vendors address Shadow IT, and investigating ways to mitigate administrative overhead 
in CASB implementations. Limitations of the study include: a focus on the Dutch market which 
may not be applicable globally, reliance on a limited number of trial environments from 
vendors, and potential bias in the semi-structured interview process. 

The main contribution of (Obregon, 2021) is a thorough analysis of the design and deployment 
methods of CASBs as well as important components including threat prevention, DLP, and 
access control. The significance of CASBs in resolving security issues in cloud environments, 
particularly those related to data protection and compliance are emphasized in the white paper. 
However, there are many drawbacks in the study, such as the absence of research data from 
actual CASB deployments, the lack of a comparative analysis between various CASB 
manufacturers, and the incomplete examination of potential challenges associated with CASB 
implementation.  

The main contribution of (Ahmad, Mehfuz and Beg, 2021) is the development of an XDR 
model that provides dynamic monitoring of user behaviour through unsupervised learning 
techniques, including the PCA algorithm, to look for anomalies and reduce threats. This paper, 
however, has recognized some of the limitations, such as the challenges to real-time 
implementation of machine learning and the need for constant data inputs to maintain 
effectiveness against security threats that are continuously changing. 

(Ahmad, Mehfuz and Beg, 2020) emphasizes that CASB is critical for ensuring compliance 
and visibility over cloud applications used by remote workers. However, this short review has 
some drawbacks, it misses technical depth or details about specific case studies of the 
implementation of CASB. It does not investigate some of the problems that might be faced in 
deploying CASB solutions for remote work settings or compare CASB vendors.  

(Khan, no date) highlights the significance of upholding a strong security stance in cloud 
environments to safeguard sensitive data, guarantee regulatory adherence, and maintain 
customer confidence is underscored. The paper also delves into the functionalities and 
advantages of CASBs, alongside their constraints and hurdles. Challenges discussed include 
the integration with diverse cloud services, performance impact, and intricate policy 
administration.  

This paper (Choudhary et al., 2022) analyses the evolution and compares different CASBs in 
the market. It contributes by reviewing various CASB solutions, tracing their development, 
and comparing their features and capabilities. The study offers insights into CASB adaptation 
to emerging security challenges and provides a framework for evaluating CASB solutions. 
Limitations include the rapid pace of change in cloud security, potentially outdating some 
comparisons, and possible constraints in the selection of CASBs analysed.  

The white paper (Tayouri et al., 2022) speaks about features like DLP and access control, it 
also mentions the challenges like possible performance degradation and complications with 
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integration. The basic emphasis of (Yiliyaer and Kim, 2022) is that CASBs are needed as part 
of a suite of security tools aided with Software-Defined WAN and endpoint security to extend 
protection end to end. Both papers agree on the point that careful implementation to maximize 
the benefits of CASBs on one side, and to alleviate the existing limitations such as complexity 
and potential performance issues, is crucially important. 

The major contributions of (Selvam, 2022) are current issues in cloud security, a model to 
integrate CASB, and implementation considerations. However, the paper has some limitations 
- it lacks empirical data or case studies to support its claims and doesn't thoroughly address 
potential drawbacks or challenges of the CASB approach. Additionally, more details on the 
technical implementation and performance impacts would have strengthened the paper. 

(Ahmad et al., 2022) contributes by identifying key trends and gaps in CASB literature, 
focusing on implementation, security features, and cloud integration. The paper highlights 
CASBs' evolving role in data protection, access control, and compliance across cloud 
platforms. Limitations include the rapidly changing nature of cloud security, potential gaps in 
existing research, and possible selection bias in the review process. The study offers a 
comprehensive overview of CASB research, providing insights for both academic and practical 
applications in cloud security. 

2.2 Cloud Security 
(Bhansali, 2023) and (Kumar and Gupta, 2023) highlight various issues of cloud security that 
CASBs will protect against data breaches, unauthorized access, encryption, compliance, and 
threat detection. Lack of visibility and control in cloud environments is the biggest issue 
CASBs’ address. Issues to be targeted include multi-cloud environments, data protection, and 
prospective security trends like AI and blockchain corresponding to functionalities and 
enhancements. In general, CASBs add a lot of value to the cloud security controls that has been 
talked about in these papers, through centralized visibility, control, and policy enforcement 
across multiple cloud services. 

2.3 DLP 
Different DLP strategies are strongly recommended by the author of (Kodurupati, 2022) like 
strict access control, monitoring the movement of data in real time, and educating employees. 
Conversely, (Shahzad and Machado de Sousa, 2021) sheds light on the challenges encountered 
by CSPs in protecting customer data from insider threats. The importance is reinforced with 
CSPs putting into place strong DLP measures, non-disclosure agreements and service-level 
agreements to ensure data privacy. Both papers focus on the multi-faceted nature of DLP, 
which clearly indicates that there is a need for solutions to be customized to vulnerabilities 
within an organization and specific cloud environments. 

2.4 Research Niche 
(Deloitte, 2021) highlights Deloitte's integrated approach to data discovery, classification, 
DLP/CASB, and data obfuscation. The document emphasizes their capabilities in addressing 
regulatory requirements, emerging threats, and business challenges through strategy, 
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governance, process, and technology implementation. Limitations include resource-intensive 
implementation, integration challenges with existing systems, and the need for continuous 
updates to address evolving threats and regulations. 

Key contributions of (Wason, Aghili and Zavarsky, 2020) include a comprehensive framework 
combining CASB functionalities and deployment strategies. The model addresses visibility, 
data protection, threat prevention, and compliance across multiple cloud services. Limitations 
include lack of real-world validation, possible oversimplification of complex environments, 
and insufficient consideration of implementation challenges or costs. It does not adequately 
address adaptability to evolving technologies or compare the model with other CASB 
approaches. 

Key contributions of (Kaur and Gupta, 2019) include increased visibility into cloud application 
usage, effective threat protection, and access control, all of which work together to improve 
DLP policies. The paper has some drawbacks, including the difficulty of integrating CASBs 
with the current IT infrastructure, the possibility of false positives in threat detection, and the 
requirement for user training to ensure compliance with security guidelines. 

2.5 Microsoft Defender for Cloud Apps 
Microsoft Defender for Cloud Apps has advanced from a CASB to a comprehensive SaaS 
security platform. Customers experience new problems in app protection, and as new attack 
routes emerge in the kill chain, they require current methods to defend their SaaS apps. 
Defender for Cloud Apps combines key CASB concepts with new SaaS app-protection 
technologies, ensuring customers have complete app coverage. It adds extra capabilities that 
go beyond the boundaries of a typical cloud access security broker (CASB) to improve app 
security and protect against malicious cloud apps. Provides comprehensive app coverage by 
combining SaaS security posture management, data loss prevention, app-to-app protection, and 
integrated threat protection. 

3 Research Methodology 

Defender for Cloud Apps detects sensitive information, helps organizations protect it with data 
loss prevention (DLP) features, and helps in responding to sensitivity labels on content that is 
identified. The integration of Defender for Cloud with Microsoft Purview facilitates security 
teams in leveraging out-of-the-box data classification types within their information security 
rules. No matter where the information is accessed from, Microsoft offers a wide range of data 
loss prevention capabilities to make sure it is protected. To find sensitive data files and 
determine where and by whom it is being accessed, it connects with SaaS apps. The following 
controls can be put in place by organizations to protect this data: 

 Put a sensitivity label on it 

 Prevent downloads to unmanaged devices 

 Remove external contributors on sensitive files. 
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Figure 3: Microsoft Purview (Carol Bailey et al., 2024) 

Phase 1: Data Discovery 
Connecting cloud apps to Defender for Cloud Apps is the first step towards discovering which 
data is being used in organizations. Once linked, Defender for Cloud Apps can scan data, apply 
classifications, and enforce policies and controls. The way apps are connected determines how 
and when scans and controls are implemented. One of the following methods can be used to 
connect apps: 

 App connector: Microsoft's app connectors rely on APIs provided by app vendors. They 
give more visibility and control over the apps utilized in the organization. Scans are 
performed on a regular basis (every 12 hours) and in real time (when a change is 
identified). 

 Conditional Access App Control: Apply controls to any app with 
Microsoft's Conditional Access app control solution, which leverages a reverse proxy 
architecture that is connected to Microsoft Entra Conditional Access. 

Defender for Cloud Apps checks every file a program uses after it is connected to it via API 
connection. To get a summary of the files shared by the cloud apps, their accessibility, and 
their current state, access Files under Cloud Apps in the Microsoft Defender Portal. 

Phase 2: Classification of sensitive information 
1. Organizations must first determine what is classified as sensitive information for them 

before scanning through files for it. Microsoft provides over 100 pre-defined sensitive 
information types as part of its data classification service, or businesses can design their 
own to meet their specific policies. The same sensitive types and labels are accessible 
across Defender for Cloud Apps and Microsoft Purview Information Protection because 
to their native integration. Therefore, companies who wish to specify sensitive 
information can do so by visiting the Microsoft Purview Information Protection portal. 
Once developed, the information will be accessible in Defender for Cloud Apps. 
Advanced categorization kinds like fingerprint and exact data match (EDM) are also 
available. 

2. Information protection is enabled 
3. Once the types of information to be protected are identified, different policies can be 

created to monitor the data 

Phase 3: Protect the data 
The actual need is to protect sensitive data from possible threats now that it can be identified 
in files. When an event is discovered, it can be manually resolved, or the files can be secured 
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by using one of Defender for Cloud Apps' automatic governance steps. Among actions are real-
time monitoring, actions provided by APIs, and native controls for Microsoft Purview 
Information Protection, among others. The type of policy being configured determines the type 
of governance that is used, like: 

1. File policy governance actions: Uses Microsoft's native integrations and the API of the 
cloud app provider to secure files 

2. Session policy controls: Employs reverse proxy features to secure files 

Phase 4: Monitoring and Reporting 
All the necessary policies are in place to identify and secure the data. The dashboard can be 
monitored daily to check if there are any new alerts. It's a good location to track the state of 
organization's cloud environment. The dashboard assists in understanding the events and, if 
required, start an investigation.(Batami Gold et al., 2024) 

 
Figure 4: Methodology (Chris Fox MSFT et al., 2024) 

Defender for Cloud Apps operates by using a reverse proxy to connect the user and the cloud 
application securely, enabling DLP and session controls in real time on the cloud app. Since 
all data passes over the proxied connection, it has access to all data that is sent between the 
cloud app and the user device. The change in the domain is evidence of this. 

 
Figure 5: Data flows through the MDCA proxy between the device and the cloud app (Arjun 

Ramakrishnan, 2023)  

4 Design Specification 

Organizations require a mechanism that helps in preventing their users from incorrectly sharing 
sensitive data with people who shouldn't have it to protect this sensitive data and reduce the 
risk from oversharing. This approach is called data loss prevention (DLP). By creating and 
implementing DLP policies, businesses can prevent data loss in Microsoft Purview. A DLP 



10 
 

 

policy allows companies to detect, monitor, and automatically secure confidential data across 
all applications. 

DLP policies allow organizations to monitor user behaviour when it comes to sensitive data in 
use, transit, or rest and then take appropriate action. For instance, when a user tries to perform 
an unauthorized action, such as copying sensitive data to a forbidden location or sending 
medical information in an email, DLP can:  

 Display a pop-up policy tip alerting user the possibility that they might be trying to 
inappropriately share classified data. 

 Block the sharing and use a policy tip to allow overriding of block by user to record 
user justification. 

 For data at rest - block the sharing without override option 

 Lock and transfer sensitive items to a secure quarantine location. 

 
Figure 8: Architecture Diagram 

4.1 Tools Used and Pre-requisites 

Table 1:  Tools and licenses 

Tool License 
Microsoft Purview Microsoft 365 E5 Compliance 
Microsoft Defender  Microsoft Defender for Office 365 (Plan 2) 
Office 365 Office 365 E5, Exchange Online Protection 

 

5 Implementation 
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Organizations can deploy Microsoft Purview Information Protection's sensitivity labels 
automatically with Microsoft Defender for Cloud Apps. Depending on how the label is 
configured, these labels can apply encryption for further security when applied to files as a file 
policy governance action. Investigating files can also be done through the Defender for Cloud 
Apps site by filtering for the applied sensitivity label. Organizations can have more control and 
visibility over your sensitive data in the cloud by using labels. It only takes enabling one 
checkbox to integrate Microsoft Purview Information Protection with Defender for Cloud 
Apps. Organizations may utilize the full potential of both services and secure files in your cloud 
by integrating Microsoft Purview Information Protection with Defender for Cloud Apps.(Chris 
Fox MSFT et al., 2024) 

5.1 DLP Planning 
1. DLP policies can be adopted across all departments any organization once they are 

implemented. Businesses should appoint stakeholders who can: 

 Outline the laws, regulations, and industry standards the organization must 
comply with. 

 Determine which categories of sensitive assets need protection. 

 Evaluate which business processes they are utilized in, and which risky 
activity needs to be restricted. 

 Based on the risk and sensitivity, prioritize which data should be protected 
primarily 

 Detail the process for reviewing and remediating DLP policy match events. 
2. Sensitivity labels and policies to protect the data of organizations are defined: These 

labels can apply protection actions including content markings (headers, 
watermarks, footers,), encryption, and other access controls in addition to indicating the 
sensitivity of the content.  

3. Data from all the Microsoft 365 apps and services are labelled and protected: 
PowerPoint, Teams meetings, Outlook, Microsoft 365 Word, Excel, and containers 
such as SharePoint and OneDrive sites and Microsoft 365 groups are all compatible 
with sensitivity labels. Implement a combination of labelling techniques, including 
mandatory labelling, default labelling, automatic labelling, and manual labelling. 

4. Sensitive data in the cloud and on-premises are discovered, labelled, and protected by 
implementing information protection scanner along with sensitivity labels. 

5.2 DLP Policy Configuration 
1. Define information to be monitored: There are pre-defined policies in Purview, 

custom policies can also be created to suit the requirements of organizations. 
2. Administrative scoping for policy: Only users, groups, distribution groups, and 

accounts that they are assigned to can have policies created and managed by 
administrators attached to an administrative unit. Therefore, an administrator can scope 
policies to administrative units or apply them to all users and groups. 
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3. Set locations to be monitored: One or more locations like SharePoint sites, OneDrive 
accounts, Exchange email to be monitored by DLP are selected with options for 
distribution lists, groups, etc.  

4. Select the conditions that need to be matched for a policy to be applied to an item: 
Custom conditions can be defined, or predefined ones can be modified accordingly. 
For example, a document containing confidential data of the organization is shared 
externally.  

5. Specify an action to be executed when the policy requirements are satisfied: Actions 
are determined based on the activity's location. Examples: 

 Exchange/OneDrive/SharePoint: Block external users from accessing the 
content. Notify the user via email that they are attempting a prohibited action 
which is against the DLP policy and display a policy tip. 

 Office 365 Apps: Display a popup to the user alerting them to the risky actions 
they engage in, then block or block but permit override. 

5.3 DLP Policy Deployment 
1. Execute the policy in simulation mode excluding policy tips, then use incident and DLP 

reports to evaluate the impact. Policies can be fine-tuned based on the results. DLP 
policies won't affect the organization's productivity when they are in simulation mode. 

2. Run it with policy tips and notifications so that users can be trained about compliance 
policies. A link to the organization's policy website with additional information 
regarding the policy is helpful when it comes to the Policy Tip. 

3. Initiate full policy adoption to ensure that the rules are followed, and data is secured. 
To ensure that the outcomes are what you intended, keep an eye on the DLP reports as 
well as any incident reports or notifications. 

4. User Training: Policies can be configured to automatically send email notifications and 
display policy tips to administrators and end users when a DLP policy is triggered. 
Policy tips are helpful in raising awareness about risky activities and educate users to 
avoid them. 

5. Review DLP specifications and update the strategy: Organization's legal requirements, 
standards, and regulations will evolve over time, just as the business objectives for 
DLP will. Ensure the DLP implementation continues to suit business needs, and that 
the organization maintains compliance by including regular assessments of all these 
areas. 

Alerts triggered can be monitored on the ‘Alerts’ tab of the Data Loss Prevention solution in 
the Microsoft Purview portal. DLP incidents/alerts can also be triaged in the Microsoft 
Defender portal if connected. 

6 Evaluation 
 
This research aims to classify different types of sensitive information and protect confidential 
data to prevent data loss. Sample data from DLPTest2 containing credit card numbers, Social 

 
 
2 https://dlptest.com/ 
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Security numbers (SSNs), and other personally identifiable information (PII) was shared over 
an email and to observe how effectively Defender for Cloud Apps could detect and manage the 
data. A policy tip was displayed when the file was attached, the message was blocked, a 
detailed email with user, receiver, timestamp, location and file details was sent to the admin 
and an alert was generated in the Defender portal. 

 
Figure 9: Policy tip 

 
Figure 10: Blocked notification 

 
Figure 11: Alert details 
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Figure 12: Defender alert notification 

 
Figure 13: Microsoft Defender Alerts Dashboard 

6.1 Use case 1 - Block external emails 
A policy was created to restrict users from sending emails to their personal addresses to 
prevent sharing of internal data. 

 

Figure 14: Policy tip 
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Figure 15: Blocked message 

6.2 Use case 2 - Block sensitive documents 
Policy created to restrict sharing documents containing confidential data related to the 
organization by checking for sensitive words in the name and content of the document. 

 
Figure 16: Blocked notification 

6.3 Use case 3 - Visualisation of raw data 
 
KQL Queries were built based on existing IOCs in the advanced hunting section of Defender 
portal to visualize the attack chain and query the raw compliance and security data signals 
produced by Microsoft 365 to proactively identify known and potential vulnerabilities inside 
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the organization. In addition to improving the investigative workflow, advanced hunting 
reveals more about the different kinds of signals you receive throughout the environment. 

 
Figure 17: Advanced threat hunting query and results 

6.4 Discussion 
 
Defender for Cloud Apps proved to be very accurate in locating sensitive information based on 
the classification by Purview. Most sensitive data categories were successfully detected by the 
pre-configured and custom DLP policies. Its ability to modify DLP policies in a flexible way 
made it possible to improve the detection process and was very effective in improving the 
detection of complex patterns and decreasing false positives. After testing, it was discovered 
that Microsoft Defender for Cloud Apps' alerting functions were responsive. As soon as 
sensitive data was found, alerts were created, ensuring fast action.  The DLP rules' remediation 
actions like limiting access, encrypting files, or notifying administrators were carried out as 
planned. These measures offered a solid framework for reducing risk connected to data loss. 

The DLPTest3 sample data was helpful, but it did not capture the variability of real-world data. 
Thus, additional validation of the results using a wider range of data sets is necessary. Sensitive 
data that was complicated or hidden proved harder to detect, showing that fine tuning of DLP 
rules and machine learning models could be helpful. More data sources would have 
improved results of the research. A more thorough assessment of the DLP system would have 
been possible with the inclusion of a larger range of sensitive data types and formats. The 
efficiency and technical implementation of DLP in Defender for Cloud Apps were the primary 
focus of this research. A better grasp of the solution might be gained by expanding the 
evaluation to include user experience, simplicity of policy management, and integration with 
other security tools. The DLP policies were not tested in a real-world setting with actual users 
as part of the project. Practical challenges may be encountered while implementing the solution 
in a production environment. 
 

 
 
3 https://dlptest.com/ 
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7 Conclusion and Future Work 
 

The strong features of the platform in protecting sensitive data in cloud environments have 
been highlighted by this research on implementing DLP in Defender for Cloud Apps (CASB). 
Enabling DLP in Defender for Cloud Apps was proven to be effective in identifying, 
classifying, and protecting data from unauthorized access. It offers an integrated solution for 
organizations looking to improve their cloud security posture because of its real-time 
monitoring, customized rules, and seamless integration with other security tools. The project 
has highlighted some limitations,  in handling false positives and detecting complex data 
patterns. The solution did well when processing classified and widely recognized data types, 
but more work is required to ensure it can handle all kinds of data in real-world situations. 
Despite these challenges, the solution performed well and provided useful details on how DLP 
operates in a cloud security system. 

Future work should concentrate on further improving and modifying DLP policies to address 
the issue of false positives. This might involve developing context-aware filtering and creating 
more detailed rules to increase accuracy without reducing security.  To improve the detection 
of complex and new data patterns, research is needed to investigate the integration of advanced 
AI and machine learning technologies into Defender for Cloud Apps. These technologies have 
the potential to detect threats that may go unnoticed by conventional DLP techniques. 
Integrating a SIEM solution like Azure Sentinel with Defender for Cloud Apps can help to 
centrally monitor and correlate DLP alerts with other security incidents. Benefits include 
automated incident response and threat intelligence, continuous compliance audits, correlated 
DLP and SIEM alerts for improved threat detection, and the utilization of threat insights and 
user behaviour analytics for proactive security measures. 
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