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1 Introduction 
The proposed research-based solution is designed by incorporating multiple algorithms of deep 

learning such as (CNN, RNN, Autoencoder) and determining the best performing model which 

produces higher Accuracy, Precision, Recall, F1-Score in identifying the Real -time DDoS 

attacks. We have utilized the datasets which containing several DDoS attack types such as 

Reflection and Exploitation based DDoS attacks with multiple sub divisions of attacks in the 

form of (TCP, UDP, LDAP, NTP, UDP-Lag etc..). It is crucial to conduct the pre-processing, 

Feature engineering to ensure the provided data is fair and balanced before training the model. 

This configuration manual provides comprehensive information on setting up the environment 

to build the model and test the proposed solution.  

2 Requirements 

 
2.1 Machine Configurations 

The proposed solution uses different algorithms in the essence of “Deep Learning” which 

necessities a faster performing machine that helps in executing various libraries for 

processing the huge data and train the best performing model. Considering, the facts, we have 

used the below machine to accomplish the proposed solution. 

 

Processor Intel i7-1065G7 @ 1.30GHz 

RAM 16GB-DDR4 

Storage 1TB 

 

2.2 Software’s & Tools 

The below are the software’s used during the model performance, processing and training the 
data. 

Operating System Windows 11, Professional, 64-Bit 

Python 3.11, 64bit 

Anaconda Navigator 2.6.1 

Jupyter Notebook Server 6.5.4 

Flask 2.2.2 

Along with this, we have used HTML/CSS/JavaScript for Web UI and Jinja2 for rendering the web 

dashboard. 
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3 Dataset 

The dataset used in this proposal helps in training the model to identify the targeted columns 
to predict the DDoS attack type. We have downloaded the dataset from the following site 

https://www.unb.ca/cic/datasets/ddos-2019.html. It also contains real-world traffic data, such 
as PCAP files and CSVs with labeled network flows, targeting various modern DDoS attacks. 

Since, the selected raw dataset contains a large number of columns as well as rows which will 

demand high resources for analytics, model building, compiling and it’s training. So, we have 

pre-processed the data using libraries and eliminate the unnecessary rows, columns and 
duplicates using “drop” function. 

 

 

 

Fig.1 Raw dataset 

 

Fig.2 Label column 
 

Fig.3 Pre-processed data 

https://www.unb.ca/cic/datasets/ddos-2019.html
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Fig 4. Identified Labels 

 

4 Implementations 

 
4.1 Libraries Used 

We have used the below libraries to process the data and create the balanced dataset before 

the training of proposed model. 
 

 

Fig.5 Importing Libraries 
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4.2 Ingesting Raw data file and Pre-processing 

 
We have ingested the raw data file, and targeting the first five rows of data for testing purpose. 

 

 

 

 

 

The below screenshot depicts the data type of all columns. 

 



7  

Once the data pre-processing done, we have gained the insights of data types of all the columns using 

pandas core data functions. In next step we have gathered the statistical analysis to understand what 

sort of feature engineering is required which identifies (mean, std, min, max). 

 

 

In the next step, we have identified the target column “Label” is having 13 distinct values 
which makes difficult for the classification. Hence, we have used mapping function to map the 

distinct values to superclass. 

 

 

After the above steps performed, we have saved the preprocessed dataset and reading the modified 

dataset for further process. 

 

After mapping classes, we are having imbalanced data and the Benign classes is having very less rows 

while the total records are very large in number, therefore we sample 100k records in a way so that all 

benign rows get included to preserve them while sampling. 
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Fig.6 Removing Benign values for balancing the data 

 

After separating the benign class, sampling the subset from the remaining data to process the final 

data. In the next step we have executed the data reading function again to finalize the data for future 

engineering. 

 

On the next step, we have conducted the data analysis exploratory, where we have targeted unique 

values and column label. Similarly, we have used the same strategy for identifying the below 

columns vs label. 

 

✓ FWD PSH Flag 
✓ SYN Flag 
✓ RST Flag 
✓ ACK Flag 
✓ URG Flag 
✓ CWE Flag 

 

 

Fig.7 Average packet size 

 

In the next step, we have identified the Fwd_packets and Bwd_Packets, to identify the attacks. We 

have also conducted the same analysis for bytes. 
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After, determining the flow packets and bytes, we have compared both the ratios to understand the 

flow per second. Let’s see the comparison. 
 

 

Fig.8 Flow packets and Flow Bytes per second 

 

 

 

 

After determining the flow packets and bytes/S, It highlights the Reflection_TCP_UDP and 

Reflection_TCP are predominant types of traffic in terms of flow bytes and flow packets per second. 

Significantly Reflection_TCP_UDP shows the highest traffic, whereas other labels share a smaller 

portion. 
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The final part of analysis is to summarize the ratio of all the attacks types. We have used pie chart to 

determine the contribution of each attack. 
 

 

Fig.9 Label Visualization of each attack 

 

Since there is a difference in each label percentages it is considered to be the imbalanced data, which 

is not suffice to train the model. In order to balance the data, we have done feature engineering by 

using “Smote” oversampling which balances the data. 
 

Fig.10 Smote oversampling 

After performing smote function, we can see the data is balanced without losing any values. 
 

 

Fig.11 Balanced Label visualization 
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In the next step, we have performed PCA (Principal component Analysis) since the number of 

columns in this dataset is quite high, which resulted in high dimension of data. In order to reduce the 

dimension without losing the information and the same can be achieved by implementing 

unsupervised algorithm PCA. 

 

In the process of PCA, all the 66 columns will convert into components, in which it targets all the 

data, and we set threshold at 98%. For Instance, if we target 15 columns it will capture 98% of data 

without losing any accuracy. 
 

 

Fig.12 Cumulative Variance 

 

 

 

 

Implementation 

 
In this stage, after balancing the proper data without losing any information. It is crucial to 

provide the proper data before training the model. We have trained the models using (CNN, 

RNN, AUTOENCODER), post training of all the models, we would be able to identify the best 

performing model which gives higher level of (Accuracy, Precision, F1, Recall). Once, 

determining the best performing model, we will then deploy that model to detect and mitigate 

the DDoS attacks. 

 

 

 

Model Building and Training 

 
In this phase, after having the proper balanced dataset, we will be training the model using deep 

learning algorithms, and determine the best performing model to detect the real-time modern 

DDoS attacks. This phase consists several stages, as we will be training model and each 

algorithm takes time to learn the dataset for future predictions. 
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Fig.13 Data shaping 

 

 

Model 1- Convolutional Neural Network (CNN) 

 

Fig 14. Building CNN 

 

Fig.15 Training CNN 

After building and training the CNN model, we have got the below parameters in which 

Accuracy, Precision, Recall and F1_Score identified. 

 

 

Based on this, we will now proceed with another model. 
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Model 2 – Recurrent Neural Networks (Rnns) 

 

Fig.16 Building RNN 
 

 

Fig.17 Training RNN 

After successful training of RNN model, we have identified the below parameters which is 

performing much better than CNN. 

 

 

As comparing with CNN, RNN is performing better, and producing high accuracy. It is 

efficient in identifying the attacks. However, we will be analyzing the Autoencoder as next 

model and comparing the difference in various parameters. 
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Model 3- Autoencoder (Best performing model) 

This is our final model, which is an outstanding performing model than other models. Also, it 

considered to be the most effective model in detecting anomalies, due it’s specialized functions 

(decoder and encoder). It also helps in reducing the noisy data using loss functions. 
 

Fig.18 Building Autoencoder 
 

 

 

Fig.19 Autoencoder Training 
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Now, we are in the final phase of deploying the model to detect DDos attacks. Before 
proceeding to the next step, we have compared all the models together to have the better 

visualization which helps in choosing the model effectively. 

 

Model Comparison 
 

 
Fig.20 Comparison of Model 

 

 

 

 

 

 

Finally, we have determined the best performing model is “Autoencoder” as it’s ranging higher in all 

level of metrics which is quite effective for the proposed solution and necessitates in detecting and 

mitigating real-time DDoS attack. 

 

 

Web Implementation 

In the next part, we will be following the below steps for implementing the Web UI for testing the 

attacks. Below are the technologies we used for building the Web UI and real-time monitoring 

dashboard. 

 

o Flask:  Creation of web application within python framework 

o TensorFlow/Keras: For loading and running the pre-trained deep learning model 

o Pandas: pre-processing and data manipulation 

o Scikit-Learn: Scaling and Principal component analysis 
o HTML/CSS/JavaScript: Web UI  

o Jinja2: Rendering the web dashboard 
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Installations to be followed 

 
Step 1: Install the python using the following link https://www.python.org/downloads/ 

 

Step 2: After installing python, we need to install few libraries which is a pre-requisite to execute the 

Web Ui that we built. 

Installation command: -m pip install flask tensorflow pandas numpy sklearn scikit-learn 
 

Step 3: After installation of all the required libraries, we will now run the following command to start 

the DDOS system which we build to identify the DDos attacks. 

 

Execute the system using the below provided command. 

 

Now our detection system is ready to identify the network packets that we send from client, and it 

analyzes the attack types and mitigate using Autoencoder model. 

Step 4: Let’s start the client, execute the below command to start the client. After successfully 

running the client, it will start sending the network packets to the server. 
 

After performing all the above steps, we can see the detection system is up and running and analyzing 

the packets and identifying the attacks. 
 

 

 

Now the server is receiving the packets, based on the dataset and trained model. It is now successfully 

able to identify the attack types and providing the mitigations. 

https://www.python.org/downloads/
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Note: We have also used time. Sleep function on client, so that it sends packets every 5 seconds and 

dashboard get auto refresh. 


