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1 Introduction

The following manual provides instructions on how to write and execute the code for
detecting unauthorised access points using machine learning. The application was coded
using the Python programming language. This document provides a detailed explanation of
the necessary configurations and software tools needed to recreate the experimental
arrangement for the purpose of development.

2  System Specifications

The model that identifies Rogue Access Points present in a wireless network was built on a
computer that has the following specifications:

NVIDIA GeForce GTX Graphics card
Windows 11 Operating System

e ASUS TUF F15 Gaming Laptop
e Intel Core -i5 — 10500H

e 24GB RAM

e 1TBSSD
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The softwares that were used in this research are:
Jupyter Notebook version 7.08

Google Colab 3.10

VSCode version 1.92.0

Python version 3.11.5

3 Software Setup

This section contains the instructions to download and install all the necessary software

applications.

1. Python is a prerequisite to have this machine learning models trained. Jupyter notebook
was used from Anaconda Navigator to run the codes. This software is available in the
website https://www.anaconda.com/download/success



https://www.anaconda.com/download/success

D Anaconda3 2022.04 (64-bit) Setup —

Completing Anaconda3 2022.04
(64-bit) Setup

Thank you for instaling Anaconda Distribution.

Here are some helpful tips and resources to get you started.
We recommend you bookmark these links so you can refer
back to them later,

[ Anaconda Distribution Tutorial

[ Getting Started with Anaconda

) ANACONDA.

»
]

| <Back [ Finish Cancel

2. Add Anaconda to my Path environment variable

Advanced Installation Options

O ANACONDA  customize how Anaconda integrates with Windows

Advanced Options

["] Add Anaconda to my PATH environment variable

Not recommended. Instead, open Anaconda with the Windows Start
menu and select "Anaconda (64-bit)". This "add to PATH" option makes
Anaconda get found before previously installed software, but may
cause problems jirinR you to uninstall and reinstall Anaconda.

[/ Register Anaconda as my default Python 2.7

This will allow other programs, such as Python Tools for Visual Studio
PyCharm, Wing IDE, PyDev, and MSI binary packages, to automatically
detect Anaconda as the primary Python 2.7 on the system.

<Back || sl | | cancel




3. Once Anaconda has been installed, we can then launch Jupyter notebook from there.

D Anaconda Navigator
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5. The code was also executed on Google Colab

% accuracy.ipynb ¥r
File Edit View Insert Runtime Tools Help

B Comment 2, Share £ '3

+ Code + Text Connect + Gemini ~

+ Code v o B 9 00

sklearn.linear_mc
earn.ensemble import Rand restC » GradientBoostingClassifier, AdaBoostClassif]
sklearn.metrics i

features = [

4 Python Packages used

* Pandas: The dataset is used to read the data set.

* Numpy: For array operations.

» Sklearn: for categorization, regression, clustering, and dimensionality reduction are all
examples of statistical modelling.

» Matplotlib: Python Visualization using Matplotlib

5 Loading the Dataset

Aegean Wifi Intrusion Dataset (AWID) was used to train the models. Two versions of this
dataset was used in this research. One had 10 class labels with no test and train split datasets.
The other had only 4 class labels with test and train split datasets.

# lLoad and preprocess the training data

awid = pd.read csv("1", headerzNone, names=features, encoding='latin-1")

# lLload and preprocess the test data

awid_test = pd.read csv("test/1", header=None, names=features)

6 Importing Libraries

The following libraries were imported and used.

import numpy as np

import pandas as pd

from sklearn.model selection impeort train_ test split

from sklearn.preprocessing import StandardScaler

from sklearn.svm import SVC

from sklearn.ensemble import RandomForestClassifier, GradientBoostingClassifier, AdaBoostClassifier

from sklearn.metrics import accuracy_score, precision_score, recall score, fl_score, confusion_matrix



7 Model evaluation

This function was used to evaluate all the machine learning models.

# rtunction to evaluate a model

def evaluate model(model, X test, y test):
y_preds = model.predict(X_test)
accuracy = accuracy_score(y_test, y_preds)
precision = precision_score(y test, y preds, averagez'weighted')
recall = recall score(y test, y preds, average="weighted')
fl = f1 score(y test, y preds, averagez'weighted', zero division=8)
conf _matrix = confusion matrix(y test, y preds)

return accuracy, precision, recall, 1, conf matrix



