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1 Introduction 
 

The following manual provides instructions on how to write and execute the code for 

detecting unauthorised access points using machine learning. The application was coded 

using the Python programming language. This document provides a detailed explanation of 

the necessary configurations and software tools needed to recreate the experimental 

arrangement for the purpose of development. 

 

2 System Specifications 
 

The model that identifies Rogue Access Points present in a wireless network was built on a 

computer that has the following specifications: 

• ASUS TUF F15 Gaming Laptop 

• Intel Core -i5 – 10500H 

• 24GB RAM 

• 1 TB SSD 

• NVIDIA GeForce GTX Graphics card 

• Windows 11 Operating System 

 

The softwares that were used in this research are: 

• Jupyter Notebook version 7.08 

• Google Colab 3.10 

• VSCode version 1.92.0 

• Python version 3.11.5 

 

 

3 Software Setup  
 

This section contains the instructions to download and install all the necessary software 

applications. 

1. Python is a prerequisite to have this machine learning models trained. Jupyter notebook 

was used from Anaconda Navigator to run the codes. This software is available in the 

website https://www.anaconda.com/download/success 

https://www.anaconda.com/download/success
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2. Add Anaconda to my Path environment variable 
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3. Once Anaconda has been installed, we can then launch Jupyter notebook from there. 

 

 
 

4. Jupyter notebook to run the code  

 

 

 
 

 

 

 

 

 

 

 

 

 



4 
 

 

5. The code was also executed on Google Colab  

 

 
 

 

4 Python Packages used 
 

• Pandas: The dataset is used to read the data set. 

• Numpy: For array operations. 

• Sklearn: for categorization, regression, clustering, and dimensionality reduction are all 

examples of statistical modelling. 

• Matplotlib: Python Visualization using Matplotlib 

 

 

5 Loading the Dataset 
 

Aegean Wifi Intrusion Dataset (AWID) was used to train the models. Two versions of this 

dataset was used in this research. One had 10 class labels with no test and train split datasets. 

The other had only 4 class labels with test and train split datasets.  

 

 
 

 
 

 

6 Importing Libraries 
 

The following libraries were imported and used.  
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7 Model evaluation 
 

This function was used to evaluate all the machine learning models. 

 

 

 


