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1. Introduction

This configuration shows how to set an environment, configure virtual machine, prepare
dataset, run the GuardDog tool with our analytical system on packages, run weights
optimization program, do experiments from the research project. This manual is divided into
several sections. Second section is about environment, virtual machine configuration. Third
section is about dataset preparation, how to download it. Forth section shows how to run
programs and do experiments.

2. Environment

To secure ourselves from malware we need to use isolated environment — virtual machine. We
used VMware Fusion hypervisor for the experiments, but you can use VirtualBox or other. We
used Ubuntu 24.04 Server, that can be download from Ubuntu official site (Ubuntu, 2024).
Virtual Machine Configuration:

e Network: NAT (share with my mac)

e CPU: 2 cores

e Memory: 4 GB

e Hard Disk: 14 GB
Isolation options:

e Disable drag and drop

e Disable copy and paste

e Disable shared folders

Create not root user. For more comfortable work you can configure ssh connection to the virtual
machine, but it’s not necessary.

3. Dataset preparation

I don’t want to send you malware npm samples for security reasons, so you need to download
and select them yourself.

Log in to the virtual machine and create directory:
mkdir /var/www
cd /var/www



Clone dataset:
git clone https://github.com/DataDog/malicious-software-packages-dataset

Create directory for malicious packages:
mkdir npm-malicious-packages

Choose malicious packages:
cd malicious-software-packages-dataset

unzip -o -P infected samples/npm/2024-04-17-@mosfe_beam-git-util-v1.0.0.zip -d
/var/www/npm-malicious-packages/ && tar czvf /var/www/npm-malicious-packages/2024-
04-17-@mosfe_beam-git-util-v1.0.0.tar.gz /var/www/npm-malicious-packages/2024-04-17-
@mosfe_beam-git-util-v1.0.0 && rm -rf /var/www/npm-malicious-packages/2024-04-17-
@mosfe_beam-git-util-v1.0.0

Using the command above as example unzip and archive all packages from this list:
1. 2024-04-17-@mosfe beam-git-util-v1.0.0.zip

2024-04-17-@mosfe_beam-lint-config-v1.0.5.zip
2024-04-17-@mosfe _beam-plugin-s3plus-v0.1.16.zip
2024-04-17-@mosfe beam-v2.0.0.zip
2024-04-17-@mosfe owl-config-v1.0.8.zip
2024-04-17-@mosfe portal-proxy-v1.1.7.zip
2024-04-17-@mosfe s3plus-v0.1.7.zip
2024-04-17-@mosfe sso-sdk-v0.0.6.zip
2024-05-03-@sxmp_detector-v0.100.4.zip

. 2024-05-05-avx-web-build-v1000.0.1.zip

. 2024-05-29-hello-1st-anni-v4.4.25.zip

. 2024-05-30-flexfone-reseller-v100.0.3.zip

. 2024-05-30-flexfone-reseller-v100.0.4.zip

. 2024-05-30-flexfone-reseller-v100.0.5.zip

. 2024-05-30-hello-1st-anni-v4.4.30.zip

. 2024-05-30-hello-1st-anni-v4.4.31.zip

. 2024-05-30-react-zutils-v1.0.1.zip

. 2024-06-03-hello- 1 st-anni-v0.0. 1 -security.zip

. 2024-06-07-@atticuss-sra_test-pkg-x4-v3.2.0.zip

. 2024-06-07-(@atticuss-sra_test-pkg-x4-v3.2.1.zip

. 2024-06-07-(@atticuss-sra_test-pkg-x4-v3.2.2.zip

. 2024-06-07-@atticuss-sra_test-pkg-x4-v3.2.3.zip

. 2024-06-07-test-pkg-x5-v3.2.0.zip

. 2024-06-07-test-pkg-x5-v3.2.1.zip

. 2024-06-07-test-pkg-x5-v3.2.2.zip

. 2024-06-07-test-pkg-x5-v3.2.3.zip
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cd /var/www


https://github.com/DataDog/malicious-software-packages-dataset

mkdir npm-benign-packages

c¢d /var/www/npm-benign-packages

npm pack async@3.2.5

Download all benign packages using the command above:

1. async@3.2.5

axios@1.7.2
chalk@5.3.0
date-fns@3.6.0
day@0.0.2
express@4.19.2
grunt@]1.6.1
html-entities@?2.5.2
jest@29.7.0

. Js-yaml@4.1.0

. karma@6.4.3

. lodash@4.17.21

. mocha@10.6.0

. moment@2.30.1

. mongoose@8.5.1

.mysql@2.18.1

. passport@0.7.0

. path@0.12.7

.pm2@5.4.2

. sentry@0.1.2

. socket@0.0.1

. ts-node@10.9.2

.vue@3.4.32

. vue-router@4.4.0

.web3@4.11.0

. webpack@5.93.0

A A A G

—_ =
— O

N N NN NN DN — o o e e e e
AN DN B~ W N = O O oo JON N K~ WIN

mkdir /var/www/experiments

cp /var/www/npm-malicious-packages/2024-04-17-@mosfe_beam-git-util-v1.0.0.tar.gz
/var/www/experiments/

cp /var/www/npm-malicious-packages/2024-05-30-flexfone-reseller-v100.0.4.tar.gz
/var/www/experiments/

cp /var/www/npm-malicious-packages/2024-05-30-hello-1st-anni-v4.4.31.tar.gz
/var/www/experiments/

cp /var/www/npm-benign-packages/day-0.0.2.tgz /var/www/experiments/
cp /var/www/npm-benign-packages/passport-0.7.0.tgz /var/www/experiments/
cp /var/www/npm-benign-packages/sentry-0.1.2.tgz /var/www/experiments/



4. How to run programs

To run programs, you need to clone them from GitHub:

cd /var/www

git clone https://github.com/Timofey21/guarddog-research-testing
Create Python virtual environment:

cd guarddog-research-testing

python3 -m venv venv

source venv/bin/activate

Now you can scan packages:

python -m guarddog npm scan /var/www/npm-malicious-packages/2024-04-17-
(@mosfe_beam-git-util-v1.0.0.tar.gz

To run weights optimization program:
cd /var/www
git clone https://github.com/Timofey21/weights optimization

cd weights_optimization
python3 -m venv venv
source venv/bin/activate

To do experiments, you need to change weights back in guarddog-research-testing:
cd /var/www/guarddog-research-testing

cd guarddog

cp confidence_weights backup.json confidence weights.json

cp severity weights backup.json severity weights.json

And now you can start an experiment:

cd /var/www/weights_optimization

python3 -m venv venv

source venv/bin/activate

python main.py
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