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1 Introduction:

*  Welcome to the configuration manual for the data encryption with access control. It is a python-
based implementation which encrypts solutions often impose high computational overhead, making
them less practical for widespread use and inadequate for addressing evolving security threats in
cloud environments. This manual is divided into several sections of the project which includes system
configuration, code setup. This will help to deploy and manage the project.

2 System Configurations:

Python: Version 3.12
Libraries: Install all the libraires using the command below pip install -r
requriemnts.txt

e app.py = requirements.txt

Anaconda setup:

Download Anaconda from the online website link given below:
e https://www.anaconda.com/download
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https://www.anaconda.com/download

e Install the .exe and run the program.

3 Code Setup
app.py

rrom flask import Flask, render_template, request, redirect, url_for, session, flash
from datetime import datetime

from flask_mysqldb import MySQL

fron flask_mail import Mail, Message

from werkzeug.utils import secure_filename

fron 1ib_file import 1ib_path

fron rsa_encryption import get_keys, rsa_encryption, rsa_decryption

from ecc_encryption import generate_keys, ecc_encryption, ecc_decryption

import os

import ftplib

import nltk

import mysql.connector

from nltk.corpus import stopwords

from nltk.tokenize import word_tokenize

from collections import Counter

application = Flask(__name__)

application.secret_key = 'ne

application.config]

application.config|
application.config(
application.config|

ECC Decryption Function Code:
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def ecc_encryption(in_file, out_file, public_key, p_file_name, key_length=
pickle_file_name = p_file_name.split('.')[0] +
bs = AES.block_size
salt = urandom(bs)
password = str(random.randint( . ))
key, iv = derive_key_and_iv(password, salt, key_length, bs)
cipher = AES.new(key, AES.MODE_CBC, iv)
out_file.write(salt)
finished = False

while not finished:
chunk = in_file.read( * hs)
if Llen(chunk) == or len(chunk) % bs !=
padding_length = (bs - len(chunk) % bs) or bs
chunk += str.encode(padding_length * chr(padding_length))
finished = True
out_file.write(cipher.encrypt(chunk))
encrypted = encrypt_ECC(password, public_key)
file_path = "stati ickle_files + pickle_file_name
with open( =file_path, = ) as file:
pkl.dump( =encrypted, =file)
return file_path

ecc_decryption(in_file, out_file, pkl_filename, private_key, key_length=32):
pickle_file_name = pkl_filename.split('.')[0] +
pickle_file_location = tati ickle_files + pickle_file_name
with open( =pickle_file_location, = ) as file:
res_msg = pkl.load( =file)

ecc_decryption(in_file, out_file, pkl_filename, private_key, key_length=32):

pickle_file_name = pkl_filename.split('.')[0] +

pickle_file_location = 'stati ickle_file + pickle_file_name

with open( =pickle_file_location, = ) as file:
res_msg = pkl.load( =file)

dec_text = decrypt_ECC(res_msg, private_key)
dec_text = dec_text.decode()
bs = AES.block_size
salt = in_file.read(bs)
key, iv = derive_key_and_iv(str(dec_text), salt, key_length, bs)
cipher = AES.new(key, AES.MODE_CBC, iv)
next_chunk =
finished = False
while not finished:
chunk, next_chunk = next_chunk, cipher.decrypt(in_file.read(
if len(next_chunk) ==
padding_length = chunk[-1]
chunk = chunk[:-padding_length]
finished = True
out_file.write(bytes(x for x in chunk))




RSA Encryption and Decryption Code:

e rsa_encryption.py ® ecc_encryption.py e app.py = requirements.txt = ehr_final_m_admin.sql = ehr_final_m_c

import random Reader Modg
from hashlib import md5

from Crypto.Cipher import AES

from os import urandom

import rsa

get_keys():
public_key, private_key = rsa.newkeys(
print(public_key)|
print(private_key)
pub_key = public_key.save_pkcs1()
pri_key = private_key.save_pkcsl()
pub_key_str = pub_key.decode()
pri_key_str = pri_key.decode()

rn pub_key_str, pri_key_str

leri _and_iv(password, salt, key_length, iv_length)
d =
while len(d) < key_length + iv_length
d_i = md5(d_i + str.encode(password) + salt).digest()
d += d_i
urn d[:key_length], d[key_length:key_length + iv_length]

rsa_encryption(in_file, out_file, public_key, key_length=32):
bs = AES.block_size

salt = urandom(bs)

password = str(random.randint( . ))

key, iv = derive_key_and_iv(password, salt, key_length, bs)
cipher = AES.new(key, AES.MODE_CBC, iv)

out_file.write(salt)

finished = Fa

while not finished:
chunk = in_file.read( * bs)
if len(chunk) == or len(chunk) % bs !=
padding_length = (bs - len(chunk) % bs) or bs
chunk += str.encode(padding_length * chr(padding_length))
finished = True
out_file.write(cipher.encrypt(chunk))
new_public_key = rsa.PublicKey.load_pkcsl(public_key.encode())
enc_text = rsa.encrypt(password.encode(), new_public_key)
print(password)

return enc_text

S tion(in_file, out_file, enc_text, private_key, key_length=32):
new_private_key = rsa.PrivateKey.load_pkcsl(private_key.encode())
dec_text = rsa.decrypt(enc_text, new_private_key)
dec_text = dec_text.decode()

bs = AES.block_size
salt = in_file.read(bs)
key, iv = derive_key_and_iv(str(dec_text), salt, key_length, bs)

cipher = AES.new(key, AES.MODE_CBC, iv)
next_chunk =
finished = False
while not finished:
chunk, next_chunk = next_chunk, cipher.decrypt(in_file.read( * bs))
if len(next_chunk) ==
padding_length = chunk[-1]
chunk = chunk[:-padding_length]
finished = True
out_file.write(bytes(x for x in chunk))
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