
 

 

 

 
 
 
 
 
 
 
 
 
 

 

Hiding Financial data in applications based 

on AES Encryption and Steganography 

Method 
 
 
 
 

 

MSc Research Project 
 

MSC in Cyber Security Evening-Year 2- MSCCYBE_JANOL23 
 
 

 

Parwat Lohani  

Student ID: x22179232 

 
 
 
 

School of Computing 
 

National College of Ireland 
 
 
 
 
 
 
 
 
 
 
 

Supervisor: Michael Pantridge 



 

 

 

2 

 
National College of Ireland 

 
MSc Project Submission Sheet 

 
School of Computing 

 

Student 
Name: 

 

Parwat Lohani 
……………………………………………………………………………………………………… 

 

Student ID: 

 

x22179232………………………………………………………………………………… 
 
Programme: 

 
MSC in Cyber Security 

 
Year: 

 
2023-2024 

 
Module: 

 
Academic Internship…………………………………………………………………… 

 
Supervisor: 

 
Michael Pantridge………………………………………………………………………… 

Submission 

Due Date: 

 

12th Aug 2024………………………………………………………………………….… 
 
Project 

Title: 

 

Hiding Financial data in applications based on AES 

Encryption and Steganography 

Method………………………….. 
Word 
Count: 

 
5678………………………..… Page Count: 18……………………….…….. 

 
I hereby certify that the information contained in this (my submission) is information pertaining to 

research I conducted for this project.  All information other than my own contribution will be fully 
referenced and listed in the relevant bibliography section at the rear of the project. 

ALL internet material must be referenced in the bibliography section.  Students are required to use 

the Referencing Standard specified in the report template. To use other author's written or electronic 
work is illegal (plagiarism) and may result in disciplinary action. 

 

Signature: 

 

Parwat Lohani……………………………………………………… 
 
Date: 

 
12th Aug 2024……………………………………………………… 

 
PLEASE READ THE FOLLOWING INSTRUCTIONS AND CHECKLIST 
 

Attach a completed copy of this sheet to each project 
(including multiple copies) 

□ 

Attach a Moodle submission receipt of the online 

project submission, to each project (including multiple 
copies). 

□ 

You must ensure that you retain a HARD COPY of the 

project, both for your own reference and in case a project is 
lost or mislaid.  It is not sufficient to keep a copy on 
computer.   

□ 

 



 

 

 

3 

Assignments that are submitted to the Programme Coordinator Office must be placed 
into the assignment box located outside the office. 
 

Office Use Only 

Signature:  

Date:  

Penalty Applied (if 
applicable): 

 

  



 

 

 

4 
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National College of Ireland 

 

Abstract 

 

As per NASDAQ Financial crime report, $465.8B are lost to financial crimes in 2023 and organizations are 

trying to secure and protect their customers data like password, credit card more than ever.  With the 

advancement in hardware and computing infrastructure it is easier to crack encrypted data, hence, this 

research Paper proposed a detailed implementation of cryptography and steganography together to store 

customer data without compromising Confidentiality, Integrity and image quality and making it difficult to 

extract and retrieve. A model was created using Python and tested through METLAB on the public images 

data set provided by University of Southern California. The approach was, first, encrypt, using AES-256 Bit, 

the various payloads, ranging from 10K bytes to 80K bytes and ,second, embedding the Payload in the 

images. The efficacy of the model was tested by analysing the PSNR, MSE, NCC, BER values. The tests 

showed a decrease in PSNR, indicating successful data hiding and An increase in NCC confirmed that the 

steganographic images remained visually similar. Based on the results captured from the tests, it can be 

concluded that approach mentioned in this research paper holds significant potential in the financial market 

for concealing customer data. 

 

Keywords: Cryptography, Cipher Block Chaining, AES, Steganography, Peak-Signal-to-noise 

ratio (PSNR), Mean Squared Error (MSE), Normalized Cross-Correlation (NCC), Bit-Error-

Rate(BER) 

  

1. Introduction 

 

While making online payment or creating a profile we provide our Personnel identifiable information (PII) 

e.g. name, date of birth, credit card etc., which travels through secure network (using TLS 1.3 etc.). These 

details are susceptible to hacking and as per 2024 CISO report [18] the spectrum and volume of attacks has 

been on rise across all categories.  

 

To safeguard the financial data organizations implementing security at 2 levels, as shown in Figure 1, first, 

encrypt the data at-rest using Advanced Encryption standard like AES-CBC, 256 bit encryption. Second, 

encrypt the data in-transit using secure socket layer, 3D secure(by Visa); these techniques are discussed 

in details by  Wei-Hsun, et al.,2018[16] , in his research paper. 

 

In case of level first, While AES- 256 bit encryption is the strongest and robust encryption available today, 

however, it has some drawbacks as well as defined below. 



 

 

 

5 

1. Vulnerable to Paddling oracle attack, which allow decrypt ciphertext block by exploiting vulnerabilities 

in padding scheme. e.g. CVE-2019-1559: This vulnerability allows attackers to recover the plaintext of 

encrypted messages by exploiting a padding oracle in the implementation of AES-CBC.  

2. CBC mode susceptible to various cyberattack 

a. Timing attack/Lucky13 attack: where attack measure time it takes for the server to decrypt to 

makes sure padding is valid or not, allowing attacker to decrypt ciphertext 

3. CBC provide confidentiality but doesn’t provide integrity protection. though the recommendation is to 

use authenticated encryption modes like AES-GCM or AES-CCM instead of AES-CBC. However, for 

organization using AES-CBC, appropriate countermeasure is needed.  

 

In case of level second, though the data in-transit is encrypted however, if network is breached, this will lead 

to PII of customers & users going into wrong hands, which not only creates compliance issues, e.g. GDPR, 

but also damage organization’s reputation. As per Balasubramanian, and S.Geetha, 2014 [13, To meet the 

Security objectives of Confidentiality, Integrity, Availability and Accountability organizations are using 

various methods MFA/3DSecure/TLS, However, they are also having drawbacks as they are vulnerable to 

attacks, expected benefit outnumbered the gains, high cost etc. 

 

As per NASDAQ Financial crime report[21], $465.8B are lost to financial crimes in 2023 and organizations 

are trying to secure and protect their customers data like password, credit card more than ever.  With the 

advancement in hardware and computing infrastructure it will be easier to crack encrypted data. 

Organizations can use steganography to hide confidential data in images however, using only steganography 

poses many vulnerabilities like steganalysis attack, frequency domain attack, deep learning based attacks e.g. 

CVE-2023-48022 – exploited open-source framework Ray to access source code, credentials and cloud 

access tokens. 

 

Contrary to the traditional way of steganography using LSB, to safeguard the customer’s critical financial 

data, this paper recommends a consolidated approach to safeguard financial data using cryptography AES-

CBC encryption and Steganography using Transform domain method by hiding information within images 

without compromising confidentiality, integrity and image quality and making hackers difficult to extract 

and retrieve the financial data hence meeting security objectives. This method can also be implemented on 

files which contains financial data e.g. daily settlement and clearing report which Banks send to regulators. 

 

The structure of research paper starts with  

• Literature review, which consists of review of important research papers in the fields of Cryptography 

and steganography, outlining the objective, contrasting arguments and conclusion, followed by reasoning 

for why proposed method has been choses.  

• The next sections describe the design consideration of proposed solutions and its implantations including 

the framework, tools and steps performed.  

• The last section describes evaluation, which includes, comprehensive analysis of the results and main 

findings of the study and how the current implementation can be taken forward for future work. 
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2. Related Work 

 

Various research and studies have been done, and different approaches also have been developed in the areas 

related to safeguarding financial data. The following section focussed on determination of the various 

aspects that are associated with the fields of Cryptography and Steganography their approach and various 

implementation techniques that have already been conducted. 

 

2.1. Usage of Steganography to avoid SQL injection by saving credential hash in image. 

 

In George, Thomas Ronil, 2018[6], research paper discussed about OWASP 2018 Top 1 vulnerability, SQL 

Injection, which exploits applications based on user provided inputs. The objective of authors research is to 

identify methods to safeguard the user credentials, e.g. user id and password, by storing data in images using 

steganography. However, with the modern tools like john the ripper or rainbow table hackers can not only 

identify the encryption used Md5, SHA126/256/512 but also extract the credentials.  

The author discussed multiple implementations of password cracking techniques, first, as per Wu et al. (2011) 
[2], by optimizing the reversal of Md5 hash using GPU’s parallel architecture CUDA (Compute unified device 

architecture). Second, by Murakami et al. (2010) [10], using John the ripper password cracking tool with 

dictionary file; these methods created as many threads number of passwords in the dictionary file hence each 

thread focus only on 1 hash to reverse. Hence the author postulate that with enhancement of hardware 

infrastructure and processing power no password is Safe. 

 

The author deduced the research, conduction by Morkel et al. (2005) [17] & Wang and Wang (2004)[12], which 

provides different methods of hiding information within information using Image steganography. The 

researchers recommended to use least significant bit (LSB) of Spatial domain method of Steganography to 

store data in the last bit of each color. The last or redundant bits do not make any difference even if altered 

hence data can be kept hidden in these bits. The author proved the use of LSB method to hide the hashed 

credentials in images by implementing an application written in Python. The Implementation consists of 

creation of 2 separate tables and Python scripts. The research successfully showed password hash stored in 

image securely and retrieved. This technique provides additional security to password hashed. The concept 

of storing data securely can be extended to various industry segments like Banking and financial sectors and 

approach suggested of using LSB is key contributor to my research solution.  

 

However, even if the credentials are hashed and stored in database, they are vulnerable to hacking; two 

reasons, first, hashes are easier to crack, second, efficiency of steganography depends on non-modification 

of solid color, saturated portions and if the payload is more then it is difficult to maintain image quality.  

 

To provide extensive protection to data, the next section talks about data hiding using both cryptography and 

steganography. 

 

2.2. Proposed system for data hiding using cryptography and steganography. 

 

Sarmah, Dipti Kapoor et.al., 2010 [7], research paper introduced more robust data hiding secure technique 

using cryptography AES and Steganography using spatial method together. where in it is difficult to detect 
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message in Frequency domain using DCT, Wavelets and FFT transformation. These methods are widely used 

together or independently by industries; However, it is possible for intruder to detect and decipher the 

message which leads to confidentiality and integrity issues. 

 

The author proposed two-step approach, first, to use AES algorithm-due to advantages like Very secure, cost 

effective, simple and flexible - where in as per Rijndael algorithm [11] , a symmetric cipher can process 128bit 

block using 128 or 192 or 256 bits cipher keys. The algorithm process input by encrypting with keys and give 

ciphertext as output with a constrain that both input and output should be of same length and in AES only 

128-bit length is allowed. The author recommends to Cipher blocker chaining (CBC) as it is considered more 

secure due to initialization vector and XORed. 

 

Second, for steganography, Frequency domain algorithm (DCT) provides various advantages like secure, 

flexible, hard to detect and availability of different techniques for manipulation of Discrete Cosine transform 

DCT coefficient values explained by Huaiqing wang and Shouzhong wang in their 2004 [12] research paper. 

The author combined AES encryption and DCT techniques and implemented the solution to hide and retrieve 

data using VC++ 6.0 platform and free license libraries Arisimage Routines and Cximage599c. Based on the 

described method, first, the message is encrypted using AES using 128bit key and cipher text is created. 

Second, two extra keys are generated, third, hide the cipher text in the image by scrambling the alphabets in 

ciphertext and alter the DCT and inverse it to make Stego image. Inverse was done to retrieve the data from 

the image. 

 

Although usage of cryptography and Steganography is considerably secure in hiding and retrieving of data 

using two more keys makes the application robust however, key management is an issue. Because for 

financial (credit card, PCI-data etc.) and compliance (GDPR data) the approach of creating ever changing 

keys real-time and storing it in secure place to decipher may pose vulnerability. 

 

Therefore, in the next section the author is using various methods of cryptography and steganography and 

avoiding key management issues. 

 

2.3. Robust steganography: Hiding financial data using contrast level value and text encryption. 

 

Shafry et. al, 2020[8], research paper proposed using LSB and DCT along with encrypting and storing 

customer secret data (CSD) with segmentation encryption text method (SETM) in images and identify the 

efficacy and quality of image using Peak-signal to noise-ratio (PSNR)% which is a key requirement.  

 

The author discussed about the financial data, especially e-transaction or online data which transmit across 

networks through multi-channel mode like B2B, B2C, C2C, client to bank etc., and associated cryptography 

and Steganography for securing and protecting the data. As per a separate research, Madhu, et. al., 2019[14], 

mentioned that Steganography stores the data either in reversible or irreversible mode based upon if 

overwritten LSB is recoverable or not; and recommends that irreversible mode offers more protection by 

providing greater embedding capability. 
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Also, Divya.A, S.Thenmozhi, 2016[1] did a detailed comparative analysis of various Steganography 

techniques in Spatial and Transform domain. Each of the methods in these domains has their own advantages 

and dis-advantages and limitation. Spatial domain uses techniques called LSB substitution to directly modify 

last bits from 24 bits pixel. 

Also, Halder R, Sengupta , 2016 [5] proposed usage of HASH function on LSB and RSA algorithm to encrypt 

the data. In this approach position of LSB to hide secret data is determined by hash function, once LSB is 

know the secret message is embedded and hash is returned. 

Though these methods rely on direct substitution at LSB and they are simple and effective to store financial 

data however chances of detection and extraction are higher. Moreover, with the technological advancement 

in the area of hardware and CPU optimization, as mentioned by Wu, H., Liu, X. and Tang, W., 2011[2] in 

their research paper, where in reduction of MD5 reverse steps from 64 to 49 increased the speed up to 16 

times.  

On the other hand, transform domain techniques like Discrete Cosine Transform (DCT) , Curvelet 

Transform(CVT) etc. works on managing frequency domain representation of an image to store data and 

make data detection and extraction difficult. In the context of securing financial data, it is important to 

consider the high security and confidentiality, which was demonstrated by Prasetyadi, G.C., Mutiara, A.B. 

and Refianti, R., 2017[3] research paper by encrypting data using advanced encryption standard(AES-256) 

through cipher block chaining(CBC) mode encryption, where in the each block of data(128 bits) is encrypted 

using key and Initialization vector(IV) and the outcome ciphertext XoRed with next block, hence, making it 

difficult to de-cipher. 

de Mello, F.L. and Xexéo, J.A., 2018[20], research paper uses the machine learning to identify the strength of 

encryption algorithms by conducting experiments on plain text from seven different languages and seven 

different algorithms to encrypt and each algorithms involves ECB and CBC modes. The plaintext was 

encrypted and metadata was produces from the ciphertext; the metadata was analysed by six data mining 

algorithms. The experimentation results in ECB’s mode identification rate is higher than CBC mode which 

means ciphertext in ECB can reveals algorithm used to encrypt the plaintext hence ECB is weaker than CBC. 

Akolkar, Swati, et al., 2016[15], proposes the use of text-based steganography and visual cryptography to 

secure customer data while fund transfer. Swati proposed this as a technical solution where in Merchants and 

banks authenticate each other through OTP, which will be generated in 2 parts and transferred to user in 

steganographic data. OTP parts are combined and required transactions are performed. The whole objective 

of this proposal was to secure customer information at merchant side and prevent misuse of the data. 
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Moreover, Balasubramanian, and S.Geetha, 2014 [13] research mentioned confidentiality, integrity, 

accountability & availability as 4 security objectives to be achieved and usage of popular techniques like 

MFA/3D Secure SSL/TLS to safeguard data, however, as per Wei-Hsun, et al.,2018[16], these techniques are 

also having drawbacks as they are vulnerable to attacks e.g. POODLE (SSL 3.0/TLS 1.0) attack- CVE-2014-

3566. The author reviewed prevalent techniques, as mentioned by Swati, et al.,2016[15], for data hiding and 

preventing theft by using visual steganography. However, for financial data like credit card/pin numbers the 

researchers recommend to use Highly secure credit or debit card image(HS-CDCI), where in customer uses 

stego card image, created by HS-CDCI software, and pin to validate the transactions between sender and 

receiver. Though this method of assigning software for card image enhances the security but research 

proposal does not recommend due to addition of complexity in handling third party software.  

 

The author implemented the solution in 3 phases. Phase 1, Encrypt the customer secret data(CSD) with 

segmentation encryption text method(SETM) and compressed, using Huffman and RLE algorithms, before 

embedding . Phase 2, Selection of pixel by moving around CDCI by one using 8-neigbour strategy related 

to contrast value and hide the data. This will create a stego image and that can be shared with user. Phase 3, 

At receiver, deserialize the stego image and retrieve the data. This method provides highly secure and 

imperceptible data. 

 

The author suggested to use Peak-signal to noise-ratio (PSNR) to measure the quality of image after 

embedded with secret data. Higher PSNR defines high quality of embedded image, less distortion. It Is 

calculated as the logarithmic ratio of the pixel value(maximum possible) to the Mean Square Error (MSE) 

between the original image and the stego-image. With higher % of PSNR it is difficult for hacker to identify 

and break security build in images using cryptography and steganography hence the approach outlined in 

next section is relevant to prove my research objective. 

 

Therefore, post analysing various research papers this research proposal recommends to use AES-CBC 

encryption and Steganography through Transform method(DCT) using Segmentation Encryption Text 

Method (SETM) to secure financial data.  

3. Research methodology 

 

The below figure 1 shows overall adopted methodology to achieve security and confidentiality of financial 

data. The overall methodology is divided into 2 Phases which are described in detail. 
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Figure 1 : Research phases 

 

 

o Phase 1 – Encryption : This phase specifically deals with how data will be encrypted. Below are the 

steps mentioned. 

 

1. Step 1: first of all we’ll start with selecting the financial data to encrypt using AES-CBC.  CBC encrypt 

plaintext in blocks and each block is XORed with previous block ciphertext and to make ciphertext unique 

it uses initialization vector to encrypt the plaintext.  

 
Figure 2: Cryptography using CBC 

 

As shown in the figure , first block is Index 1, then corresponding encrypted Ciphertext defined as 

Ci = Ek (Pi  Ci-1) 

C0 = IV 

   

Similarly the ciphertext can be decrypted by reversing the process 

Pi = Dk (Ci  Ci-1) 

C0 = IV 

 

Where in, Pi = plain text at ith position. Ci-1 = Previous(ith-1) block Ciphertext, C0= initialization vector at 0th 

position. Ek  and Dk are encryption and decryption functions 

 

o Phase 2 – Steganography  

 

This phase proposes of hiding the encrypted and compressed data we generated from the source in an 

image using steganography technique to keep the data hidden and transfer to receive securely. It has 2 steps 
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1. Step 1: The secret message are of various lengths[8] and before actually going into steganography the  

message will be highly compressed to reduce the size to fit into image and provide more security. There 

are 3 main characteristics of good steganography, maximum payload, imperceptibility  , and robustness. 

Compression  enhances the payload capacity of the image validating first characteristics. This paper 

using DEFLATE compression[19], which is a combination of LZ77 with Huffman coding. DEFLATE 

is recommended as it is resilient to bit error , provide faster decompression and better support. AS per 

A. Gupta, A. Bansal and V. Khanduja, 2017, “Deflate provides poor compression ratio but has the 

fastest compression and decompression speed”. For financial transaction speed is the key hence using 

DEFLATE. The figure shows the data is compresses using DEFLATE by referring to header ‘b'x\x9c'’.  

 

2. Step 2: The system insert the data over the image, which holds the secret till it reaches to receiver 

which will use the data using the sender’s key code. The fundamental of embedding the data in an 

image is based on finding the key to insert the data in images and ,on the other side, the receive must 

use the same key. This process makes the data impregnable from attacker.  

 

4. Design Specification 
 

This section of the research paper discusses about the overall design of the system. Please refer (Figure 3) to 

below logical design specification.  

 

 
Figure 3: Logical Design of the system 

 

The overall system consists of below 4 modules. 

• User Module – where the sender or user initiate a transaction with PII data like Card Number, SSN 

etc. the data goes through the network layer which has encryption using TLS 1.2. The data in transit 

is encrypted. 

• Encryption Module – Once the data pass through network layer and reaches to application layer, this 

module kicks in; It has further 3 functions as described below. 

o Identification of PII data – the data is either pass through GET or POST, mostly POST, this 

function segregates the PII vs NON-PII data. 

o Generate Keys and Share with Recipients: The public/private key pair would be created and 

share with the end-user so that this key would be used to decrypt. Please note: Key distribution 



 

 

 

12 

and management are not in the scope of this research paper, however, it plays an important 

role in this module. 

o Encrypt the data: Once the data is identified and keys are created the data is encrypted using 

AES-256-bit CBC encryption and passed to next module for further processing. 

• Steganography Module – This module does the significant work of embedding the encrypted data in 

the media. For the purpose of this research the media chosen is an image. tiff format. The overall 

functionality is executed by 4 functions 

o Identification of input media – this function identifies the media where the data will be 

embedded. 

o Compression function – This function will compress the data to reduce the size of 

steganographic image. 

o Embed function – hide the encrypted data in the image. 

 

• Receiver Module – The embedded image is either transferred to the receiver over https in the form of 

response or can be stored in the database as BLOB and can be used for further analysis. 

 

The next section of the research paper discuss about how the logical design have been implemented. 

 

5. Implementation 

 

As a part of this research paper, test environment was setup which includes setup and configuration of various 

tools and packages.  

 
Software/Tools setup: 

1. Windows Virtual environment: As a first step, windows 11 virtual environments is setup to test 

various Stagno tools like Openpuff, Xiao Steganography. The objective of setting up this to do the 

experimentation before finalizing any tool and framework.  
Windows virtualization technology that allows to create and run virtual machines (VMs) on a 

Windows operating system. This enables you to run multiple operating systems on a single physical 

machine, providing flexibility for testing, development, and running applications in isolated 
environments. In this research paper, the base operating system is MacOS Sonoma(14.5). Windows 

11 virtualization was setup on the top of MacOS using Parallel Virtualization desktop.   

2. Python 3.01 

Python is an excellent tool for steganography and cryptography as it provides vast ecosystem of 
libraries used in this research paper.  Libraries like PIL, Pillow, NumPy, Cryptography are used for 

this research paper. Python's rich libraries, ease of use, cross-platform compatibility, community 

support, integration capabilities, rapid prototyping, and data handling make it a powerful choice for 

implementing steganography and encryption solutions. 
3. MetLab 

MATLAB (Matrix Laboratory) is a high-level programming language and interactive environment. 

It is primarily used for numerical computing, data analysis, algorithm development, and visualization. 

In this research paper MATLAB is widely used for image comparisons and identification of various 
characteristic values like PSNR,NCC, BER etc.  

 

 

Configuration/Setup/Framework build: Below are the steps used to configure Python and Metlab 
Step 1:  



 

 

 

13 

1. Encryption framework: This research paper contains Python code EncrypttheFile.py file, which 

encrypt the data (PII) using AES encryption/256 bit and 16Byte Initialization vector. 

2. Python Cryptographic libraries are installed and used in EncrypttheFile.py. 

3. The main function takes PII and Key(32bit) as an input and call encrypt_data (), which uses CBC 
mode, IV to encode in base64. 

Step 2:  

4. Zlib library is installed to compress and decompress the encrypted data from Step 2. Compression.py 
consists of code to for that. 

Step 3 : 

5. The second Python file is HideDatainImage.py, consists of Hide_data () function, which take the 

image on which data to be stored and data itself.  The data is output of encrypt_data () function of 
EncrypttheFile.py 

Step 4: 

6. Compared the original image and steganographic image in Metlab ImageAnalysis.m file. Image 

processing libraries are installed to get PSNR, MSE, NCC, BER etc. values  

 

The result of the design of this implementation will be discussed in the below section. 

 

6. Evaluation 

 

For the purpose of this research, I’ve used public images data set provided by SIPI database (University of 

south California). USC-SIPI [22] dataset consists of collection of images primarily to support research in image 

analysis and processing. 

 

The images databases are divided in volumes with images of different types, sizes. For the purpose of this 

research, we have used image types .tiff and images sizes 512X512 pixels and 1024X1024 pixels. E.g. Refer 

to Figure 4. 

 

    

Figure 4: SIPI Dataset “Aerials “Images for testing 

 

Steganalysis of the images can be done by two approaches. The first approach is objective, which depends 

on the values or data points of image characteristics identified before and after steganography and compare 

these values by applying numerical criteria using statistical tools. The second approach depends on human 

observation and judgement which sometimes leads to error hence, in this research paper we have used below 

characteristics. 
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1. Peak Signal-to-Noise Ratio (PSNR): PSNR measures the ratio between the maximum possible power of 

a signal (in this case, the original image) and the power of the noise (the differences introduced by 

embedding the secret message). It is expressed in decibels (dB). 

2. PSNR=10⋅log10(MAX2/MSE),  

a. where MAX= Maximum possible pixel value e.g. 255 for 8 bits images  

b. MSE = squared difference between original and modified image 

3. As shown in the below figure 5, e.g. Test case#1-4, as the payload size increases the PSNR value 

decreases.  

 
Figure 5: Test cases executed 

 

4. These results represent different amount of embedding, when payload increase the image get distorted 

a.k.a image can store data to a certain extend beyond that the image gets distorted. Our test, in figure 6,  

shows as payload increases from 10K to 80K the PSNR cumulative value decreases from 91.9 to 46.0752. 

higher PSNR is better image quality and lower means image quality is reduced. 

 
Figure 6: Imperceptibility 

 

5. The other characteristics was compared between images of different sizes is Mean Squared Error (MSE), 

it notifies greater similarity between the original image and the processed image. Low MSE indicates less 

error introduces during processing. In medical imaging, financial data like hiding PII data low MSE 

indicates preserve of image quality.  MSE is very sensitive to small change in pixel value. This sensitivity 

is beneficial for detecting distortions introduced by processing. 

6. Our test data shows, that in 24 test cases, with different image sizes, as the payload increases from 10K 

to 80K, the MSE also increases. Refer to figure 7. 
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Figure 7: Increase in MSE with increase in Payload 

 

7. Although MSE is a useful metric, it does not always correlate with perceived visual quality. Hence in our 

research I evaluated other characteristic like SSIM, NCC and BER to measure the robustness of the 

Stegano image. The below, figure 7, 24 test cases shows variation between PSNR, NCC, BER, MSE. 

 
Figure 8: SSIM vs NCC vs BER 

 

A. Discussion 

 
This research paper provided an approach and implementation of hiding critical financial data using 

cryptography and steganography so that only authorized organization and individuals can identify and access 

the hidden data. As a part of experimentation using public data sets, the paper able to show that hiding the 

data is possible but with increase in payload the imperceptibility and size of the image increases hence 
reduces the acceptability of the solution by the financial organizations. For image(“2.1.02.tiff”) size 512X512 

bytes RBG, Peak-Signal-to-noise ratio (PSNR) reduced by 65.9% and MSE increased to 85% in payload 

increases from 10K bytes to 80K bytes. 
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As a part of experimentation, Images of various sizes and colour coding were used. In addition to PSNR, 

MSE, both NCC and BER can be used to evaluate the effectiveness of embedding secret data into cover 

images.  

For Test cases 13-16 and Test cases 17-20 the NCC was increased from 0.7166 to 0.9326 and 0.8286 to 
0.9472 respectively in the case when payload increase from 10K to 80K bytes. High NCC values indicate 

that the cover image remains visually similar after data embedding, while low BER values indicate that the 

data can be retrieved accurately without significant errors, in test cases from 1-24 there is a little movement 
in BER, which can be seen in the below figure 9. 

 

 
Figure 9: BER values for 24 test cases with increase in payload 

 

Overall, the experimentation was structure is phases, encryption, steganography and data analysis of before 
and after picture. The test results show that impact on the parameters with payload increase. Please refer to 

“Thesis – Data Analysis Sheet for more details” 

 

Parameters Payload increase from 10K to 80K bytes 

PSNR Decreases ↓ 

MSE Increases ↑ 

NCC Increases ↑ 

BER Slight increase ↑ 

Hence, to increase the efficacy and efficiency we need to be very cognizant on how much data we need to 
encrypt and embed through steganography. 

 

I believe that approach mentioned in this research paper holds significant potential in the financial market 

for concealing customer data. For instance, it can be used to hide information within credit cards, virtual 
cards, or QR codes. However, with the advancement of GPU technologies and advanced hardware 

capabilities, in future, the strength of AES encryption (256/512 bit) will get data challenged hence both the 

techniques should be used together.  

 
Based upon the work done so far in this research paper, I believe approach given in the paper is substantial 

moreover, this work can be extended further to other areas of technologies like secure communication, 

database security, digital water marking etc. even some of the good work done by earlier researcher Swati, 
et al., 2016[15] & Kadhim, Inas Jawad, et al.2019 [23] in the field of secure communications and Payments. 

 

7. Conclusion and Future Work 

 

The objective of this paper is to research is not only to encapsulate the financial data but also to prove that 

the whole process works. The implementation proposal for the research was successfully completed. This 

project can be enhanced to better support all images & video/audio types. Utilizing tools such as Metlab, 

Python and available datasets can facilitate this improvement. It is advisable to consider this approach and 
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highly recommended to pursue it in future work. For real-time applications of this proposal, there are areas 

like Confidential communication, Copyright protection, Database systems, Access controls, Secure data 

transmission, where the mentioned approach can be used. 
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