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1 Introduction  
This is a configuration handbook, which contains the fundamental sets to build this project work. 

This project works intends to create a model using machine learning – SVC & Random Forest 

and deep learning – ANN algorithms to identify if any intrusions such as of Benign, dos, 

password, scanning, or xss occurs. This Configuration handbook is essential and includes all the 

necessary hardware requirements, software, and implementation techniques which were used to 

develop this project. 

 

2 Requirement of Hardware  
Operating system: Windows 11 home (64 bit) 

RAM: 8GB/16 GB 

Storage: 1TB HDD or SSD 

Processor: 12th gen - Intel core i5 @ 3.20GHz 2.50 GHz 

Graphics card: 2 GB/4 GB - NVIDA GeForce or AMD Radeon (Optional) 

System type: 64-bit operating system (x64-based processor). 

 

3 Requirement of Software  
The following are the required software that are used for developing this project: 

 

Python 3.7: It is a general programming language widely used in AI/ML for its simplicity, 

extensive libraries, and ability to handle complex data structures. 

 

Anaconda distribution is actually the easiest way to set up an AI/ML development environment, 

abstracting away all issues with package management and deployment. 

 

Jupyter Notebook is an interactive coding environment that simplifies prototyping and 

experimentations with AI/ML algorithms, while the Jupyter notebook IDE is used to run the 

code, the python libraries are utilized for analysis and visualization of various graphs and data. 

 Notepad++: A popular code editor for writing and editing Python scripts.  

Anaconda Navigator with GUI makes it easier to manage environments, packages, and 

workflows in AI/ML development. (Download Anaconda Distribution, n.d.) 

 
https://www.anaconda.com/download 

https://www.anaconda.com/download
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By downloading Anaconda navigation from the link given above, the anaconda navigator along 

with Jupyter notebook and necessary python libraries will be installed in the system. After the 

installation is done, launch the jupyter notebook from the navigator.  

 
 

4. Python Libraries Installed 

The following python libraries which can be installed in the environment using the import 

command are the once that are needed for this research: 

 

Flask: It is a lightweight web framework to serve AI/ML models as web applications. 

 

Keras: Keras is a high-level neural networks API that is easy to build and fast to train, 

implemented with flexibility in order to carry out deep learning. 

 

TensorFlow: TensorFlow is an open-source software library applied to large-scale machine 

learning/deep learning models. 

 

OpenCV: OpenCV is used as a computer vision library applied for real-time image and video 

processing in AI/ML. 

 

Matplotlib: Matplotlib is a plotting library for static, animated, and interactive visualizations 

within AI/ML projects. 
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Scikit-learn: It is used the machine learning library that contains tools for data mining and data 

analysis. 

 

NumPy: NumPy is a general n-dimensional array-processing package; it defines large arrays 

with many useful methods and properties. 

 

Pandas: It is package for manipulation and analysis library, which is used for structuring data 

into tabular forms, which are called DataFrames.  (Best Python libraries for Machine Learning, 

2019) 

 

Yagmail: Yagmail is a python module that is designed to simplify the process of sending email 

through gmail by using SMTP protocol. The main use of this module is to allow users to send 

emails with very small amount of code, making it user-friendly for developers in AI/ML. 

(Send Email Using yagmail in Python, 2024) 

 
 

5 Description of Dataset: 

 

NF-ToN-IoT-v2 is actually selected because it includes various categories of network attacks, 

from benign to DDoS attack, password attack, scanning, ransomware, and injection attack. This 

variation is what makes it very rich for research in different aspects of network security. 

Additionally, it is well-built for research within the Internet of Things domains that give insights 

into how different attack vectors impact different IoT environments. Such a wide-ranging 

coverage allows researchers to design and test strong security measures against the cyber threats. 

(Mohanad Sarhan, n.d.) 

 

https://rdm.uq.edu.au/files/a4ad7080-ef9c-11ed-a964-b70596e96ad5 

 

 

 

https://rdm.uq.edu.au/files/a4ad7080-ef9c-11ed-a964-b70596e96ad5
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6. Data Importing and preprocessing 

 
Data Importing  

 
 

Data preprocessing: 
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Data Normalization: 
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Data splitting: 

 
Saving the splitted data: 

 
 

7. Model Training and Testing Summary  
 

Algorithm 1 - Support Vector Classifier: 

 

 

 
 

Algorithm 2 - Random Forest Classifier: 
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Algorithm 3 - Artificial Neuron Network:  
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8. Inference File:  
 

The script provided below, reads in an Excel file, runs it through a pre-trained model of the 

Random Forest Classifier for detecting threats, and if detected, it logs the results in the computer, 

and sends an email alerts to the provided email address. 

 
 

Setting up the Excel file, for testing, should be done in the following way: 

i. Take the header row from X-testing file which is used as a header of a newly created 

Excel worksheet. 
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ii. And select any row between 2nd and nth positions from x test file and paste it below the 

header. 

iii. At the top of first column, create a new column and name it as “IP_ADD” in the first cell. 

iv. Type any random IP address below the IP_ADD (in the first column <-> second row). 

v. Save the excel file for testing purposes only. 
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