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1 Introduction 

This configuration manual contains the information regarding tools, software and 

technologies used for hybrid CNN-LSTM approach for SNORT based intrusion detection. 

This guide includes sections where section 2 contains system specification describing the 

details of hardware and operation system, section 3 list the software tools and libraries used 

in software specification, section 4 list out the steps for the configuration of deep learning, 

section 5 include the instructions for the configuration of Virtual machines and snort, section 

6 gives a detailed steps of deep learning procedures and steps 7 explain the steps for 

deploying the model and generation of SNORT rule. 

 
 

2 System Specification 

The experiment was conducted on personal computer on which the experiment setup was 

made, and implementation was done. Specification of the system as follows, 

• HP SPECTRE x360 

• RAM:16 GB 

• System Type-64-bit OS, x64-based processor 

• Operating System: Windows 11 

• Experiment setup: Windows 11, Anaconda.Navigator, JupyterLab, VM ware, Ubuntu 

24.04, Kali Linux 2024.2, SNORT VERSION 2.9.20, Python 3.9.12 

 

3 Software Specification 

This section discusses the software used to build this model. 

• Anaconda is used to do the deep learning; it manages the packages and environment. 

• Jupyter Notebook: The python code for the deep learning is written here, which is an 

open-source web application to create live code, equations and visualizations 

implementation. 

• Python 3.9.12: The programming language used for coding the model and to 

preprocess the data. Pythons consist of wide range of libraries which helps in deep 

learning tasks. 

• Pandas: Python Library for data manipulation and analysis, provide data frames to 

analyse the structured data. 

• NumPy: Library for numerical computation in Python, support arrays, matrices and 

mathematical functions to operate on data. 

• Scikit-learn mainly used for data preprocessing, model evaluation and metrics 
calculation, it is an efficient tool for data mining and analysis. 
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• TensorFlow: Library for numerical computation and creation of complex deep 

learning model. This framework mainly used for building and training CNN-LSTM 

model. 

• Scapy: It is an interactive packet manipulation program for packet generation, 

network discovery and network attacks. Used for creating custom network traffic for 

testing. 

• VMware: Allows to run multiple operating system on single machine providing 

flexible environment for testing and deployment. SNORT installation, model 

deployment and testing are done using virtual machine setup. 

• Ubuntu: Base operating system for servers and development environments, SNORT 

configuration, traffic capture and snort rule generation is carried out here. 

• Kali Linux: Debian based Linux distribution aiming advanced penetration testing and 

secure auditing. In this project it is mainly used for generating customized traffic and 

sending packets to the SNORT machine. 

 

 

4 Configuration for Deep Learning 

1. Download and install Anaconda2.6.0 

2. Open Jupyter notebook with Python version and create new notebook in ‘. pynb’ file. 

 

ANACONDA NAVIGATOR 
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Jupyter Notebook 
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5 Configuration of Virtual Machines and SNORT 

1. Download and install VMware 

2. Setup an environment for SNORT configuration and testing 

3. Download and install Kali Linux with NAT network 

4. Download and Install Ubuntu 24.04 with Nat network. 

5. Install SNORT packages using the command: sudo apt-get install snort and check the 

version using snort – version inside Ubuntu 
6. Use the ‘nautilus’ command to obtain the manage file permissions. 

7. Open the snort.conf file from the path /etc/snort/snort.conf inside ubuntu in 

otherlocations and make a copy of this file for retrieve the data in case of loss. 
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VMWARE 
 

Ubuntu settings 
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Kali Linux Settings 
 

 

 
SNORT INSTALLATION 
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SNORT VERSION 
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snort.conf FILE 
 

 
6 Deep Learning Procedures 
1. Download the dataset required for the deep learning. 

2. Import the necessary libraries 

3. Load and combine the dataset into a single csv file. 

4. Sample the dataset to create balance subset with equal number of samples from the 

selected class and save the sampled dataset into a single csv file. 

5. Preprocess the data, by defining available features, separating numeric and non-numeric 

features, preprocess numeric features using standardscaler () and non-numeric features 

using one-hot encoder and then combine processed features. 

6. Encode the targeted label and split dataset into test train sets, later reshape the data to fit 

into the expected input shape of neural network. 
7. Define CNN-LSTM model and train the hybrid model 

8. Evaluate the CNN-LSTM model using metrices like accuracy, precision, recall, F-1 score, 

ROC AUC 

9. Evaluate combined model using classification report, accuracy, precision, recall and ROC 

AUC. 
10. Calculate Malicious Score to measure how perfectly the model identify the attacks. 

11. Visualize confusion matrix to study distribution of true positives, false positives, true 

negatives and false negatives which will help to assess the model performance. 
12. Compute and plot ROC curve 

13. Compute and plot Precision-Recall curve 
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Loading the dataset 

 

 

DATA SAMPLING 
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Installation of Necessary Libraries 
 

 

 

Data Preprocessing 
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Data Reshaping and Splitting 
 

 

 

CNN-LSTM model 
 

 

Model Prediction 
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Evaluation 
 

 

Classification Report 
 

 

 

Malicious Score 
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Confusion Matrix 

 

ROC curve 

 

 
Precision -Recall Curve 
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7 Procedures for model deployment and generation of Snort 

Rule 
1. Transfer the saved model to the VM ware by installing open-vm-tools packages which 

include the folder sharing, drag and drop and clipboard sharing functionalities. Use the 

command ‘sudo apt install open-vm-tools open-vm-tools-desktop’. 

2. Create a directory for the shared folder and mount this folder which allow VM to access 

directory on the host machine using ‘sudo mount -t fuse. vmhgfs-fuse .host:/shared folder. 
3. Use /etc/fstab file to automatically mount filesystems at boot time. 

4. Transfer the saved model by the command ‘cp /path/to/combined_model.h5 /path/shared 

folder/on/host. 

5. Setup an environment by installing python and its libraries in Ubuntu. 

6. Crete a python script for loading the model, preprocess incoming data, make predictions 

and generating snort rules. 
7. The generated SNORT rule will be added to local.rules inside /etc/snort/rules 

8. Open the snort.conf file using ’sudo nano /etc/snort/snort.conf’ and check whether the 

local.rules are included. 

9. SNORT will start listening to network packages using ‘sudo snort -A console -c 

/etc/snort/snort.conf. 

fstab file edition 
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Transferring the saved model 
 

 
 

Editing snort.conf file 
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Creating iomt.py files 
 

Python Script for prediction and SNORT rule generation 
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18 
 

 
 

Running Python script 

 

 
Snort File 
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Snort Rules 
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