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1 Introduction

The configuration manual details the tools and technologies used throughout the research
implementation. Section 2 thoroughly describes the experimental setup. In Section 3, the
various technologies and software tools employed are discussed. Section 4 provides a
comprehensive, step-by-step guide for executing the machine learning workflow, beginning
with importing the necessary libraries. It includes loading and pre-processing the dataset,
followed by selecting key features from the pre-processed data. The section also covers
balancing the class counts in the dataset. It covers splitting the dataset into training and
testing sets, developing the CNN-GRU model architecture, and training the model with the
prepared data. It addresses the performance evaluation of the trained model. Section 5
concludes with references for the software guide.

2 Experimental Setup

The experiment was conducted on a personal computer configured specifically for this purpose.

e Hardware Specifications: The system runs on a fifth-generation Intel i7 processor,
has 24GB of RAM, and includes a 252GB SSD.

e Operating System: Windows 11.

e Experimental Setup: The setup includes Windows 11, Anaconda3 2023.07-2,
Python 3.9, and Visual Studio Code.

e Google Colab pro: 300 Unit paid units were bought for model training purposes

3 Technologies and Software Used for Implementation

e Software Used: VS Code, Anaconda3 2023.07-2%, Python 3.9

e Anaconda3 is an open-source distribution of Python and R, specifically designed for
scientific computing (docs.anaconda.com, n.d.). It simplifies package management
and deployment with its Conda package manager and supports creating isolated
environments for different projects, ensuring compatibility and ease of use. Python
3.9 is a high-level, interpreted programming language celebrated for its readability
and versatility (Mészarosova, 2015). This version includes new syntax features,
performance enhancements, and updates to the standard library, making it ideal for a
wide range of applications, from web development to data science. VS Code is a free
and open-source code editor created by Microsoft. It is well-known for its powerful

1 https://docs.anaconda.com/.
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features, including debugging, syntax highlighting, intelligent code completion, and
an extensive collection of extensions. These features make it highly customizable and
adaptable, allowing it to support numerous programming languages and projects.

4 installation of anaconda

2 Anaconda3 2023.07-2 (64-bit) Setup — >

Choose Install Location

J ANACONDA. Choose the folder in which to install Anaconda3 2023.07-2
(64-bit).

Setup will install Anaconda3 2023.07-2 (64-bit) in the following folder. To install in a different
folder, dick Browse and select another folder, Clidk Next to continue.

Destination Folder
:\Userstharih\anaconda3 Browse...

Space required: 4.9 GB
Space available: 36,2 GB

< Back Mext = Cancel

4 Implementation

Step 1: Import the required libraries for the implementation.



Figure (1): Import libraries for the implementation

Step 2: Load the dataset and perform pre-processing steps.



set sha » data: t.shape)
print{dataset. head(

print{dataset.tail

columns th_no_data dataset.columns[dataset.isnull().all()]
print(" with no a:", columns_with_no_data)
print({dataset. info(

print(dataset.isnull().

dataset.drop(dataset.tail(1).index, inplace=Tr
print(dataset.tail

column in

null_count
if null_count : 3
print( um {column}

has {null_count} null
target_count = dataset['c ]-value counts()
print(target_count)
columns_with_gquestion_mark = []
umn in dataset.colum
dataset[column].astype(str).str.contains(
columns_with_question_mark.append{column)
print
print({columns_with_gquestion_mark)
dataset.drop(columns=[" ) - unt ], inplace=Tru
print{dataset. head(
label_encoder

y_encoded =

dataset[’
print{datase

Figure (2): Loading Data and Pre-processing

Step 3: Select the important features from the pre-processed dataset using the Chi-2 algorithm

_[top_feature_indice

es = fit.pvalues [top feature_ind
» top_feature_indices]

feature_scores = pd a columns|top_feature_indices], * : scores,
print(feature scores)

print(selected_featur

Figure (3): Feature selection using the Chi-2 Algorithm

Step 4: Balance the count of each class in the dataset using the SMOTE algorithm



OTE(random state=42)
esampled = smote.fit resample(selected features, y)

print{"Cla
print({target_count)

es.columns)
balanced dataset['c

balanced_dataset.to_csv("

print(“Bala

Figure (4): Data Balancing using the SMOTE Algorithm

Step 5: Divide the dataset into training and testing subsets.

rain_test_s

Figure (5): Train and Test Split

Step 6: Develop the architecture for the CNN-GRU model.

model =

model. C D » input_shape=(X_train_reshaped.shape[1], X_train_reshaped.shape[2])))
model.

model.

model.

model . add (F

model.

model . add(

model. 4 E activation="r
model. 2

model.

model . add( )

model. D (i < , activation="relu'))
model. add (F

model.

model.

model . add (GRU(128, return_sequences=True, dropout-8.3, recurrent_dropout-8.3))
model.add (GRU(64, dropo recurrent_dropout=0.3))

model. ad ctivation="ri
model.

model.add(

model.add(

model . add(

model.compile(optimizer="adam’ 3 *, metrics=["

model. summary()

Figure (6): CNN-Gru Model Architecture

Step 7: Train and save the constructed model using the dataset.

save_best_anly:

validation_data=(X_test_reshaped, y . €a heckpoint_callback])

Figure (7): Train and Save Trained Model

Step 8: Evaluate the performance of the model.



best_model
loss, accura
print( : {accuracy}, L : {loss}’)

.figure(figsize=(18, 5

.subplot(1, 2, 1)
.plot{history.history[ "=
.plot(history.histo
.title(

.ylabel("

.x1label( "Ef

.legend(["

.subplot{1, 2, 2)
.plot{history.history[

.title(

.ylabel("
.xlabel("
-legend([

.tight layout()
-show()

y_pred = model.predict cl:

cm = confusion_matrix(
print("
print({cm}

MODEL_PATH = "model
LABEL_ENCODER_PATH
FEATURE_SELECTOR_PATH =
column_names

Figure (9): Importing libraries and setting up path
Step 10: Create the GUI and add functionality.



on_predict():

text_box.dele .8, tk.END)

if model label_encoder feature_selector

input_features_csv = entryl.get()

input_features = list(map(int, input_featu split(","})

predict_malware(input_features, model, label encoder, feature_selector, column_names ext_box)

notebook = ttk
notebook. pack(

Figure (10): Defining gui

Step 11: Load the model and preprocessing tools.

saved_model (model_path):

model = load model(model path)
n model

ept EX

print(

with open(label_ encoder_path,
label encoder = pickle.load(file)
r _encoder

primt(”

returr

Figure (11): Functions for loading the models and prepocessing tools

Step 12: Define functions for prediction.



predict_malware(input_features, model, label encoder, feature sel r, column_names, text_b

feature_selector)

sed.shape[1], 1

Figure (12): Function for model prediction

Step 13: Compiling the GUI.
' @ Android Malware Detector — X

Home Check

N

ANDROID MALWARE DETE&TOR
i

-
-

Figure (13): Home page



¢ Android Malware Detector - X
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§ Android Malware Detector - X

Home Check

¥ {Features "% ,
0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,0,0,0,0,0,0,0,0

Predict

Figure (14): Prediction results(Suspicious test data)



0 Android Malware Detector
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Predict

Figure (15): Prediction results(Normal test data)
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