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AttacklQ Flex Getting Started Guide

AttacklQ Flex is an automated Breach and Attack Simulation (BAS) technology which
provides a secure and straightforward method for evaluating your security measures through
simulated attacks. Select from our extensive library of pre-configured tests and receive your
results within minutes. By using breach and attack simulation, you are able to continuously
assess all of your security technology sensors, including event logs, network security
controls, and the SIEM, to ensure that every alert is triggering correctly. The net result is a
comprehensive understanding of your entire security pipeline performance.

Safety First: Flex prioritizes your safety by offering secure simulations of cyber-attack
tactics, techniques, and procedures.

How it Works: Each test comes as a ready-to-run executable, packed with all the essential
components. For instance, specific campaign tests are designed to mirror the top methods
commonly used by attackers.

Where to Run It: Execute tests on the endpoints you wish to evaluate. Afterward, bring the
results back to Flex for comprehensive analysis.

Starting Out: Kick off your experience with baseline assessments, an uncomplicated
approach to gauging your core security controls.

1 Creating Account

Create an Account
%

ATTACKIQ

Start testing with | %

your free plan.

No credit card required.

Already registered? Jin

OR

) CONTINUE WITH LINKEDIN

Fig. 1. https://portal.attackigready.com/flex-signup
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Here you have the option to register for a new account or login with a LinkedIn account or
use the Try it for free link

Complete the registration process and your account will be verified shortly with a link to
login.

In your email you will receive a message °* You have been invited to the AttacklQ Security
Validation Platform”’

With 8 free credits to begin your assignment.

2 Login

ATTACKIQ

OFLEX

Sign in to your account

AttacklQ Flex is an on-demand, agentless test-

as-a-service.

It enables organizations to quickly emulate adversary behavior through a simplified testing
experience, delivering detailed security control performance metrics and mitigations in minutes.

171 Main St. Suite 656, Los Altos, CA 94022

Figure 2. login screen

Login into your account and will be presented with the Home Dashboard screen.

3 Home Dashboard

ATTACKIQ

QFLEX

4 Getting Started
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Test Packages PR .
8 . Security Control Baseline - Security Control Baseline
Endpoint Antivirus e Nextgen Firewall
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Figure 3.
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This assessment package includes a selection of scenarios
designed to test AV efficacy with common ransomware,
malware, and EICAR samples. It also includes “hacker tools”...
Supported 0: R V1,041 Updated 08/01/2024

22 Scenarios

Latest Reports

Home Dashboard screen

(O 5 Credits

ANext Generation Firewall (NGFW) is a network security device
that provides advanced features beyond a traditional firewall,
such as application awareness and control, integrated

supported 05: [ VL0.41 Updated 08/0:

18 Scenarios



https://portal.attackiqready.com/flex-signup
https://portal.attackiqready.com/flex-signup

Test Packages

Test Packages are executable files that run Tests on your Endpoint to assess your Security Control posture. Select a Test Package from the list and run it on an Endpoint.

* ) = ¢

FEATURED SECURIT SELINE ADVERSARY EMULATION EMERGING THREATS

DORA Advanced B DORA Basic ’ NIST CSF Advanced

: &7
(O 5 Credits & f* (O FREE

The AttackiQ DORA Advanced Package provides a more in-depth The AttackQ DORA Basic Package is designed to meet the requirements The AttackiQ "NIST- CSF Fundamentals" Advanced Package provides a
analysis of support for the EU’s Digital Operational Resilience Act of the EU's Digital Operational Resilience Act (DORA) for the financial more in-depth analysis of support for NIST CSF by utilizing
(DORA) by utilizing sophisticated and targeted Tactics, Techniques, services sector. The DORA Basic package assesses essential, minimu... sophisticated and targeted Tactics, Techniques, and Procedures (T

su do V1.0.41 Update Supported 2 Supported 0s: i pdated

11 Scenarios Sl 15 Scenarios et 14 Scenarios

J Security Control Baseline Security Control Baseline
NIST CSF Basic Rt = Content Filter . Endpoint Antivirus

@ 1 (©wme)

The AttackiQ "NIST- CSF Fundamentals" Basic Package is designed to The Content Filtering test suite includes scenarios designed to assess This assessment package includes a selection of scenarios designed to
Figure 4. Library of Test Packages

This is the library where you find test packages for all scenarios that can be emulated in any
given environment based on your red/blue team engagements.

New test packages are added regularly to test and validate your security controls to know
how well they are performing against new and emerging threats.

Users can download a Flex test package and upload and execute on the endpoint of any
supported OS.

5 Emulation Package Details

Security Control Baseline - Endpoint Antivirus Details

Purpose:

Validates endpoint antivirus capabilities by emulating common attack patterns with various live malware samples.
Description:

This assessment package includes a selection of scenarios designed to test AV efficacy with common ransomware, malware, and EICAR samples.
It also includes “hacker tools” which commonly evade AV detection. AttacklQ utilizes live malware samples that are saved and written to the
local file system without execution. Each scenario is downloaded in an encrypted format, later saved to disk decrypted and finally a copy is
made. A 30 seconds delay is applied between each operation to give the security controls time to react. Using a hash comparison, Flex
determines which samples were successfully planted on the endpoint. The outcome will be Not Prevented if the file can be saved and copied to
the file system and the resulting hash matches the expected one. Otherwise, the scenario execution will appear as Prevented. At the conclusion
of the test, all staged files are promptly removed as part of the cleanup process.

Scenarios included in this Package:

Save MiniDuke Malware Sample to File System

Save Etumbot Malware Sample to File System

Save 2020-04 Lazarus Group Operation Dream Job Malicious Office Document to File System
Save 2022-05 Emotet Malicious XLS Delivery Document to File System
Save Emotet (epoch5) 2022-09 DLL File to File System

Save Locky Sample to File System

Save WannaCry Worm Sample to File System

Save Petya Ransomware to File System

Save Conti Ransomware 2021-08 to File System

Save BlackMatter Ransomware 2021-10 to File System

Save TeslaCrypt Ransomware to File System

e e S B i e S FEl Ot

Figure 5. Endpoint Antivirus Package Details



Security Control Baseline - Content Filter Details

Purpose:
Validates network inspection capabilities including the downloading of malicious content from internal networks.
Description:

The Content Filtering test suite includes scenarios designed to assess the effectiveness of security technologies responsible for inspecting web-
based traffic originating from the internal network. While some Next-Generation Firewalls (NGFWs) include this capability, it is often provided by
a separate web proxy or web content filter. In the assessment scenarios, content will be utilized to attempt the download of malware samples
from hosted infrastructure. If successful, they are immediately discarded, without being saved or written to the local file system. This suite of
tests validates network inspection capabilities and does not test category blocks for inappropriate content.

Scenarios included in this Package:

Download CryptoLocker Ransomware to Memory
Download Locky Sample to Memory

Download Mischa Ransomware to Memory
Download WannaCry Worm Sample to Memory
Download Powerware Ransomware to Memory
Download KeRanger Ransomware to Memory
Download Xorist Ransomware to Memory
Download SynoLocker Ransomware to Memory
Download ODCODC Ransomware to Memory
Download Linux Encoder Ransomware to Memory
Download Rakhni Ransomware to Memory
Download SamSam Sample to Memory
Download SNSLock Ransomware to Memory

Figure 6. Content Filter Package Details

Security Control Baseline - Endpoint Antivirus Details

Purpose:

Validates endpoint antivirus capabilities by emulating common attack patterns with various live malware samples.
Description:

This assessment package includes a selection of scenarios designed to test AV efficacy with common ransomware, malware, and EICAR samples.
It also includes “hacker tools” which commonly evade AV detection. AttackIQ utilizes live malware samples that are saved and written to the
local file system without execution. Each scenario is downloaded in an encrypted format, later saved to disk decrypted and finally a copy is
made. A 30 seconds delay is applied between each operation to give the security controls time to react. Using a hash comparison, Flex
determines which samples were successfully planted on the endpoint. The outcome will be Not Prevented if the file can be saved and copied to
the file system and the resulting hash matches the expected one. Otherwise, the scenario execution will appear as Prevented. At the conclusion

of the test, all staged files are promptly removed as part of the cleanup process.

Scenarios included in this Package:

Save MiniDuke Malware Sample to File System

Save Etumbot Malware Sample to File System

Save 2020-04 Lazarus Group Operation Dream Job Malicious Office Document to File System
Save 2022-05 Emotet Malicious XLS Delivery Document to File System

Save Emotet (epoch5) 2022-09 DLL File to File System

Save Locky Sample to File System

Save WannaCry Worm Sample to File System

Save Petya Ransomware to File System

Save Conti Ransomware 2021-08 to File System

Save BlackMatter Ransomware 2021-10 to File S

Figure 7. Endpoint Antivirus Details

These emulation packages Fig.5, Fig.6, and Fig.7 are downloaded from the AttacklQ Flex
Library in a .exe file format which is then executed in the endpoint environment to test
specific capabilities as outlined in the package details.

These packages utilize live malware samples that are saved and written to the local file system
without execution. Using a hash comparison, Flex determines which samples were successfully
planted on the endpoint. At the conclusion of the test, all staged files are promptly removed as part of
the cleanup process.



6 Emulation in Virtual Environment

Microsoft Running Package

Security Control Baseline - Endpoint Antivirus

u art Time: 10:46PM

Current step: Executing Scenario Save CryptoLocker Ransomware to File System.

Edge

Welcome
Tests Completed 7 of 22

Finish

Windows 10 Enterprise LTSC Ev:
Window:
Build 19041.vb_release.191206-1406
o

yel Type here to search

Figure 8. Emulation of the endpoint antivirus package on win10 (online mode)

Aligned with the MITRE ATT&CK framework, threat actors’ behaviours (TTPs) are
emulated to test defenses.

Recycle Bin

Flex_packa.

<nex Flex Package - Security Control Baseline - Content Filter

o \- Running Package
@ Package c ) )
a Security Control Baseline - Content Filter

Microsoft Start Time: 7:48PM
Edge

Current step: Executing Scenario Download .MSI File to Memory.

Welcome
Tests Completed 2 of 29

Windows 10 Enterprise LTSC Evaluation
Windows Licence has ex
Build 19041.vb_rele

0 20:02
pel Type here to search i m & dx 25/07/2024 -

Figure 9. Content Filter Emulation in progress on winl10 (offline Mode)



7 Analysing Package

Enjoying the Flex Experience?

Refer a friend and get up to 1 credits when they start using the platform

Analyze
Upload the results files from your Test Packages

Label

@

or drag and drop

Description

ZIP files supported only (max. 10MB)

(O You are running low on Credits

You have 7 Credits left in your account

Figure 10. Results from the emulation is saved in a .Zip file format

These results from the emulation are saved automatically in a .zip file format in the same
directory where the package is executed.

If successfully executed, without being blocked by your security tool, allow the emulation to
run fully to completion.

Then upload results to the BAS platform for advanced analysis.

8  Reports

4 Getting Started ‘%
1 Home -
Test Packages (O You are running low on Credits

You have 7 Credits left in your account
Analyze

Activity
Search Last 30 days
v Insights

Label File Name Test Package Test Point Upload Date
AV_output_2024-08-01-...  Security Control Baselin... ~ WIN10-Targ-Off 08/01/2024 02:56 PM
ContentFilter_output_2...  Security Control Baselin... ~ WIN10-Targ-Off 08/01/2024 01:47 PM
EDR_output_2024-08-0... Security Control Baselin...  WIN10-Targ-Off 08/01/2024 01:38 PM
AV_output_2024-08-01-...  Security Control Baselin... ~ WIN10-Targ-Off 08/01/2024 01:36 PM
ContentFilter_output 2...  Security Control Baselin...  WIN10-Targ-Off 08/01/2024 01:35 PM

AV_output_2024-07-29-...  Security Control Baselin... ~ WIN10-EntTarg 07/30/2024 01:00 AM

AV_output_2024-07-25-...  Security Control Baselin... ~ WIN10-EntTarg 07/30/2024 12:59 AM

Figure 11. Completed result from analysis

Flex automatically generates a comprehensive report once the testing output is uploaded to
the Flex portal. Specific report content varies depending on the report that is run.

9 Insights



ATTACKIQ

OFLEX

4 Getting Started Detection Summary

far Home

E Test Packages

os ge & Inne es

2\ Analyze

Collection Command and Control

)

A7 Insights

Execution Exfiltration

o)

Figure 12. Results from emulation Detection

Passed / Failed Scenarios per Tactic

Scenarios Preventied by MITRE Tactic by Test

Collection Credential Access Discovery Execution Exfiltration

B Passed Failed

Figure 13. Passed/Failed Scenarios per Tactic

Security Control Baseline Package Success / Failure Rate

NGFW

EDR
Antivirus
Content Filter

€2C Web Communication

Cisco Endpoint

Cisco Umbrella

Cisco Firewall

Figure 14. Package Success/Failure Rate
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Coverage from Package Runs & Success by MITRE ATT&CK® Tactic

Defense Evasion Discovery

Credential Access

D )

Lateral Movement Persistence

©) &)

Privilege Escalation

O

Impact Initial Access Persistence

EDR

Antivirus

Content Filter

C2CWeb Communication
Cisco Endpoint

Cisco Umbrella

Cisco Firewall

Simple, comprehensive, and MITRE ATT&ACK aligned test performance insights that are
designed to drive action. Easily understand your security performance at-a-glance.



