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AttackIQ Flex Getting Started Guide 
 

AttackIQ Flex is an automated Breach and Attack Simulation (BAS) technology which 

provides a secure and straightforward method for evaluating your security measures through 

simulated attacks. Select from our extensive library of pre-configured tests and receive your 

results within minutes. By using breach and attack simulation, you are able to continuously 

assess all of your security technology sensors, including event logs, network security 

controls, and the SIEM, to ensure that every alert is triggering correctly. The net result is a 

comprehensive understanding of your entire security pipeline performance. 

Safety First: Flex prioritizes your safety by offering secure simulations of cyber-attack 

tactics, techniques, and procedures. 

 

How it Works: Each test comes as a ready-to-run executable, packed with all the essential 

components. For instance, specific campaign tests are designed to mirror the top methods 

commonly used by attackers. 

 

Where to Run It: Execute tests on the endpoints you wish to evaluate. Afterward, bring the 

results back to Flex for comprehensive analysis. 

 

Starting Out: Kick off your experience with baseline assessments, an uncomplicated 

approach to gauging your core security controls. 

 

 

1 Creating Account 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Fig. 1. https://portal.attackiqready.com/flex-signup 
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Here you have the option to register for a new account or login with a LinkedIn account or 

use the Try it for free link 

 Complete the registration process and your account will be verified shortly with a link to 

login. 

In your email you will receive a message ‘’ You have been invited to the AttackIQ Security 

Validation Platform’’ 

With 8 free credits to begin your assignment. 
 

2 Login 
 

 

Figure 2. login screen 

 

Login into your account and will be presented with the Home Dashboard screen. 

 

 

3 Home Dashboard 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4 Flex Test Packages 
Figure 3. Home Dashboard screen 

https://portal.attackiqready.com/flex-signup
https://portal.attackiqready.com/flex-signup
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Figure 4. Library of Test Packages 

This is the library where you find test packages for all scenarios that can be emulated in any 

given environment based on your red/blue team engagements. 

New test packages are added regularly to test and validate your security controls to know 

how well they are performing against new and emerging threats.  

Users can download a Flex test package and upload and execute on the endpoint of any 

supported OS. 

 

5 Emulation Package Details 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 5. Endpoint Antivirus Package Details 
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Figure 6. Content Filter Package Details 

 

Figure 7. Endpoint Antivirus Details 

 

These emulation packages Fig.5, Fig.6, and Fig.7 are downloaded from the AttackIQ Flex 

Library in a .exe file format which is then executed in the endpoint environment to test 

specific capabilities as outlined in the package details. 

These packages utilize live malware samples that are saved and written to the local file system 
without execution. Using a hash comparison, Flex determines which samples were successfully 
planted on the endpoint. At the conclusion of the test, all staged files are promptly removed as part of 
the cleanup process. 
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6 Emulation in Virtual Environment 
 

 

Figure 8. Emulation of the endpoint antivirus package on win10 (online mode) 

 

Aligned with the MITRE ATT&CK framework, threat actors’ behaviours (TTPs) are 

emulated to test defenses. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 9. Content Filter Emulation in progress on win10 (offline Mode) 



6 
 

 

7  Analysing Package 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

These results from the emulation are saved automatically in a .zip file format in the same 
directory where the package is executed.  
If successfully executed, without being blocked by your security tool, allow the emulation to 
run fully to completion. 
Then upload results to the BAS platform for advanced analysis.  
 

8 Reports 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Flex automatically generates a comprehensive report once the testing output is uploaded to 
the Flex portal. Specific report content varies depending on the report that is run. 

9 Insights 

Figure 10. Results from the emulation is saved in a .Zip file format 

Figure 11. Completed result from analysis 
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Simple, comprehensive, and MITRE ATT&ACK aligned test performance insights that are 
designed to drive action. Easily understand your security performance at-a-glance. 

Figure 12. Results from emulation Detection  

Figure 14. Package Success/Failure Rate 

Figure 13. Passed/Failed Scenarios per Tactic 


