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1 Introduction

This document provides detailed specifications and guidelines for the tools, software, and
hardware used in the implementation of the research project. The research aimed to innovate
a secure and efficient solution that leverages Decentralized Identifiers (DID) and Verifiable
Credentials (VC) along with ACE-OAuth and X509 certificates, to authenticate and authorize
users trying to access constrained 10T devices. The purpose of this manual is to enable others
to accurately recreate the project by providing all necessary links, commands, and step-by-
step instructions along with screenshots. All the necessary URLs to READme pages or to
download the tools, are added as footnotes in the document.

2 System Configuration

Here, detailed specifications of the system used for the implementation is given. Table 1
outlines the hardware and Operating System (OS) configuration, while Table 2 lists the
software tools and their respective versions installed on the system.

Table 1: Hardware and OS specification

Specification Details
Processor Intel Core i5-1335US
RAM 8GB
Storage 512GB SSD
Operating System (OS) Microsoft Windows 11 Home
Table 2: Tools and their versions installed
Tool Version
Python 3.12.5
PHP 8.3.9
Composer 2.1.7
Apache 2.4.62 (Win64)
Docker Desktop 26.1.4
VS Code 1.92.0 x64
Git 2.45.2.windows.1
MySQL Workbench 8.0.38 (64 bits) community
Postman v11.7.0
Burp Suite v2024.5.5
Wireshark 4.2.6
OpenSSL 33.14
Node.js v20.16.0
Express/NPM 10.8.1
TypeScript 554
MySQL Workbench 8.0.38




3 Installation and Setup
3.1 Hyperledger Aries-Cloudagent-Python

e First, download and install Python 3.12.5 from HERE™.

e Download and install Git 2.45.2 Standalone Installer for Windows from HERE?Z.

e Download and install Docker Desktop from HERE®. Upon successful installation, the
app will open home screen like below:

@ docker deskiop Q, Search for images, containers, vo\umes...\' Ctri+K ‘|

@ Containers Containers cive feedback =

31 Images
i Volumes

* Builds m

‘.' Docker Scout

* Extensions

Your running containers show up here

A container is an isolated environment for your code

What is a container?
?
5 mins

How do | run a container?

6 min

View more in the Learning center

Multi-platform image support

4 with containerd is here, try it Enable X
now!
& Engine running [ O] RAM 2.95GB CPU D.58% (D New version available &

e To run the Hyperledger Aries-Cloudagent-Python project on docker, we need a VON
network which is basically a Hyperledger Indy public ledger sandbox. Follow the
“Building and Starting ” steps from HERE®*.

1 https://www.python.org/downloads/

2 https://git-scm.com/download/win

3 https://www.docker.com/products/docker-desktop/

4 https://qithub.com/bcgov/von-network/blob/main/docs/UsingVVONNetwork.md#building-

and-starting
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T MINGW64:/c/Users/ketkijaka X

$ git clone https://github.com/bcgov/von-network

Cloning into 'von-network'

remote: Enumerating object 2221, done.

remote: Counting objects: 100 21/2221), done.

remote: Compressing objects: 100% (827/827), done.

Receiving objects: 100% (2221/2221), 497.83 KiB | 10.35 MiB/s, done.
remote: Total 2221 (delta 1352), reused 2108 (delta 1338), pack-reused @
Resolving deltas: 100% (1352/1352), done.

$ cd von-network

$ ./manage build
Creating ./tmp ...
[+] Building 39.1s (14/14) FINISHED docker:desktop-linux

e Once build is successful, the network container can be seen on Docker Desktop like
below:

Q, Search for images, containers, volumes, extensions and mare.

@ Containers ¢ von-network
y wammb3jriduzmart2  Completed  39.0s ! N/A
7 Images
- Volumes info  Source  Logs  History
N Builds
Source details
@ Dev Environments
&7 Docker Scout
File name o
M Extensions Remote souroe ocation tos:faithun cor
Build timing ()
Real tim Accumulated tim .
W Local file transfers W Image pulls W Executions File operations Wl Result exports dle
Ca ]
Non-cached steps 13
Total build time Total steps 3
Dependencies
# Enpine unaing [-EEE] 20 ce cruoss © wew version avaitie (R

e Once the ledger runs with this command
./manage build

you can check the ledger at — http://localhost: 9000



v ®cha | Bdiss | @ste [ Qos [ OQmw | @ind | OQindy | ) indy | ) cau | M x50 ol | B hyp | Qaie | Qvon &~ x  + - o X

C @ localhost:9000 R o

Iocalhost Contributed by the Province of British Columbia

% Connect to the Network

Download the genesis transaction file to connect to the network.

& Genesis Transaction JSON

& Authenticate a New DID

126 SIERCUSTES Easily write a new DID to the ledger for new identity owners,

Endorser v

e After public ledger is up and running, open a git bash terminal and git clone the
Hyperledger Aries-Cloudagent-Python repo with below commands —

git clone https://github.com/hyperledger/aries-cloudagent-python
cd aries-cloudagent-python/demo

e Open another git bash terminal and change to this demo folder. Run the Faber agent
with command —

./run_demo faber
= MINGW6E4:/c/Users/ketkijaka X

$ cd aries-cloudagent—python/demo

~/aries-cloudagent-pyt
$ ./run_demo faber
Resolution not specified or invalid.
You can utilize the 'build' option to build the agent or the 'run' option to run the agent.
Preparing agent image...
[+] Building 6.4s (22/22) FINISHED docker:desktop-linux

e Open a 3rd git bash terminal and change to this demo folder. Run the Alice agent with
command —




./run_demo alice

= MINGW&64:/c/Users/ketkijaka

$ cd aries-cloudagent-python/demo

$ ./run_demo alice

Resolution not specified or invalid.

You can utilize the 'build' option to build the agent or the 'run' option to run the agent.

Preparing agent image...

[+] Building 1.ds (21/21) FINISHED docker:desktop-linux

e Once both agents are running, their admin consoles are accessible on browser at -
http://localhost: 8021/ (Faber) and http://localhost: 8031/ (Alice) respectively.

v B@ch | Bd | @st Qo | Qm | @i | Qinc | inc | () oa | M X oy | Bhy [ Qai [ Dvo |~ @ @ x + = o X

« c @ localhost:8021/api/doc a o

——— _

faber.agent @™

action-menu Wenu inferaction over connection &
Jaction-menu/{conn_id}/close Close the active menu associated with a connection v
Jaction-menu/{conn_id}/fetch Feich the active meny =7

faction-menu/{conn_id}/per-form Perorm an sction a u ~
faction-menu/{conn_id}/request Requestthe active menu v
Jaction-menu/{conn_id}/send-menu Send an action menu 1o a connaction o
anoncreds - wallet upgrade Anoncreds wallet upg Specification hitps fihyperledger github iofanoncreds-spec ™
/anoncreds/wallet/upgrade Upgade the wallet from askar to anoncreds - Be very careful with this! You cannot go back! See migration guide for more information W
basicmessage simpe messaging Specification” MIps:/Github COMINYPEreqgeranss-MosTee/5276496C3aa2aBKI4TATDDECS TS TBMBDCOSEBCEaMUIEs/0095 basic-message 7
feonnections/{conn_id}/send-message Send a basic message 1o o connackon v
connection connection manageme Specification IpS JigiNuD coRVIypenleager/anes-f1cs/iee/ab 043339017 e8b0434126C4b33c087 a8 TRIBSDIeatures/D 160-Connection-piotocel /™




v~ @8ch Bd @t Qo 1 Om @i  OQinc [ OQinc | oa | M v [ @y [ Qai | Qv | S @x @sn|+ - »
« c @ localhost:8031/api/doc a ¥ o q
@ bk —— _
H L vi.00rc5 ]
alice.agent
action-menu Wenu inferaction ove: N
Fact: 1/ {e d}/el %
t { _id}/fetch v
& e id}/pert v
t { id}/request v
fact: /{e d. d N
anoncreds - wallet upgrade Anoncreds wallet upg hyperied; b reds ~
crads fwallet/upgrads Uporads the wallet from askar to anancreds - Ba very c 9 . v
basicmessage sinpie messaging T el . e P
feonnections/{conn_id}/send-message Send a basic message 1o o connackon =
connection Connection manageme b ik Teduad: 7846 =

« Since we are using the demo scripts, Faber has already registered its public DID on

the ledger, created a schema and a credential definition and registered them on the
ledger.

#3/4 Create a new schema/cred def on the ledger

{

o First get Faber’s public DID from endpoint —

6




GET /wallet/did/public

GET /wallet/did/public Fetch the current public DID A~

Parameters Cancel

No parameters

e |

Responses Response content type | application/json o I

it
-H ‘accept: application/json

Request URL

http://localho: 21/wallet/did/public

Server response

Code Details

200

Response body
vuan/ZpATESBTBQX8eU2kIhknT ",

rue,
“http://host.docker.internal: 8626

e The schema can be retrieved from below endpoints —

GET /schemas/created

Curl

ari-x wer o\
“http://localhost:8821/schemas/created” \

Request URL

http://localhost:8021/schenas/created
Server response

Code Details

ALY Response hody

“schema_ids™:
“KvDRwmn7 CqTNSphMFQfUmK : 2: degree schema:77.33.75"
1

}

Response headers

content-length: 67
content-type: application/json; charset-utf-8
GMT

date: Tue,86 Aug 2024 11:14:02
server: Python/3.12 aiohttp/3.9.5

e Note this schema id and paste it in endpoint below endpoint to get the schema:

GET /schemas/{schema_id}




fschemas/{schema_id} Getsa schems fram the ledgar

Parameters Cancel

Name Description

schema_id = =3¢

string

Schema identifier

KvDRwmm7CgTNSphMFQIUMK: 2:degree s

T |

Responses Response content type | applicationjson - ]

Curl

eurl -X ‘GET' \
“htty 1h

hemas,/KvDRume7CqTNS phMFQFURKEIAZYIAde greetTs chenaXaAT? . 33.75" |
¥

Request URL

http://localhost: 8821/ sehenss /KuDRWmT CoTNS phNF G FUNKXIATX IAdegraeXdbs chamaXIATT 5

Server response

Code Details

2 Response body

1.8%,
(VD7 C THS phMF Qi : 2: degree schema:77.33.757,

e Similarly get credentials definition:

GET /credential-definitions/created

Curl

e s -a w2
‘http://localhe: 121/ credential -definitions/created’ \

Request URL

eredential -definitions/created

Server response

Code Details

2 Response body

“eredential definition ids"
“HviDiwrn7Cq TS phHFQFlnk < 3: CL: B: faber . agent.degree_schena™
.

Respanse headers

content-length: 98
content-type: application/json; charset=utf-8
GNT

date: Fri,89 Aug 2824 11:29:12
server: Python/3.12 aiohttp/3.9.5

GET /credential-definitions/{cred_def_id}




Curl

curl -X CGET' \

Request URL

/localhost: 8621/ creden 5./ KvD Rumi7 Cq TNS phMF QUK

Server response

Code

200

Details

Response body

1.07,
: "KvDRuma7 =faber_agent . degree_schema”,

30411941964941982086769956803670719774177060400900113¢ 1234216102351079668708913717784166284320830294638131096352625984194937755368076137993784382993831639381338637871931834
77488562019164612677 713626796327441947223863330271625] 151954294417 654085894995 2684 780290854377667150319299482256698202954554590379430658216490387539509483113150636877329154
16 8469041159882064462283897694845191632240074026619332761528354374738197 5837110965528716495316448055395926217971895517531799729435142993689765501 8642735987 870382698497 613950800022151 74333677

238981142665615712245185283207907297162717973",

186529861056967 7379937268644 10894355066805472221642752898507651496559949871 83399373625184441470883484 262665598496715658769810659160068264 272669582
5642466278770689139740896298726265827 346538958700 979054928316334843331356935802118955644867715924060435832581 3878030246 25091 14645918351 507089872451 35469301013499536
09317631368068243111171796456445012432134275032¢ 21153641822741694032821977710263424 885333066091 691 64667602916705164375857639558931501 5713598275827 31061351920189761
773570075720877809980930657178780888148572986565¢ 7699940",
78385806748136256395619744369833 6: L1626684981689960385298925431292643174035376390147 7302498606207 2870681951 3183264567 622628861 385441 89496172636270614628
6 936651101679342140508114664173238881257740837171852216751289814085793445, 0332420651427794 8102991483208457
11006493150004626519168516301813435737301426¢ |8786788101689343855521068012284413687849403560563050637548363167959470458898699480133572459889652 380635 28831697901823
817403698804 762408334843871 384047079061
607004205948207999195493425195735080710416: 744641561567449169737363378849278963191401047488476580618086 3892130564 8376438020412 584234591 860865157 54792347377347
31753829955851634803177201738651399267721216519240614601 73426 589100970301382578656830259304385366850822181 8531918582353144539645594878847414753814884426247823246813422648092658
2625529426172364758922542348937451793352684956262478 7910356086531 18788573220925614853608127712327929503826732026757 202 2460272632 8855140955466 8360748 84066391072 282093364200562 898631788
4666094373207549192101337047714355181 26301411368250092840°
" - ~1896306822679997352168605762134072537490176¢ 10878187570142694003147539212594323347568842380212469157157264121458143006470079776236970372182765483 326 [ 35 Download
1§ 5797484981 76455689245549819792A181A16797895305 28617 I8G9ATASI5 78443 369115939085580530502362 54158426526868401171861698966204750219843198096365007041279432337476644475952797 954542 16514 191

Response headers

content-length: 6515
content-type: application/json; charset=utf-8

date: Fri,@9 Aug 2624 11:38:37 GMT
server: Python/3.12 aiohttp/3.9.5

3.2 ACE-OAuth server

Download and install Composer v2.7.7 from HERE®.

The standard OAuth server is available HERE®. To modify this standard server into
ACE-OAuth server, we first need to setup Apache because we need to enable Server
Name Indication (SNI) and it cannot be done on built-in PHP server which comes
with the standard OAuth server. Unzip the given artifact, extract the “httpd-2.4.62-
240718-win64-VS17” directory and place it at location “C:/” location.

All the necessary changes in the files httpd.conf, httpd-vhosts.conf, httpd-ssl.conf
along with SSL certificates and SNI configuration, is present in this directory.
Download and Install Visual Studio Code IDE 1.92.0 x64 from HERE'.

Clone the standard OAuth server using below commands:

mkdir oauth2-server-1
cd oauth2-server-1
git clone https://github.com/bshaffer/oauth2-server-php.git -b main

From the extracted artifact, copy and paste the files from “oauth2-server-1” folder to
below locations in the newly created directory.

5 https://getcomposer.org/download/

6 https://github.com/bshaffer/oauth2-server-php

7 https://code.visualstudio.com/docs/setup/windows

9
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File name Relative path location

server.php .\oauth2-server-1\oauth2-server-php\
token.php .\oauth2-server-1\oauth2-server-php\
Config.php .\oauth2-server-1\oauth2-server-php\src\OAuth2\

DIDGrant.php .\oauth2-server-1\oauth2-server-php\src\OAuth2\GrantType\

e Download and install MySQL Workbench 8.0.38 from HERE?.

e Open MySQL Workbench app and create a new schema “my_oauth2_db_1”. Select
the schema and paste the commands available from HERE® under the “Define your
Schema” section and hit Run.

Navigator SQL File 1* SQL File 2*
SCHEMAS * mBE ¥¥ae & Lmtto 5000rows  ~ | ¥ | @ Q (1] (3]
Q. Filter objects 1 ® O CREATE TABLE oauth_clients (
v |-/ my_oauth2_db_1 2 client_id VARCHAR(88)  NOT NULL,
v 9 Tables . .
client_secret VARCHAR (3@
» = oauth_access_tokens - ) (7 )
» = oauth_authorization_codes “ redirect_uri VARCHAR(2002) 5
» E oauth_clients 5 grant_types VARCHAR(8
> 5 oauth jut 6 scope VARCHAR(4002),
» E oauth_refresh_tokens .
» = oauth_scopes 7 user_id VARCHAR(58) ,
» = oauth_users 8 PRIMARY KEY (client_id)
B views 9 )"l
H Stored Procedures i
ﬁ Functions n
> sakila 11 ® ) CREATE TABLE oauth_access_tokens (
Administration  Schemas 12 access_token VARCHAR(40) NOT NULL,
e — 13 client_id VARCHAR(30) NOT NULL,
14 user_id VARCHAR(5@2),
No obsj lected 15 expires TIMESTAMP NOT NULL,
6 scope VARCHAR(400@),
17 PRIMARY KEY (access_token)
8 )i

¢ Run the following command to create an OAuth test client:

INSERT INTO oauth_clients (client_id, client_secret, redirect_uri)
VALUES ("testclient”, "testpass”, "http://fake/");

8 https://dev.mysal.com/downloads/windows/installer/
9 https://bshaffer.github.io/oauth2-server-php-docs/cookbook/

10
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B MysaL Workbench s} X
& Localinstance MySQLBD x
File Edit View Query Database Server Tools Scripting Help
fa) fE (= & ]
S8 e S88&a M & (o W= |
Navigator my_oauth2_db_1 - Schema EeR R SGL File 2*
SCHEMAS * me ¥ 8, @ Iz Umtto5000rows  ~ | 9 (¢ Q 1] (=
Q. Fiter object 1e stx#n INTO cauth_clients (client_id, client_secret, redirect_uri) VALUES (“testclient”, “testpass”, “http://fake/");
¥ (| my_oauth2_db_1
B Tables
B Views
B Stored Procedures
B Functions
> sakila
» sys
» [l world
Administration S
Information .
(9 Action Output -
Schema: . Tim Action M Duraian
my_oauth2_db_1 > & G =
] 6 16:27:19 CREATE TABLE oauth_refresh_tokens ( refresh_token ~ VARCHAR(40) NOTNU... Orow(s) affected 0.015sec
[ 7 16:27:19 CREATE TABLE oauth_users ( usemame VARCHAR(80). password VA.. Drows) affected 0.032 sec
[ 8 16:27:19 CREATE TABLE cauth_scopes ( scope VARCHAR(80) NOTNULL, is_de... 0row(s)affected 0.0313sec
© 9 162719 CREATE TABLE oauth_jwt ( client_id VARCHAR(80) NOT NULL. subject Orow(s) affected 0015sec
© 10 165229 INSERT INTO oauth_chents (clent_id, clent_secret, redrect_uri) VALUES (Yestclent™,... 1row(s) affected 0.032sec

Session

3.3 OpenSSL

e Download and install OpenSSL v3.3.1 from HERE™.
e After finishing the installation, add the path of bin folder
variable and System variable.

in PATH environment

Edit environment variable %
Computer Name Hardware Advanced System Protection Remote
User variables for ketkijakatdar CAProgram Files\OpenSSL-Win64\bin New
You must be logged on as an to make most of ge: %SystemRoot%\system32
Variable Value
Performance %SystemRoot¥% 5
OneDrive CAUsers\ketkijakatdanOnel | g5, ctemRootd\System32\Whem
XIS A prceter G, Y USRgR S6 W OneDriveCommercial CAUsers\ketkijakatda\Onel | o¢SySTEMROOT%\System32\WindowsPowerShel\v1.0\
- Browse
e Path C\Program Files\MySQL\M | 95YSTEMROOT%\System32\OpenSSH\
ting PyCharm Community Edition CAProgram Files\VetBrains\f | composer
o Proica TEMP CAUsers\ketid jakatdaApp| | CAProgram Files\Git\amd Delatsy
Doskiop setings reiated to your signin ™P CAUsers\ketkijokatdar\ApP! | c\Program Files\Docker\Docker\resources\bin
Settngs. Move Up
Start-up and Recovery N Move Down
System start-up, system failure and debugging information
System variables
Settings. -
Variable Value Edk o
ComSpec CAwindows\system32\cmd,
Envronment Variables DriverData CAWindows\System32\Drivi
IGCCSVC_DB AQAAANCMNdBBFJERjHOA
NUMBER_OF PROCESSORS 12
oK Cancel OnlineServices Online Services
os Windows_NT
Path CAProgram Files\OpenSSL
i) = PATHEXT COM:FXF- BAT-CMD)- VRSN oK Cancel

3.4 Resource Server (Printer)

e Download Node.js and NPM installer from HERE™.

e Initialize a new Node.js project with below command.

This will

“package.json” file with default values. Next install express.

10 https://slproweb.com/products/Win320penSSL.html

11 hitps://nodejs.org/en/download/prebuilt-installer

11

create a


https://slproweb.com/products/Win32OpenSSL.html
https://nodejs.org/en/download/prebuilt-installer

npm init -y
npm install express typescript ts-node-dev @types/node
@types/express

PS C:\Users\ketki.jakatdar> cd C:\Users\ketki.jakatdar\Desktop\Thesis\Code\Resource-Server
PS C:\Users\ketki.jakatdar\Desktop\Thesis\Code\Resource-Server> npm init
Wrote to C:\Users\ketki.jakatdar\Desktop\Thesis\Code\Resource-Server\package.json:

i
"name": "resource-server",
"version": "1.0.0",
"main": "index.js",
"scripts": {
"test": "echo \"Error: no test specified\" && exit 1"
3,
"keywords": [],
"author": "",
"license": "ISC",
"description": ""

}

PS C:\Users\ketki.jakatdar\Desktop\Thesis\Code\Resource-Server> npm install express typescript ts-node-dev @types/node @
types/express

npm warn inflight@1.0.6: This module is not supported, and leaks memory. Do not use it. Check out lru-cache i
f you want a good and tested way to coalesce async requests by a key value, which is much more comprehensive and powerfu
o

npm warn rimraf@2.7.1: Rimraf versions prior to vd4 are no longer supported

npm warn glob@7.2.3: Glob versions prior to v9 are no longer supported

added 137 packages, and audited 138 packages in 21s

20 packages are looking for funding
run ‘npm fund' for details

e Install necessary packages for json handling

npm install express ejs body-parser jsonwebtoken
npm install -save-dev @types/jsonwebtoken

PS C:\Users\ketki. jakatdar\Desktop\Thesis\Code\Resource-Server> npm install express ejs body-parser jsonwebtoken
added 26 packages, and audited 164 packages in 2s

22 packages are looking for funding
run ‘npm fund' for details

found vulnerabilities

PS C:\Users\ketki.jakatdar\Desktop\Thesis\Code\Resource-Server> npm install @types/jsonwebtoken

added 1 package, and audited 165 packages in 2s

22 packages are looking for funding
run ‘npm fund' for details

found vulnerabilities

e Move the “index.ts” and “tsconfig.json” files from the “Resource Server” directory
from the artifact provided, into your current directory. The folder structure should
look something like this:

12



node_modules
views

0| index

'] package

1] package-lock

1] tsconfig

e Install typescript globally

npm install -g typescript

PS C:\Users\ketki.jakatdar\Desktop\Thesis\Code\Resource-Server> npm install typescript

added 1 package in 2s

3.5 Postman (client), Wireshark, Burp Suite

e Download and install Postman v11.7.0 from HERE!?. Create & login with a test
account.

e Download and install Wireshark 4.2.6 version from HERE®. Launch the app.

e Download and install Burp Suite v2024.5.5 from HERE!“. Open the app with
temporary project and click Start.

4 Implementation
4.1 Issue DID & VC to Alice from Faber

e QGet Faber’s connection id —

GET /connections

12 hitps://www.postman.com/downloads/
13 https://www.wireshark.org/download.html
14 hitps://portswigger.net/burp/releases/professional-community-2024-5-5

13


https://www.postman.com/downloads/
https://www.wireshark.org/download.html
https://portswigger.net/burp/releases/professional-community-2024-5-5

Curl

Ittp: //localhost: 8921/

Request URL

http://localhost: 8021/ conne:

Server response

Code Details

1D Response body
{
“results=: [

{

change/1.1",
complete:
43v5u57a4ExqFT1VAGHahzZ40kz55eLunl VimBhHsuba" ,
94b0c3-CC24-418-9001-cF31b76bd1d7",
Hb372c-1e39-4978-b6a6-c6135ee31728",

content-length: 677
content-type: application/json; charset=utf-8
Aug 2024 11:38:29 GHT
hon/3.12 aiohttp/3.9.5

e Issue Credential (DID & VC). From Faber agent modify the JSON file like below:
(Get the attributes from HERE™®)

POST /issue-credential-2.0/send

/issue-credential-2.@/send Send holder a credential, automating entire flow

Parameters
Name Description
body

. Edit Value | Mode!
object
(body)

{

“auto_remove™: true,

"connection_id": faB5f64-5717-4562-b3fc-2c963fbbafab”,
“credential_preview": {

= i dential-preview",
a riputes :
{

name” ,
": "Alice Smith"

timestamp”,
1 "123456789@"

"name": "degree",
"value": "Maths"

"name" :
"value":

¥

"birthdate_dateint™,

1
"filter": {

‘cred_def id": "KvDRwmm7CqTNSphMFQfUmK:3:CL:B:faber.agent.degree_schema”,
"issuer di KvDRwmm7 CqTNSphMFQf UmK ™ ,

" Schema 1d': "KvDRwmm7CqTNSphMFQFURK: 2: degree schema:77.33.75",

"Schema Lssuer did": "KvDRumm7CqTNSphMFQFUMK"

"schema_name": “degree schema”,
"schema_version": "77.33.75"

b

"1d_proof": {

AeRiiar: ¢

"@context™: [
"https://wwh.w3.0rg/2018/credentials/vl®,
"https://w3id.org/citizenship/v1"

1,
"credentialSubject™: {

15 hitps://aca-py.org/latest/demo/AriesOpenAPIDemo/#faber-issuing-the-credential
14
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Responses

Curl

curl -X "POST" \
"hitp://localhost:8021/issue-credential-2.8/send’ \
-H 'accept: applicationf/json' \
-H "Content-Type: application/json” \
-d '{
"auto_remove”: true,
“comment”™: ™ ",
“connection_: 3faB5f64-5717-4562-b3fc-2c963f6batab™,
"credential p W
"@type”: "issue-credential/2.8/credential -preview”,
“attributes”: [

"name™: “name”,

"value™: "Alice Smith"

"name": "timestamp™,
"value®: "1234567890"

"name”: "date",
": “2018-85-28"

": "degree”,
. =Maths™

"name™: "birthdate_dateint",
"value®: "19648161"
}
1

" KvDRwmm7 CqTNSphMFQfUmK: 3:CL: 8: faber.agent .degree_schema”™,
*KuDRwmm7CqTNSphMFQFUnK™ ,
KvDRwmm7CqTNSphMFQfUmK: 2: degree schema:77.33.75",
d": "KvDRwmm7CqTNSphMEQFUnK™ ,
egree schema™,
"schema_versio "77.33.75"

1
"1d_proof": {
"credential™: {
"@comtext™: [
"https:/ /e w3 .0org/ 2018/ credentials/vl®,
“hitps: //w3id.org/citizenship/vl™

e Move to Alice’s agent in gitbash. Alice agent’s scource code automatically handles
the credential issuance request. It first receives the credential offer, responds to it with
a request to Faber, Faber receives the request and finally offer the credentials.

Alice
Alice

Alice

#15 After receiving credential offer, send credential request
Alice
Alice |

e Now, Alice needs to save the credentials in her wallet. On Alice Swagger Ul get
‘cred_ex_id’ from the endpoint —

GET /issue-credential-2.0/records
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curl -X "GET" \
*http://localhost:8@31/issue-credential-2.@/records?1imit=1008cffset=0" \
-H 'accept: application/json"
Request URL
http://localhost:8031/issue-credential-2.0/records?1imit=100&0ffset=0

Server response

Code Details

20 Response body

L
"results”: [

“cred_ex_recor {
"state": "done”,
"created_at": "2024-087-25T13:10:46.2441737",
"updated_at" 2024-@7-25T13:10:46.9313067",
Lrdie < Tdlisg,
"cred ex id": "@8b2d69b-194d-4562-9645-4d7742e51247",
"connaction id"- "QcAFAT7eA-FACI-A3AR-RR51-2001263hRAC 7,
"thread_id" Bedbcd3d -66c2-495F-8a2d-b776bfdbbect™,
"initiator”: "external”,
"role™: "holder”,
“cred_offer”: {
"https://didcomm.org/issue-credential/2.8foffer-credential™,
Bedbcd3d-66c2-495F-8Ba2d-b776bfdbbect”,
"~thread™: {},
"comment”™ Offer on cred def id KvDRwmm7CqTNSphMFQHUm : :faber.agent.degree_schema",
"credential_ preview": {
"@type™: "https://didcomm.org/issue-credential/2.@/credential-preview”,
"attributes™: [

name” ,
: "Alice Smith"

POST /issue-credential-2.0/records/{cred_ex_id}/store

As Alice’s credentials were already store in wallet received error. Otherwise, no error.

cred_ex_id * s

string Credential exchange identifier

028h2d690-194d-4562-9645-4d7742e51247

e |

Responses Response content fype | application/json vl

Curl

f records /e8n2dEsh - 1944-4562 - 9645 447742851247 /store” |
application/json’ \

“: “string

Server response
Code Details
400

undocumented  Error: Credential exchange 08b2d69b-194d-4562-9645-4d7742e51247 in done state (must be credential-received).

Respanse body
40@: Credential exchange @8b2d69h-194d-4562-9645-4d7742e51247 in done state (must be credential-received).

Response headers

aseeass-control-allow-credentials: trus
aecess-control-allew-arigin: http://lacalhast:8a31
access-control-expose-headers: Content-Length,Server,Date

content-length: 186

To confirm the credentials were stored —
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GET /credentials

v
lhost:8031/credentials’ \
t: aoplication/dison®

Request URL

http://localhost: 8831/ credentials

Server response

Code Details

2o Response body

{
“results™: [

e1-1F4F-4F5b-92cd- TeSddc203d8d",
mn 7 CqTNShMFQFUmK: 2: degree Schema:77.33.75",
KvDRumm7 CqTNSphMFQFUmK: 3: CL: 8: faber . agent .degree_schema”

1721913045",
i ~20000725",

e Go to Faber agent’s terminal. It received confirmation that the credentials were
received and accepted.

#13 Issue credential offer to X
Faber
Faber |

#17 Issue credential to X
Faber |
Faber |

4.2 Generate proof embedded X509 certificates

All the files created in this step are provided in the artifact under “Certificates” folder. Below
steps were executed to create all these files.

4.2.1 X509 certificate with custom extensions for Alice

1. Set Up Certificate Authority (CA)

e Generate CA private key

$ cd C:/Users/ketki.jakatdar/Desktop/Thesis/Code/Certificate/With_ext

~/Desktop/Thesis/Code/Certificate/With_ext
$ openssl genpkey -algorithm RSA -out ca.key -pkeyopt rsa_keygen_bits:2048
B B B

A

B e T T o o S S I B S SR T S S e 8

e Create CA cert
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~/Desktop/Thesis/Code/Certificate/With_ext
$ openssl req —x509 -new —key ca.key -days 365 -out ca.crt
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:IR

State or Province Name (full name) [Some-State]:Dublin
Locality Name (eg, city) []:Dublin

Organization Name (eg, company) [Internet Widgits Pty Ltd]:NCI
Organizational Unit Name (eg, section) []:Cybersecurity

Common Name (e.g. server FQDN or YOUR name) []:CA

Email Address []:bengellerild2618@gmail.com

2. Generate Alice's Certificate

e Generate Alice’s key

YALT /With_ext
$ openssl genpkey -algoxlthm RSA —out alice.key -pkeyopt r keygen_bits:2048
. B R ettt 2]

R R o e R S S eSS St n s f o L
R ST T T T T TN

LA

e Create “csr.cnf” like below. Ensure the CN=localhost. Other values can be different.

[req]
distinguished name = req distinguished name
req extensions = req ext

prompt = no

[reg distinguished name]
C = IR

ST = Dublin

L = Dublin

O = NCI

0U = Cybersecurity

CN = localhost

[req_ext]
subjectAltName = Qalt names
extendedKeyUsage = clientAuth

[alt names]
DNS.1 = localhost

e Generate CSR.
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~/Desktop/Thesis/Code/Certificate/With_ext

$ openssl req -new -key alice.key -out alice.csr -config csr.cnf

3. Create a Custom Configuration File for Extensions

o Create “ext.cnf” like below:
[ reg ]
default_bits = 2048
prompt = nec
default md = sha25e
distinguished name = dn
req extensions = v3 reqg
[ dn ]
C = IR
ST = Duklin
L = Dublin
O = NCI
OU = Cybersecurity
CN = localhost
[ v3_req ]
basicConstraints = CA:FALSE
keyUsage = digitalSignature, keyEncipherment
subjectAltName = @alt_names
# Custom extensions with key-value pairs
1.3.6.1.4.1.12345.1 = ASN1:UTF8String:DID: 4zQmVzZryPREXNhpuMrbdEmjTdcHYEgkUbBEnv3ELX3TDhpK25
1.3.6.1.4.1.12345.2 = ASN1:UTF8String:Name: Alice Smith
1.3.6.1.4.1.12345.3 = ASN1:UTF8String:Degree: Maths
1.3.6.1.4.1.12345.4 = ASN1:UTF8String:Date: 2018-05-28
1.3.6.1.4.1.12345.5 = ASN1:UTF8String:Birthdate: 20000725
1.3.6.1.4.1.12345.6 = ASN1:UTF8String:Timestamp: 1721913045
1.3.6.1.4.1.12345.7 = ASN1:UTF8String:RescurceServer: Printing Server 1
[ alt_names ]
DNS.1 = localhost
e Sign Alice’s cert with CA & “csr.cnf” and include extensions from “ext.cnf”’s

“v3_req” section

~/Desktop/Thesis/Code/Certificate/With_ext
$ openssl x509 -req -in alice.csr —CA ca.crt -CAkey ca.key -CAcreateserial -out alice.crt -days 365 —extfile ext.cnf —ex

tensions v3_req
Certificate request self-signature ok
subject=C=IR, ST=Dublin, L=Dublin, 0=NCI, OU=Cybersecurity, CN=localhost

e Create “alice.pfx” file by combining “alice.key” and “alice.crt”. Postman accepts .pfx

file.

~/Desktop/Thesis/Code/Certificate/With_ext
$ openssl pkecsl2 —export —out alice.pfx -inkey alice.key —in alice.crt -certfile ca.crt
Enter Export Password:

Verifying - Enter Export Password:

Below are all the files created for Alice:
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] ca.pem PEM File

: alice Personal Information Exchange
p alice Security Certificate
D ca.srl SRL File
D alice.csr CSR File
D csr.cnf CNF File
[ extenf CNF File
] alice key KEY File

R ca Security Certificate

=

ca.key KEY File

4.2.2 SSL certificates for Authorization Server

4. Create self-signed certificate and key for Authorization Server (AS)

These certificates don’t have custom extensions.

Create private key for CA. Create Root Certificate for the CA.

™ Command Prompt X +

Microsoft Windows [Version 10.0.22631.3880]
(c) Microsoft Corperation. All rights reserved.

C:\Users\ketki. jakatdar>openssl version
OpenSSL 3.3.1 4 Jun 2024 (Library: OpenSSL 3.3.1 4 Jun 2024)

C:\Users\ketki.jakatdar>set CANAME=MyOrg-RootCA

C:\Users\ketki.jakatdar>openssl genrsa -aes256 —out %CANAME%.key 4896
Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

C:\Users\ketki.jakatdar>openssl req -x509 -new —-nodes —key %CANAME%.key -sha256 -days 1826 —out %CANAME%.
Enter pass phrase for MyOrg-RootCA.key:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:IR

State or Province Name (full name) [Some-State]:Dublin
Locality Name (eg, city) []:Dublin

Organization Name (eg, company) [Internet Widgits Pty Ltd]:NCI
Organizational Unit Name (eg, section) []:Cybersecurity

Common Name (e.g. server FQDN or YOUR name) []:CS

Email Address []:jakatdarketki@gmail.com

C:\Users\ketki. jakatdar>|

1 NASDAQ

e Create “MyServer.key” and “MyServer.crt” self-signed certificates for the AS signed
by above Root certificate.
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" Command Prompt

C:\Users\ketki. jakatdar>set MYCERT=MyServer

C:\Users\ketki. jakatdar>openssl req -new -nodes —out %MYCERT%.csr -newkey rsa:u4096 -keyout %MYCERT%.key
. . T . + B B R T
L TS PO PIOR J Paeae I

B B

B B s B e S
.o+ 670 0 e

) Heavy rain
Today

C:\Users\ketki. jakatdar>notepad %MYCERT%.v3.ext

C:\Users\ketki. jakatdar>openssl x509 -req -in %MYCERT%.csr -CA %CANAME%.crt -CAkey %CANAME%.key -CAcreateserial -out %MYCERT%.crt -da
ys 730 -sha256 -extfile %MYCERT%.v3.ext

Certificate request self-signature ok

subject=C=IR, ST=Dublin, L=Dublin, O0=NCI, OU=Cybersecurity, CN=CS, emailAddress=jakatdarketki@gmail.com

Enter pass phrase for MyOrg-RootCA.key:

e Below is the list of certificates created for the AS

) MyOrg-RootCA key KEY File
s MyOrg-RootCA Security Certificate
0 MyServer.key KEY File
0 MyServer.csr CSR File
0 MyServer.v3.ext EXT File
(") MyOrg-RootCA.srl SRL File
s MyServer Security Certificate
0 MyServer.pem PEM File

4.3 Launch the ACE-OAuth server

e To start Apache server, open Command Prompt as an administrator. Navigate to
“C:\httpd-2.4.62-240718-win64-VS17\Apache24\bin” & run below command —

To start the server = httpd.exe -k start

To stop the server 2 httpd.exe -k stop
To restart the server 2 httpd.exe -k restart
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C:\httpd-2.4.62-2408718-win64-VS17\Apache24\bin>httpd.exe -k start

C:\httpd-2.4.62-240718-win64-VS17\Apache24\bin>_

e You can access the server on browser at — https://localhost:443. You’ll get a
warning about the certificate because it is a self-signed certificate.

& C @® localhost

Oauth server API is running!

4.4 Launch the Resource Server (Printer)

e Open another gitbash terminal or Command Prompt and change to the directory of the
Resource Server. Compile “index.ts” into “index.js” and launch the Resource Server
and access it at — http://localhost:3000.

tsc
node dist/index.js

PS C:\Users\ketki.jakatdar\Desktop\Thesis\Code\Resource-Server> tsc

PS C:\Users\ketki.jakatdar\Desktop\Thesis\Code\Resource-Server> node dist/index.js
Resource Server running on port 3000

« > C ® localhost:3000

Welcome to the Univercity Printing Service!

4.5 Configure Postman requests

e Launch Postman app = Navigate to Settings = Go to the Certificates Tab - Select
the Certificates tab on the left sidebar - Add a Client Certificate - Click Add
Certificate - Configure the Certificate like below:

Host: localhost.

CRT file: Choose the “alice.pfx, alice.crt, alice.key” files you created.
Passphrase: Enter the passphrase if you set one during the export (if not,
leave it blank)

Now, when you send the request, POSTMAN will automatically use the client
certificate associated with the host and port combination you've specified.
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& General Add certificate
@ Themes Host (required)
https://  localhost H 443
Shortcuts )L
CRT file
Data
alice.crt X
4 Add-ons
KEY file
g Certificates
alice.key X
= Proxy
PFX file
) Upgate alice.pfx X
About
E o Passphrase
[ 1234 &

m Cancel Learn more about working with certificates 2

e Create a new POST request to send to the AS. Endpoint is
“https://localhost:token.php”. Modify the body of the request as below:

POST v https://localhost/token.php
Params Authorization Headers (8) Body = Scripts Settings

(O none () form-data () x-www-form-urlencoded © raw (O binary () GraphQL JSON
1 1
2 "grant_type": "did",
3 “client_id": "testclient”,
4 "client_secret": "testpass",
5 “nonce”: "870035419581316306413274"
6 i

e Hit Send. Below is the response which contains the Proof of Possession (PoP) token.

@ https://localhost/token.php & save ~

POST v https://localhost/token.php

Params Authorization Headers (8) Body ® Scripts Settings Cookies
none () form-data x-www-form-urlencoded @ raw O binary O GraphQL JSON Beautify
2 grant_type": "did",
3 client_i testclient”,

client_secret”: “testpass’,
nonce”: "870835419581316386413274

S

Body Cookies Headers (9) Test Results Time: 223 ms  Size: 3.66 KB Save as exal

Pretty Raw Preview Visualize JSON  ~ = o Q
1 i
2 “access_token”: "8a762b398bbcc39b796fcd82bd84c206153c69bd” . 7
3 "expires_in": 35600,
a "token_type": "Bearer',
5 “scope”: null,

ek sakanto Saga & dencaiazooas

Share

<o

"pop_token”: "eyJBeXAi0iJKV1QiLCIhbGei0iISUZIINT9.

eyJpc3Mi0iIPQXVBaCBTZXI2ZXTiLCIzdWIi0iJESUQEIDREUWI WeF pyeVBSWESocHVNemIkRWIqVGRISHIFZ2tVYkJudjNFYngzVERocEsy TiwiaWFBIjoxNzTzMjQB0DM2L CI1eHAIOFE3M My NDGBMzYsImN
uZiI6eylqd2siOnsia3R5IjoiUINBIiwibiI6IndPaEFsYT1u0UtieWhWOVpYME42MmMSRTNRCmSDUGVHMOS JUSBTQNALWIQtWXRXxdnNxeVEBsUOIBRO44VFBFandzZzBGMEFkc2RER3VIbTYZR3F tWmFGCVIBNZ
Q4bmpXWXdVcUZPUzNuUKFuUZHZSY2ZWck92b2NDamgdMetoZ DFKeV1FUHhmd TBZdUNhcE1nQmNVUmVBaXdxUEt5Y25wWjd2Q01BCc1BleW10ZjZHa2dPcndhMktIRKZIRS1DdHRnc1B1cXZMUG50dmR5Y3dySEcxM
FQ4X81nRVBAbWIYciZ30nIIbERGNGSMWMZ tVmZIN1VLOM1IULl03Smd jSk1IUEVUTXF1dFVtQWREOVZ3d3ESbmSESHFEe Th1NGdIQkInWIN3N11 TUBFKVMSCMTMtRKF JdVhDRmhie TFLQk1SdmpWVHK30TA3SW1P
R1ZVTUQBRWA5VIhRdyIsImUi0iJBUUFCIN19LCINY2N1c3NFdGITZWA1 01 TAY TewMmIZz0Thi¥YmNiMz1iNzk2ZmNk0DJIiZDgOYzIWNFEIM2M20WIK I iwicmVzb3VyY2VEc2VydmVyIjoiUmVzb3VyY2VTZXI2ZXT
6IFByaW50aW5nIFNlcnZlciAxIng.

JyJzKSKz3b6CUwopxdPs9gCV741yzK3dj1jflntzKEbz -81UJZ - UUNVIWPPTiJgXPcpyAFD7cEwCrL-hloeLUtF3Lc_Hvt21V1Hoe3VsYcg2-CrThcWRzvBeTxYvHS5ECLASEZ_79vPClg9h3aIlWPI6dcAVFISE
CcVbCMX5sO0KLVv1Av1hlcXXsilka: 5VETzib11I3GDEKWAfcg5naTtuoQipJ71-RTI60MTyGgMIE19MOBBIfWavh2PtFcBNMCYNCohYy-M58PADINbC_JEQSx_2Q-_NmEjtzkETUzLV3z12Bbgn
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Create another POST HTTP request to send to the RS. Endpoint is —
“http://localhost:3000/validate”. Copy the entire response json from AS and paste it
in the body of this request. Hit Send.

Params

nol

3 ook

Pretty

1

@ http://localhost:3000/validate

ne

Body Cookies

v http://localhost:3000/validate

zation ers (B)  Bodye  Scripts  Settings Cookies

form-data x-www-form-uriencoded  Q raw binary GraphQL JSON Beautify

refresh_token "452ec2519592a33c322e260b948747c56db35230",

pop_token®: "eyl@eXAi0iJKV1QiLCIhbGei0ilSUzIINII9.
10iIPQXVBaCBTZXI2ZXTilC)zd IORGUW1WeF pyeVBSWESoc JkRW1QVGRISHIFZ2tVYkIudNFYngzVERocEsy TiwiaWF@IjoxNzIzMi( M2LCI1eHALDEIM My! sImN
Jqd2siOnsia3R5IjoiUINBILy 6IndPaEFsYT1uOUtieWhWOVpYMBA2Mm DUGVHME5]U3BTQNALW1QtWXRxdnNxeVBsUBIORO44VFBFandzZzBGMEFkc2RBR3VIbTYZR3F cVIBNz

QabmpXWXdVcUZPUZNUUKFuZHZSY2ZWck92b2NDamgaM
FQAXO1nRVBAbW9Yc 1Z30n ITHERGNGSMNMZ tV
R1ZVTUQBRAA5VhRdyIsIm BUUFCIN1S|
61FByaW50aWSnIFNLcnZlciAxIng.

jyJ2KSKz3beCUnopxdPs9gCV7a1yzK3d]
bCMX550KLVIAVIhcXXs11ka30ZpVIQ
-5upepgs4B5C0TBK{5-P

0ZDFKeV1FUHhmd TBZdUNhc
FNIVLQm1JUl md JSk1TUEVU
CIhY2N1c3NfdGOrZWaAi0iI4YTewMmIz

XdxUEt5Y25WW]d2Q1BCclBleW10ZjZHa2dPendhMktIRkZIRS1DdHRNc1BleXZMU! dmRSY3dySEcxM
INOdIQk1nWIN3N]11 TUBFKVMSCMTMERKFIdVhDRmhieTFLQk1SdmpWVHK30TA3SWIP
wicmVzb3VyY2Vic2VydmvyIjoil VyY2VTZXI2ZX1

OntzKEbz -81UJZ - UUNVIWPPTLiIgXPcpyAFD!
PrISD6VETzib11I3GDEKWAfcgSnaTtuoQipl71-R
UVPIsdodBtT MceBT6Y6QTL

oeLUtF3Lc_Hvt21V1Hoe3VsYcg2-CrThecWRzvBeTxYvHSECLASEz _79vPClg9h3allWPI6dcAVFISE
T60MTyGgMIE19M00BI fWavh2PtFcBNMCYNCohYy -M56P4DnbC_JEQSx_20Q
FaGXGEK1AiFEtLOTHVhnXAb9gRiCvviWR tudcBF YapUl z5kgPZVLz0cuiBawFlcw

zKETUZLV3z12Bbgn
X-TWDHVY _zgizkL
W9 IRhQain

L p
zaP5Jh0TmyCs69PZ0tk6MxOeHWN
GiWoi_uNrc@D1UGE_8Dm88JQBLzIHNIGS!

s(7) TestResults me: 134 ms  Size: 256 B

i“message”:"Access granted'}

5 Security Testing

5.1 PoP token signature verification

Open jwt.io® in browser. Select “RSA256” in the Algorithm dropdown.
Copy only the encoded “pop_token” from the response received from the AS and
paste it in the “Encoded” column on jwt.io. It will automatically decode the token and

the decoded body and header of the token are visible in the “Decoded” column on the

right side.

"pop_token": "eyJ@eXAi0iJKV1QiLCIhbGei0iISUZIINiI9.

eyIpc3Mi01iIPQXVOaCBTZXI2ZXI1LCIzdWT101IESUQEIDREUNLWEFpyeVBSHESocHYN cmIKRWLGVGRI SHLFZ2tVYkIud jNFYngzVEROCEsy TiniaWFOI]oxNz IzMjQB0DH2L CI1eHATOFE3MjMyNDgOMZYSTmN
uZiT6eylqd2si0nsia3R5Ij0iUINBI iwibiT6IndPaEFsYTLuOUtieWhWOVpYME42MmH5RTNRCmS DUGVHME5  USBTQnAtH1QtHXRxdnNxeVBsUBIBRE44VFBFandzZ zBGHEF kc2RBR3VILTYZzR3FtHmFGCVIBNZ
Q4bmpXKXdVcUZPUZNUUKFUZHZS Y22 ck92b2NDamgeMatoZDF KeV1FUHhMATBZAUNKCE LnQmNVUnVOaXdx UEL5 Y25 Wi id2Q1BCc 1BLeW10Z  ZHa2dPendh Mkt I RkZZRS1DAHRN 1Bl XZMUGS odmR5Y 3dySECM
FQ4X01nRVB4bWIYcjZ3QnIIbER6NGSMWMZ tVmZINIVLQm1IUl03SmdjSk1IUEVUTXF1dFVtQWREOVZ3d3E5bmSESHFEejh1NOdIQk1nWIN3N11rUBFKVMSCMTMtRKF JdVhDRmhie TFLQk1SdmplWVHk30TASSW1P
R1ZVTUQBRWd5V]hRdyIsImUi01iJBUUFCIN19LCINY2NLc3NEIGITZWA 101 TAY TewMmIz0Thi YN Mz 11Nz k2ZmNk0DI iZDgBYzIwNiEAM2M20WIK T iwicmVzb3Vy Y2VEC2VydmVyTjoilnyzb3VyY2VTZXI22XT
6IFByal50an5nIFNlcnZlciAxIng.
JyJzKSKz3b6CUwopxdPs9gCV741yzK3dj1jfontzKEbz -©1UJZ-UUNVIWPPTiJgXPcpyAFD7cfwCrl -hloelUtF3Lc_Hvt21V1Hoe3VsYcg2-CxTbcWRzvBeTxYVHSECLASEZ_79vPC1lg9h3aIlWPI6dCcAVFISE
cVbCMX5S0KLv1AvLh1cXXsilkd30ZpVIQ137PrISDEVETzib1113GDEKWAScg5naTtuoQipd 71 -RTI60MTy GQMIELOMOOBT EWavh2PtFCENMCYNCohYy -M50P4DznbC_jEQSx_20-_NmEjtzkETUzLV3212Bbgn
P7XM-Supepgs485C0TEKI5-Phi_plxaoxeDmUVPIs4o48tTvEVxuMceBT6Y60T1zoFaGXGEKLAIFELLOTHVhNXAb9 gRiCv VIR jtu4cBFYapUKEfos7ozSkePZVLz0cu BanFlenaKttOnnRAEX - THDHVY _zgizkL
2aPSIhOTmYCS69PZOtkeMx0eHINL V1D 8evUprEgMlEZMEL 34td1I3_dHFNLZCIEXbALL1iGaxERQMHEEOZIyGEXTMPANAXHPLTvEDHOPHNLyLe L INtU1dcIAFi19F sksv02mVISiUuOMKLAISnmEN9 IRhQG LN
GiWoi_uNrc®D1UGE_0Dm88JQ8LzIHN1G6C5MFCIhDgIBBhY "

16 https://jwt.io/
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Algorithm | rszs6

Encoded i

UGVHMB5JU3BTANAtWIQtWXRxdnNxeVBsUBJBRB4
4VFBFandzZzBGMEFkc2RBR3VJbTYzZR3FtWmFGeV
JBNzQ4bmpXWXdVcUZPUzNuUkFuZHZSY2ZWek92b
2NDamgBMetoZDFKeV1FUHhmdTBZdUNhcETnQmNV
UmV@aXdxUEt5Y25WWjd2Q1BCc1BleW10ZjZHa2d
PecndhMktJRKZrRS1DdHRNc1B1eXZMUGS0dmREY3
dySEcxMFO4X81nRVE4bWIYcjZ30nJTIbERGNGEMW
mZtVmZ jNIVLOm1JULlo3SmdjSk1IVEVUTXF1dFVE
QWRTOVZ3d3ESbm5SESHFEe jh1NBdJOK TNWIN3NIL
rUBFKVm5SCMTMtRkFJdVhDRmhie TFLOQk1SdmpWVH
k30TA3SWIPRLZVTUQBRWNdSVjhRdyIsImUi0iJBU
UFCIN19LCJhY2ZN1c3NFdGIrZW4101I4YTewMmIz
0Tha¥YmNjMz1iNzk2ZmNkODJ1ZDgBYzIwNJETMZM
20WJkIiwiemVzb3VyY2Vfc2VydmVyIjoiUmVzb3
VyY2VTZXJ2ZXI6IFByalN5@aWsnIFNlenZlciAxI
nB.jyJzKSKz3b6CUwopxdPs9gCV741yzK3dj13f
entzKEbz-01UJZ-
UUNV9wPPTiJgXPcpyAFD7cfwCrL-
hloelUtF3Lc_Hvt21V1Hoe3VsYcg2-
CrTbcWRzvBeTxYvH5TCL4SEz_79vPC1lg9h3allW
PI6dcAvFIS6cVDCMX5s0KLvTAvihlcXXs1lk430
ZpVIN137PrJSD6VfTzib11I3GDEKWAfcgSnaTtu
0QipJ71-
RTI60MTyGQMIE19MORBIfWavh2ZPtFcBNMCYNCoh
Yy-M58P4DrnbC_jEQSx_20Q-

Decoded e e e

HEADER: ALGORITHM & TOKEN TYPE

Ttyp't OWTT
"alg": "RSZ56"
}

PAYLOAD: DATA

"1 "QAuth Server”,
"sub DID:
Az0mVxZ ryPRXNhpuM rbdEmj TdcHyEgkUbBnv3Ebx3TDhpK2 ",
"iat": 1723244836,
"exp" i 1723248436,
"enf"y {

RSA"

IT-

FOS3nRANdvRcTVrOvoc
yenVZ7vCPBrPeymNT6GkgOrwa2K IFFKE -
CttgrPegvl PnhvdycwrbG1 BTE_MgEPxmoX réwBrH1Dz4nLZ
BmIRZ7.Jgc MHPETMgetUmAd ! q9nnDHgDzEe7GIBMG.
MCFhby 1KBIRYVTy 7987 ImOFVUMD4EgYV 80
"e": "AQAB"

"access_token":
Ba762b39Bbbccddb7 96T cdB2bdB4c206153c690d",

T
r

e However, we see “Invalid Signature” at the bottom.

Encoded

THRcmSDUGYHRBSjUSBTONAtN1OtWXRxdnNxeVE
sUBJBRB44VFBFandzZzBGNEFkcZRBR3VIbTY ZR
SFtWmFGCYJBNzO4bmp XWXdYCUZPUZNUUKFUZHE
SYZZWNck9ZbZNDamgBMatoZDFKeY1FURhmdTBZd
UNhcETngmNYUmYBaXdxUEtSY25WWjd2Q1BCC 1B
1eW10ZjZHa2dPendhMktJRKZrRS1DdHRNC1B1e
XZH dySEcxMFQ4XA1nRVBADRIYC T
30QnJIbERG WmZ tVmZ JNIVLGm1JULo35md &
k1IUEVUTXF1dFYEONRTOVZ3d3ESEmSESHFER jh
1N8dJOk TnWIN3N11rUBFKVmSCHTHERKFJdVhDR
mhieTFLOk1SdmpWVHK30TAISNTPRIZVTUQABRN
SVihRdyIs i 19LCJNYZN1c3NTd
3 mhjMz1iNzk2ZmN
kODJiZDgBYzTwhjE1H2M20WIk IiwicaVzh3VyY
2VFcaVydaVyTjoilaVzb3VyY2VTZXJ2ZXI6IFE
yaW58aWsnIFNlcnZlciAxInd. jyJzKEKz3baCU
wopxdPs%gCV741yzK3dj1jfantzKEbz-B1UJZ-
UUNVIwPPTidgXPcpyAFD7cfwlrl-
hloelUtF3Lc_Hvt21¥1HoedVsYog2-
CrTbcWRzvaeTxYvy L45Ez_79vPClg%h3all
WPIGACAVFIS6CVBCMXSSOKLVIAvInTcXXsilkd
30ZpVINL37PrJsDevVfTzib1 1I3GDEKNATCOSNa
Ttuelipd71-
RTIGOMTyGQMIE19MOBBIfWavh2PtFCENNCYNCo
h¥y-M58P4DrnbC_jEQSx_20-
_NmEjtzkETUzLV3z12Bbgnp7 XN~
Supepgs485C0TaK]5-
Piw_plxaoxeDmlVPJs4od3t T VawMceBTAYRD
T1zoFaGXGEK1AIFELLOTHVhnXABSgRICYVINR] €
udcBFYapUKfoeTozSkaPZVLz0cu jBawF 1owakt
tOnnR4fX-
TWDHvY_zgjzklLzaPSJhOTmyCs6IPZ0tkEMx0eH
wN1v1DjBevUprfgMlEzMf134td1J3 _dHFNLZCI
EXbAlLiiGaxEh(mHBEAZ 3y GEXTmPANAXHP1Tvg
DHOPHR yLeLJMEUTdcIAFL19F sksvO2mVISilu
IMK1ALSnmaWNS JRhQgiWGiNoi_uNrcBD1UGE_&
Dm38.J08LzIHN1GACSMFCShDgIBBhY

I @ Invalid Signature

Blgerithem | Fme

Decoded

TRt TN,
alg”: "RS236
PAYLDAD: 0ATA

VERTY STRATLRE

R5AS;

ba

4Ur1Encode
basesdurlEncade |

Fublic Key in SFKI, PKCS 21,
k.289 certificate, or K stri

ng format.

Frivate ey in FKCS #8, FRCS #
1, or JW string forrat. The k

ey never lemwes your browser.

SHARE JWT
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¢ "wOhAla9n9KbyhV9ZX3N62c9E3QrnCPeG3NCSpSEp-

YtqveqyPLSETGNSTPE jwsgaFBAdsdAGUIMG3GamZaFqRAT 48N WYwlg
Jh43Khd 1 JyYEPxfuBYuCapMgBcllRetiwgPK

"resgurce_server": "ResourceServer: Printing Serwver




e To resolve this, copy the contents of “MyServer.crt”, which is the public key of AS.
Paste it in the “Verify Signature” window. It will automatically validate the signature
of the token and you get “Signature Verified” message.

Algerithes | F

Encoded Decoded

5.2 Replay Attacks

e The goal is to ensure that intercepted PoP tokens cannot be reused by an attacker.

e From Postman send the request with PoP token to RS. For the first time, if the token
is valid, you’ll get “Access granted” as response.

e Click on send again from Postman to send the request to RS with the same token.

e For the second time, you’ll get ““Token alredy used” error. Thus, a token can already
be used only once avoiding replay attacks.
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8 1

Body Cookies

@ http://localhost:3000/validate [ save

POST ~ http//localhost:3000/validate

Pretty Raw Preview Visualize HTML ~

v Share

Params  Authorization ~ Headers (8)  Bodye  Scripts  Settings Caokies
none form-data x-www-form-urlencoded @ raw binary GraphQL  JSON ~ Beautify
3 expires_in": 3600,
4 token_type":- "Bearer",
5 scope”: null,
6 refresh_token": "340a2a240a82b29324cedbleb61498c62628a580",
7 pop_token”:  "eyJ0eXAi0iJKVIQiLCIhbGei01ISUZIINIIS.

eyIpc3Mi0iIPOXVOaCBTZXI2ZXT 1L CIzdWIi01IESUQEIDREUWIWEF py eVBSWES0cHVNCmIKRWIQVGR SHIFZ2tVYkJud jNFYngzVERoCESy TiwiaWFOT joxNzIzM] gINTEALCI1eHAIOTE3MIMyODkxMTgsImN
uZil6eylqd2siOnsia3R51§0iUINBIiwibi 16 IndPaEFsYT1u0UtieWhWOVpYMBAZMNMSRTNRCMSDUGVHMOS S USBTQRAWLQtWXRxdnNxeVBsUEJORE4AVFBFandzZzBGMEF ke 2RBRIVIDTYZRIFLHMFGEVIBNzZ
Q4bmpXWXdVeUZPUzNUUKFuZHZSY2ZWck92b2NDamgOMBtoZDFKeV1FUHhmdTBZdUNhCE InQmNVUmYOaXdx UE t5Y25WW id201BCc1B1eW10Z 1ZHa2dPendhMkt JRkZTRS1DdHRNC1B1c XZMUGS odmRE Y 3dy SEC XM
FQAX@1nRVBAbWSYc Z3Qn JIbERGNGSMAMZ tVMZ JNLVLON1IU1035md j Skl IUEVUTXFLdFVEQWREOVZ3d3E5bmSESHFEE jh1N@d JQk1nWLNINL L TUBFKVMSCMTMERKF JdVhDRmhie TFLQk1SdmphVHk30TA3SW1P
R1ZVTUQORWA5VihRAyTsInUi0iJBUUFCTNA9LCINY2NLc3NEAGITZHAL0LINND] INThiY2Y3ZDgyN2ZnN k2 ZTEON]Q1ZTAZZ TESYTZhMNZ1ZDZ Tiwicnvzb3vyY2VEc2VydmVyTioiUmVzb3aVyY2VTZXI2ZXT
6IFByaW5@aW5nIFNLcnZ1ciAxIng.,

MbOnOLSMyh9zAMTyKVHSIXQ-Eot6ZhT101SfUeckWiNZbyZ5iMtABc14KBLGLH5U-s8t02kinbACE URIYDVOW -2£Cdca5yBHEVSpI2 1IWUYpEMALVSXa T TAMHTYMh3c2nL 2PF s115a1_gigAUPTg1q812Ttvm7
znUEjRWPonTa]iF62pbadMSTPERVWDJZS TBhOMWEUI2nxBGIEkN190INRIcxvZUhuN n2mrUIHe 921 TO1ThQBEKiRV322291DB95TvaydRN72TNIuTed j tupangWNEZEVXIE _UyKAb3IwaH2HPkKeYlgyh_Jcs
px5x0£3xr5PV3pDRRA1VMA2XFUIGIFOEI9dbdr9gs LBxGmNwBkmHG - Ei8yoplZidoda5VnReDabZpkVOTnpwco2BRVnLcgmgvrUBEW_k5GKneU65SR_SLAYOMK -ysH_8zNOULv2Epx3kPr7bApXVeAS1Ay _coDtaT
pgl3ocmyd52-xYeuTZpHEI2_15WBQkAXKz1c3x5z0XHbvSbxUNXxuINRRGAmUhMAFdkgVzgYevH1lojmFIOxtBO2uL JUKET yyKMWDIhy JOZGONHYOCHENNhcSCWEPN1GigWzzFufEYL_irACT-v_DgKkk3YFJItUw
B8F9-BkaCAQYM_aORT2CS7TCUShAtMHUiDEYVIbvmT3HBAY "

Headers (7) Test Results Time: 10ms Size: 269 B ooe

Token already uses

5.3 Expired Token

e Send an expired token to the RS in the body of the POST request. RS will verify when
1 ing “The PoP token i ired”
the token expires and send a response saying e PoP token Is expired”.
i http://localhost:3000/validate () Save ~  Share
POST ~ http:/flocalhost:3000/validate Send
Params  Authorization ~ Headers (8)  Bodye®  Scripts  Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL  JSON v Beautify

3 "expires_in":- 3680,

4 “token_type”: "Bearer”,

5 "scope”: null,

6 “refresh_token': "1aS5efd5378a3dB3abfbf66170410£9d2763c9fb9",

7 “pop_token": "eyJl0eXAi0ilKV1QilCIhbGCi0iISUZTINIIG.
eyJpc3Mi0ilPQXVEaCBTZXI2ZX11LCIzdWIi0iJESUQEIDREUNL HeF pyeVBSWESocHVNCmIkRW1gVGRISHIFZ2tVYkJudjNFYngzVERoCEsy TiniaWF@TjoxNzIy0DQSMTIwLCI1eHAIOFE3M  TANTI3MASInN
uZilbeylqd2siOnsia3R51joiUINBIiwibiI6IndPaEFsYT1u0UtieWhWOVpYMO42ZMmMSRTHRCMSDUGVHMOS JUSBTONAtWIQtWXRxdnNxeVBsUBIORO44VFBFandzZzBGMEFkc 2RBR3VIBTYZR3F tWmFGCVIBNZ
Q4bmpXWXdVcUZPUZNUUKFUZHZSY2ZWek92b2NDamg@MatoZ DFKeV1FUHhmd TBZdUNhCELnQmNVUmV@aXdxUE t5Y25WWjd201BCc1BLeN10Z ZHa2dPendhMikct IRkZLRS10dHRNc1B1cXZMUGS0dmRSY 3dySEcKM
FQAX01nRVBAbNGYcZ3QnITbERGNGSMAMZ tVmZIN1VLOMLIUL 635md {Sk1 TUEVUTXF1dFV+QWRE0VZ3d3ESbMSESHFEe1h1NGdIQk1nWININ1 L TUBFKVmMSCMTMtRKF JdVhDRmhie TFLQK1SdmpVHK30TAISWIP
R1ZVTUQBRWASVjhRdyIsImUi0iBUUFCIN19LCINY2NLc3NFdGIXZAA101IZNDC2MTBIM2ViM] hiZDZIZmEYNDYXYWY2NZcwNDgxNDQINTELIMmNI TinicmVzbaVyY2VEc2VydmVyIjoiUnVzhavyY2VTZXI2ZXT
6IFByaW5@aksnIFNLcnZlciAxIng.
1NngMh1ERTN25181CTnLWSYxWg96b0c1MZgzoIFOTWZGUHHAP TUEWAMYdmd£Z ImsPoKkmreS5]1 - 1TkwIENFay2z1HPMPLSseZ9uMO9g6161£Bt_BuDQafroWomEjcLU)aHNo1I0suSIJONH1gwhzXNomZaSqel Ty
nbs086XtiEBSWPCnIDSIg59aqw_U7-N30T8n0Gq- 6ezw-KX7EPevmSukN_ce IDRoIEMDQNSnOBUDt6AEBIWNCHHI6bu0ZHAqI10u9t2L Avpdakeifgpz17T5kznnBwglzPigZUDuij InYTGEONZUYTSAOVTPOEL
KA_hn5TcA2LelZd_MdaxHTQZRr2NXObBVE1R6 AomBAG3auLGnLdLViSYDFUTHVpA7ET16hb1AZNMOgTOMECWKY20R - 1Y4SBMYZgzL 1 DPZbKb151SqTHNS ccao5s0rZHB775MFFXU1Zs_0XuJwkElUEaBqlE
60ECLCCdS5L6MzKWIGCZCBMENPIUQFToBSNtAFaXMwOokyRdaV7nRta - 121t987zpDcPwd_dTiQ3fLLc144]L T TRODEPESQmYZd0ThVIBhdtzBF a0 - FAKhSWT - 60tARaLKmwG3Ho_71UHLEqsz£TMQAUAXPAUKC
_EL7zDBGygfrFhE-Uo6iSGLLzyMvUTd3ZAfqdIUBRI4  zLU"

8 1

Body Cookies

Headers (7) Test Results ﬁ us: 401 Unauthorized §Time: 122 ms  Size: 276 B seo

Pretty Raw Preview Visualize HTML v = o Q

1 I{

sage”:"The PoP token is expired'} I

5.4 Data Tampering

Burp Suite will be used as a interceptor proxy between Postman and AS or RS to
inspect and modify HTTP requests.
Configure Postman to use Burp Suite as proxy like below:
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FUSLIIGI USTS IS SySLCiS PIUAY GUTIIgUIGUuIS Uy USIGuit U GUTISUL (U arly e

General -
& services, or to send API requests.

@ Themes || This proxy requires authentication

& Shortcuts

- Proxy configurations for sending requests
@ Data
Specify a proxy setting to act as an intermediary for requests sent through the Builder in

4 Add-ons Postman. These configurations do not apply to any Postman services. Learn more about
using a custom proxy #

g Certificates
—

=2 proxy Use system proxy )

[ Update Use custom proxy configuration «©

© [ Proxy type HTTP [@ HTTPS
Proxy server ‘ 127.0.01 ‘ : ‘ 8080 ‘
Proxy auth

»

Uses basic authentication method.

Proxy bypass
Enter comma separated hosts to bypass proxy settings.

e In Burp Suite go to Proxy tab and turn Interceptor on.

e Send a request with valid PoP token from Postman to the RS. As soon as you hit send
in Postman, the request will be intercepted and visible in Burp Suite.

e Select the “pop_token” and modify it (delete or add extra letters) in the “Decoded
from:” window on the right side of the screen and click “Apply changes”. Hit
Forward.

e You’ll get “Access Denied: Invalid Token Verification™ as response in Postman.

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn {6} Sett
HTTP history WebSockets history {S) Proxy settings

P Request to http://localhost:3000 [127.00.1]
brep Action Open browses Add e W N
P R H QB w = -
sty w = Inspector w = - @ X
POST /walidate HTTP/1.1

Content-Type: applicatisn/jsen
Usex-Agent: Pasemankuntime/7.41.0

Selected text
Aecepe: ¥/
Postman-Teken: 01£34c01-b143-482a-Scc2-h37130bbesa
Hest: lscalhose: 3000 eyJ0eXAi0iJKVI0iLCIhbGeiNidSUZIINLIS.
Accepr-Enceding: guip, deflave, br eyJpc3Ni0iJPIXV0aCBTZXI 2ZXIiLCIZdNTi0
Connection: keep-alive 1JESUQE IDREUVLVAEgdEgsEgadEgsdEgsdEgs
Centenc-Lengeh: 1774 dfgsdfgstdgsfdgeFpyeVBSWE SocHVNcnIkRW
. 1qVGR]SHLFZ2tVTkJudjNFYngzVERoCESYTiv
“access_token”: "adShSlbcfTdOITEEESEel4€4Se0EelSabalfedic”, 1aWF0I)oxNa12N) gINTEALCY L eHALDJEN) Ay
= 2600, ODkxMTgsImNuZiléeylqdisiOnsia3R5Ijoil
ez, INBIiwibilE€IndPaEFsYTIu0ULLeWhWOVpYHO
94020 22d020ba00dc gl pEldcacEagaaas00" See more vV
"pep_teken”
"eyd0eXAL0iJEVIQiLCIhbGe i0iJSUn I1NEJS . eyJpeINi0 idPQXVOaCETINJ22X [iLCIndWI 10 iJEIUQE TZ2eV¥k Jud JHTYngsVERe
eCayliwiaWroljexlis a1 gn InmdlaZ i yIqAZs i0ns i aIRS 130 iVIHNE Tiwib i 1€ IndP AL T YT 1 u0Ve i e WhWOUVp THO AZHM SRTHR cmSDUGUHMO 55U 3
BT QnAeWl BT IRBRIV. U, 2ZWek § 2 2D amgOMOt o ZD MK e V] MMhamd TR ZAUTheE Ln
RS % AT 12 A2 §15C-131 U317 42RA% At BN B 1D K 151 o ; P o Decoded from:  Select v ®
433k L IUEVUTX 1 LLVE WIW 1 £ VO FKVrS CHTHe Rl FJAVRD Pash i e T FL Jk 1. AJISUIPRL! ' 3! y1s Inlli0 § JEUUTC Inl6
LCJKY2I] ¢ INEAGE x24I 0 § JRITDY ilTh i Y2 Y220 gy W2 Zmil 3k 2ZTEON 0 12T AZZTE SYTZhitmZ ] ZD2 3 Tiwi caiiuh Wy Y2V c 2Uydnbiy I 3o iUni/ah Iy Y2UTZXIZZX 1€ IMByaWs0aWsn [T cn eyJ0eXAi0iJKVIQiLCIbGei0idSUZIINLTS.
Z1ciAx In0 . MhSn0L SHyhS s AMTyKVUS IX 0 -Eoré Zhz 10 I5£UeckWiNZhyZ$ itfe 4B c LAKSL QLU Su- et 0Zkinh 4CE inRJyDVow-2£CAc0 Sy8HyvIps 21 wiTp£HALUSK a IT AnlT VMR I € InL IR eyJpc3Mi0id POXVOACBTZXI 2ZXI1LCIzdWT 10
Fa3lSai_gighUP IglqolZzevme 3 241Fe2ph 50 TmR1 SnZmrUdMcS 2 {T0{ThQ0EKIRVIZ2a8 1DBS STvaydRhT 2THSuTe 1JESUQEIDREUVIVAE gdEgsEgsdtgsdEgsdEys
i IE_UyKAb2 avh_J 1pDi 2 1rog OyepdZided -
OCw SLATI - ¥ ZEpnIkPx ThApXVe A3l Ay, pyllocomydSS-xTYeuT ZpHE [2_1 W Ok AXKn Lc Ix SuoXHbv Shx Ulixu INRRGAmULMAT dk qVs g YevHl 1 o jml [ dfgadfgetdgetdgeFpyeVBSUE SocHVNCRIkRE
OxtBOZuL JUKE Tyy! 01 16ig] £EYL_ixACT-v_DqklckI¥TJcUndOFS -k aC40TM_aORTZCSTTCU shACMHu iDOYV vl JHB2Y 1qVGR)SHLFZZtVTkJudjNFYngzVERocEsyliv
— — - 1aWF0IjoxNz1zMjgINTE4LCILleHALOIE3M My

ODkxMTgsImNuZil€éeyJqdisionsia3R51joil
1NBIiwibiléIndPaEFsYTlu0UtieWhWOVDYMO

See more v

e | (Y
OG> 5 ancel Apply changes

Search 0 highlights
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~ Share

@ http://flocalhost:3000/validate

POST v http://localhost:3000/validate Send v
Params Authorization Headers (8) Body * Scripts Settings Cookies
none form-data x-www-form-urlencoded  © raw binary GraphQL  JSON ~ Beautify

- 3600,

Bearer”,
340a2a240a82b29 1498c6262ea580",

0iJKV1QiLCIhbGe UzI1NiJ9.
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d2Q1BCc1BleW10Z{ZHa2dPc
NOdIQk1nWlN3N11xlL
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BHgvSp92 LulYpHALVS
91DB9E Rh72TN9L
1gvIUBEW_kSGKneU
B2uL JUKE7yyKMWDShy JOZGONHy

v
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pgLl3ocmyd52-xYeuTZpk
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Body Cookies Headers (7) Test

Visualize HTML v o Q

Pretty Raw

1 I{“message“:“Access Denied: Invalid Token Verification'} I

6 Performance Testing
6.1 Round Trip Time (RTT)

RTT, specific to the TLS handshake, is calculated by measuring the time between the “Client
Hello” and “Server Hello” calls.

e Open Wireshark and double click on “Adapter for loopback traffic capture”. Because
Wireshark captures localhost traffic aka loopback traffic here.

Capture

..using this filter: [ ‘ Enter a capture filter . ~ | Allinterfaces shown ¥

WiFi A
| Adapter for loopback traffic capture . R | I
Local Area Connection* 10
Local Area Connection* 9
Local Area Connection* 8

lnral Araa Cannactinn® 2

e In the filter bar at the top, type below command to filter traffic over HTTPS (port
443) and press Enter.

tcp.port == 443
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4 “wiri > =] X
file Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Amde TREAeEmEFE S S QAQQE
[ ]tcp.port == 443 -+
Na. Time Source Destination Protocol Length Info

199 53.022846 76.223.31.44 192.168.1.7 TCP 66 [TCP Keep-Alive ACK] 443 - 57827 [ACK] Seq=1 Ack=2 Win=116 Len=@ SLE=1 SRE=2

284 54.884530 192.168.1.7 184.18.31.2 TCP 54 60697 + 443 [ACK] Seq=8332 Ack=2612 Win=13@816 Len=8

205 54.987111 192.168.1.7 162.247.241.14 TLSv1.3 1154 Application Data

206 55.009316 162.247.241.14 192.168.1.7 TCP 60 443 - 60692 [ACK] Seq=2281 Ack=6117 Win=24576 Len=0

207 55.165209 162.247.241.14 192.168.1.7 TLSv1.3 457 Application Data

208 55.2e8354 192.168.1.7 162.247.241.14 TCP 54 60692 » 443 [ACK] Seq=6117 Ack=2684 Win=130816 Len=@

209 56.061476 192.168.1.7 52.111.236.19 TCP 1494 59495 + 443 [ACK] Seq=57 Ack=1 Win=1823 Len=1448 [TCP segment of a reassembled PDU]

210 56.0861476 192.168.1.7 52.111.236.19 TLSv1.2 829 Application Data

211 56.070893 52.111.236.19 192.168.1.7 TCP 54 443 » 59495 [ACK] Seq=1 Ack=2272 Win=16386 Len=8

212 56.071823 52.111.236.19 192.168.1.7 TLSvl.2 192 Application Data

213 56.071865 192.168.1.7 52.111.236.19 TCP 54 59495 » 443 [ACK] Seq=2272 Ack=139 Win=1823 Len=@ I
> Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface \Deviq | 9992 74 @6 35 7d 79 @4 1c ce 51 cc b@ 46 @8 @0 45 @@  t S}y Q F E
» Ethernet II, Src: AzureWaveTec_cc:b@:46 (lc:ce:S51l:cc:b@:46), Dst: SernetTechno_7d:79: 2212 8@ 28 15 3b 40 06 30 86 &f df c@ a8 @1 @7 az 7 (@ o
> Internet Protocol Version 4, Src: 192.168.1.7, Dst: 162.247.241.14 ii'f ;i 2: :: 3: g: :: 71 7d 6 577 ac 5e 6550 11 - - q} oW eP
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» Transmission Control Protocol, Src Port: 68689, Dst Port: 443, Seq: 1, Ack: 1, Len: @

e Send the POST request from Postman to the AS to get the PoP access token. This
request will be captured by Wireshark.

e Go back to Wireshark and click the red "Stop™ button to stop capturing traffic.
Identify your HTTP request.

No. Time Source Destination Protocol  Length Info
58 ©.189585 38 323 64 63825 > 443 [ACK] Seg=1 Ack=1 Win=327168 Len=6

Win=2160640 Len=8

881l 384 TLSV1.3 619 Client Hello (SNI=localhost)
=556 Win=2159872 Len=0

| @oieien el sl e GG o GE [, R S A M lews ]
T NETEVTC) P r £ -V R V-7 S W R P WL T T YL -
l 65 ©.197575 1 B TLSv1.3 309 Server Hello, Change Cipher Spec, Application Data, Application Data l
SeeeoTITree, o s T = = = =
67 ©.199233 1 1l TLSv1.3 562 Change Cipher Spec, Application Data, Application Data

e Note down the timestamp for “Client Hello” and “Server Hello” calls. Calculate the
RTT like below:

RTT = Server Hello Timestamp - Client Hello Timestamp
RTT = 0.005631 - 0.002143 = 0.003488 seconds
RTT = 3.488 milliseconds

e Thus, RTT for the presented solution is 3.488ms.

e Additionally, you can generate the RTT graph in Wireshark. Right click on “Client
Hello” - Follow - TCP Steam —> Click on Statistics tab - TCP Steam graphs =
Round Trip Time.
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7/ Common Errors
7.1 Apache SSL certificate error

e Ensure that the location to the “MyServer.crt” and “MyServer.key” in “httpd-ssl.cnf”
file for apache is correct.

SSI CertificateKeyFile "${SRVROOT }/conf/server.key"
SSI CertificateFile "${SRVROQT }/conf/server.crt”

7.2 Invalid Signature even after adding MyServer.crt

e Ensure to copy the entire contents of “MyServer.crt”, including “BEGIN
CERTIFICATE” and “END CERTIFICATE”.

7.3 Client denied by server configuration error

e Ifyou see below error in “errors.log” file then, check your CN name while certificate
CSR generation. “CN=localhost” to run this setup.

[Fri Aug 02 11:41:40.204281 2024] [authz_core:error] [pid 17132:tid 10921 [client ::1:61963] AHO01630: client denied by server configuration:
C:/Users/ketki.jakatdar/Desktop/Thesis/Code/Oauth/oauth2-server-1/oauth2-server-php/favicon.ico, referer: https://localhost/

[Fri Aug 02 11:41:42.301963 2024] [authz core:error] [pid 17132:tid 1092] [client ::1:61963] AHO01630: client denied by server configuration:
C:/Users/ketki.jakatdar/Desktop/Thesis/Code/Oauth/oauth2-server-1/cauth2-server—php/

[Fri Aug 02 11:41:42.322376 2024] [authz core:error] [pid 17132:tid 10921 [client ::1:61%63] AHO01630: client denied by server configuration:
C:/Users/ketki.jakatdar/Desktop/Thesis/Code/Oauth/oauth2-server-1/cauth2-server-php/favicon.ico, referer: https://localhost/

Country Name (2 letter code) [AU]:IR

State or Province Name (full name) [Some-State]:Dublin
Locality Name (eg, city) []:Dublin

Organization Name (eg, company) [Internet Widgits Pty Ltd]:NCI

Common Name (e.g. server FQDN or YOUR name) []:localhost
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