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1 Introduction 
 

The main purpose of this document contains all the information and requirements about the 

technology used and tools that were used during this research project with the idea of creating 

Just in Time (JIT) access through Microsoft Azure Admin Centre in addition to that I have 

enabled Cognitive Services (FACE API) for login to the users. 

 

2 Hardware Specification 
 

Web Brower – Google Chrome  

Hardware Specification Ram – 16 GB  

Disk Space – Minimum 500 GB 

OS – Windows 10 Pro and above 

 

3 Tools Specification 
 

Microsoft 365 Admin Centre – Licence; Microsoft 365 E3 

Microsoft AZURE Portal - Licence: Microsoft Entra ID P2 

Microsoft Entra Admin Centre – Licence: Microsoft Entra ID P2 

Microsoft Intune Admin Centre – Licence: Microsoft Entra ID P2 

 

4 Tools Info 
 

Microsoft 365 Admin Centre:  

 It is used to create User IDs and Groups  

 

Microsoft AZURE Portal:  

 It is used to create Just in Time (JIT) Access for the Users 

 

Microsoft Entra Admin Centre:  

 It is used to configure Policies and Conditional Access to enable the MFA to be a 

secondary authentication for the users. 

 

Microsoft Intune Admin Centre: 

 It is used to manage and secure the device through application management and 

compliance monitoring.    
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5 Implementation 
 

User ID creation and Setup 
 

 
 

1.  Login to https://admin.microsoft.com (Microsoft 365 Admin Console) 

2.  Click Add user 

 

 

https://admin.microsoft.com/
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3. Fill the user details with the appropriate license and create the ID. 

 

Biometrics Concept 

 

1. Purchased the FACE API software in Azure Marketplace to enable biometrics and 

synced it with our users to make secondary authentication.  
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2. The user has been added to the Microsoft Azure Face API for the authentication to log 

in to the sector. 

 

 
 

 Create Conditional Access     

   

3. By Creating a new policy for Conditional Access which needs Azure AD   to enable 

biometrics to the selected users.   

 

 
 

4. The selected users will be enabled under the FACE API authentication by granting 

control access.  
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5. Post selecting the appropriate access click save and then the policy with be updated and 

synced with users.  

 

 
 

 

Create access reviews 

 

 Sign in to the Microsoft Entra admin centra user who is assigned to one of the prerequisite 

roles(s). 

 

1. Identity Governance > Privileged Identity Management  

2. For (Microsoft Entra roles) - Move to Microsoft Entra. Then for Azure resources select 

Azure resources.  

3. Under Manage select Microsoft Entra roles again. For Azure resources, select the 

Subscription to manage.  

4. Then under Manage click Access Reviews and then New to create a new access review  

https://entra.microsoft.com/


6 
 

 

 
 

         
 

5. Click Add Assignments - Add Assignments page.  

6. Click role -   In a user page.     

7. Select a role - assign - user who is to assign the role then click Next followed by Finish.  

8. Select a role which you want to assign, then pick the user to which you want to mention 

the role and click on Next.  

9. On the   Membership settings box, select either   Eligible or Active   from the 

Assignment type list.  

10. Eligible assignments are those where the role member must activate the role, such as 

performing an   MFA check biometric authentication, providing a business 

clarification, or requesting approval from designated approvers.            

11. In-progress assignments   do not have the member having to act to use the role.  

https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/media/pim-create-azure-ad-roles-and-resource-roles-review/identity-governance.png#lightbox
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12. To assign a role for a fixed period, fill in the start and end date and time boxes. Once 

you have completed all the boxes, click Assign and create the new role assignment.    

13. All assignments will never expire. This should be used with permanent staff who 

regularly require role permissions.  

14. An announcement message upon assignment of role status is displayed.  

 

 

Pending Request Approval  

1. Sign in to the Microsoft Entra admin center with Global Administrator. 

2. Search Identity Governance > Privileged Identity Management > Approve requests. 

 

https://entra.microsoft.com/
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We can find the list of requests that require your approval in the Requests for Role Activation 

section. 

 

Creating Resources 

In the Add Resource tab, we have created multiple departments where the domain users can 

get the appropriate approval to get into the respective departments.   

 

 
 

 

Requesting for Department access  

1. We can request permission to access the mentioned department in the My Event tab 

from Outlook.   

 

 

2. Mail will be initiated to the IT Department Head to provide approval to grant 

permission or deny. 
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3. The IT Department Head can provide approval or denial from Outlook. 

 

 
 

 

4. If the IT Department Head decides to reject click No, the user will receive mail as the 

request is declined. 
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5. If the IT department Head decides to approve click Yes, and the user will receive mail 

as the request is accepted.  
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Extend Role Assignment 

1. From the high-level My Roles page of the PIM portal, or under Microsoft Entra roles, 

users assigned to a particular role can extend their expiring role assignments and tasks 

straight from the 'Eligible' or 'Active' tab on the My Roles page itself.  

2. An extension can be requested for an active (assigned) or eligible role which will expire 

in the next 14 days.  
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