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1 Introduction 
 

This manual provides the details on the configurations required to implement the proposed 

methodology, VISERS. Section 2 mentions the device and software specifications used to run 

the python code implementing the algorithm. Section 3 describes the code written to find out 

all the possible values of exploitability with the value of Scope metrics as changed and 

unchanged. Section 4 describes the code written to implement the proposed algorithm along 

with the other algorithms used. Lastly, section 5 describes the output of the code.  

 

2 System Configurations 
 

2.1 Device Specification 

 

 

Fig. 1 Device details 

2.2 Software Specification 
 

Jupyter notebook was used to write the python code via Anaconda navigator. Fig. 1 shows 

the versions of the software utilized. (Anaconda, 2024) 

 

 

Fig. 2 Software information 
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3 Calculating Possible Values of Exploitability 
 

VISERS calculate the score using both qualitative and quantitative methods. For impact, 

defining the qualitative was easy as there are only three metrics involved in the configuration. 

But for exploitability, there are 5 metrics that play role in measuring exploitability. The metrics 

are access complexity, access vector, privileges required, user interaction, and scope. For 

privileges required metric, different weights are assigned with respect to the scope value. Scope 

value could be “changed” or “unchanged”. This makes 48 possible combinations for each case 

to be calculated. To do the calculations, two sets of code were written. Fig. 3 shows the snippet 

of the code to calculate the values where the scope value is “changed” and fig. 4 shows the 

code where the scope is “unchanged”. Next section will address the use of it. These files are 

saved with the names: Possible values of Exploitability (S=C).ipynb and Possible values of 

Exploitability (S=U).ipynb 

 

 

Fig. 3 Exploitability values when the scope is “Changed” 

 

 

Fig. 4 Exploitability values when the scope is “Unchanged” 

 

4 Implementation 
 

As we have compared the proposed technique with some other prioritization techniques, the 

code written includes the calculation of all the techniques. The code file is saved with the 

name: Final Project Code.ipynb. Following sections explain the different parts of the code. 
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I. Defining Metrics 
 

Figures in this section portray the weights assigned to each metrics value. The IMPACT 

variable mentioned for VISERS, VIEWSS, and VRSS contains the values assigned to each of 

the combination for confidentiality, integrity, and availability.  
 

 

Fig. 5 Metrics for VISERS 

 

 

Fig. 6 Metrics for VIEWSS 

 

 

Fig. 7 Metrics for VRSS 
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Fig. 8 Metrics for WIVSS 

II. Vector check 
 

There are two functions defined to check the accuracy of the vector string received from the 

calculation functions which are discussed in the next section of this manual.  

 

 

Fig. 9 Vector check for VISERS 

 

Fig. 10 Vector check for VIEWSS/VRSS/WIVSS 

 

III. Calculation functions 

There are 4 functions created to calculate the scores. VISERS code is explained in detail. 

a. VRSS Calculation 

 

 

Fig. 11 Calculating base score using VRSS 

b. WIVSS Calculation 

 

 

Fig. 12 Calculating base score using WIVSS 
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c. VIEWSS Calculation 

 

 

Fig. 13 Calculating base score using VIEWSS 

d. VISERS Calculation 

 

 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
Fig. 14 Calculating base score using VISERS 
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1. parse_vector function returns a tuple. This can be used to assign values to the 

variables. 

2. Values of confidentiality, integrity, and availability are combined to form a string and 

assigned to a variable. 

3. Exploitability is calculated with the proposed formula 

4. Using pre-defined values of impact variable, qualitative rating of impact is performed 

5. For scope value as “unchanged”, qualitative rating of exploitability is performed. The 

range defined for exploitability is retrieved from the calculations mentioned in section 

3 fig.4. The values are kept in descending order and equally divided among the 

ratings. Then on the basis of exploitability and impact rating final calculation of base 

score is done. 

6. For scope value as “changed”, qualitative rating of exploitability is performed. The 

range defined for exploitability is retrieved from the calculations mentioned in section 

3 fig. 3. The values are kept in descending order and equally divided among the 

ratings. Then on the basis of exploitability and impact rating final calculation of base 

score is done. The only difference is that a factor of 1.08 is multiplied to generate the 

base score.  

 

IV. Main Function 

 
The main function starts with accessing the dataset file, Dataset.json. The data is loaded from 

the file into a variable and an empty list is created. 

 

 

Fig. 15 Opening the JSON formatted dataset file 

 

The vulnerabilities are enumerated using a “for” loop. Base scores, severity, and vector string 

is fetched for CVSS 3.1 and assigned to variables. For CVSS 2.0, only base score and string 

vector is fetched.  

 

 

Fig. 16 Retrieving CVSS 3.1 and CVSS 2.0 data 
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Severity for CVSS 3.1 base scores can be retrieved directly from the data but for all other 

techniques the severity rating is assigned as per the CVSS 3.1 severity levels. (NVD - 

Vulnerability Metrics, 2024) 

 

 

Fig. 17 Assigning severity rating to CVSS 2.0 base scores 

For all other algorithms, base score calculation function is called from the main function and 

severity ratings are assigned.  

 

 

Fig. 18 Assigning severity ratings to VISERS base scores 

 

 

Fig. 19 Assigning severity ratings to VIEWSS base scores 
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Fig. 20 Assigning severity ratings to VRSS base scores 

 

 

Fig. 21 Assigning severity ratings to WIVSS base scores 

 

The required data is appended into the list created at the beginning of the main function. 

 

 

Fig. 22 Appending the required data into the list 
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The code imports Pandas, an open-source data analysis and manipulation tool for python, to 

export the data into an excel sheet. 

 

 

Fig. 23 Creating an excel sheet with the required data 

 

5 Result 
 

The final output of the code is an excel sheet containing CVE IDs along with the base score 

and severity rating of the algorithms; CVSS 3.1, CVSS 2.0, VRSS, WIVSS, VIEWSS, and 

VISERS. The excel sheet is saved with the name: Code_Result.xlsx. Fig. 24 is the snippet of 

the excel file. 

 

 

Fig. 24 Snippet of the excel produced as Output 

 

6 Analysis 
 

The data is analysed utilizing the statistical measures: mean, standard deviation, skewness, 

kurtosis, and distinct values. MS Excel provides functions to calculate these measures.  

Table 1: MS Excel functions 

Function Name Usage 

AVERAGE Calculates the mean 

STDEV.S Calculates the standard deviation 

SKEW Calculates the skewness 

KURT Calculates the kurtosis 

 

The distinct values can be obtained by removing the duplicate values of the base scores and 

counting the unique ones. The values obtained from these measures are presented in an excel 

sheet named Analysis.xlsx. Following are the snippets from that excel file.  
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Fig. 25 Retrieved statistical values 

 

A visual representation of qualitative distribution of vulnerabilities for all the techniques is 

also presented in this excel sheet. 
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