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The below-mentioned details provide appropriate configuration to achieve the prototype for
the user authentication solution which as follows:

1) SETTING Up HoST ENVIRONMENT: The host machine is completely equipped with
appropriate tools for the smooth functionality of the solution. The following details provide
the steps to install Node.js:

i) Download v20.16.0 (LTS)! # Version of Node.js with additional libraries
if) Allow installer to download necessary tools # Ensures installation of additional tools
from PowerShell

2) DEVELOPING USER INTERFACE: React library, Node.js and GitHub repositories are
collectively used to achieve a responsive and efficient user interface. The below-mentioned
steps help to create a new React project:

i) Locate and download GitHub Repository!?! # Provides template to user interface
i1) Open PowerShell
ii1) Run Command (npx create-react-app facebook-dummy) # Creates React Project on

designated location

iv) Manually navigate to the created project to copy the downloaded GitHub repository to
provide interface with a landing and main authentication page.

v) Run command (cd facebook-dummy) # Navigate to project location
vi) Run command (npx install @authO/authO-react) # Integrate and install AuthO React
SDK for authentication

3) ALIGNING AUTHENTICATION SERVICE: The AuthO platform requires to be created with an
application in order to generate the Domain and client ID to establish a communication
bridge between the Web-app and localhost:

i) Login into AuthO by Oktall

ii) Create application using single page web application option

iii) Provide name to web application

iv) Choose technology on which the solution needs to be created: “React”

The above setup creates an application and provides it with Domain and Client ID which is
essential for the communication which can be achieved by following the below steps:

i) Manually locate created project
if) Open src > index.js # Open using Notepad
iii) Change Domain and Client ID



4) VERIFYING USER DEVICE APPLICATION: The application which represents the
functionality of digital wallet for user identities is a tool offered by AuthO itself which can be
achieved by following the below steps:

1) Download Guardian from Google Play or Apple store[4] # Open source application
i1) Login Guardian with parent credentials # Provides control on the application

5) ALIGNING RESPECTIVE DATABASE: The guardian application needs to be aligned with a
secondary database that stores the data derived from user IDs. However, the current setup
does not offers solution where the user have interface to stores its ID details, so manually
entry needs to be done in order to achieve validation between the primary and secondary
dataset:

1) Login AuthO and locate to Authentication > Database

i1) Create DB connection using primary attribute: “Email Address”

iii) Locate to Attributes and create required attributes manually on basis of the parameters for
validation

iv) Locate to application and align it with the primary created application

LINKS

[1]https://nodejs.org/en/download/package-manager

[2]https://github.com/auth0-samples/authO-react- samples/tree/master/sample-01

[3]https://auth0.auth0.com/u/login/identifier?state=hKF02SBHSzFTN2ZIMW1PbEJjL WpFa
G1xTkVkZ003RV80aHBzRaFur3VuaXZlcnNhbC1sb2dpbgNO0aWTZIHZzcVVuMjRVUUI
NMjF3ZEdZUVZIdXVJIR]KIQUXMTmxB0o2NpZNkgekVZZnBvRnpVTUV6aWx0a0hpbhG
NXb05rckZmSjNoQUk

[4]https://play.google.com/store/apps/details?id=com.auth0.guardian&hl=en&pli=1
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