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1 Main Dependencies Used 
 

a. VMware Workstation 16 Pro 

b. Ryu package version 4.34  

c. Ubuntu release 18.04  

d. Python3 version 3.7.5  

e. Python version 2.7.17 – for deploying Mininet scripts 

f. Mininet version 2.2.2 

g. Remix IDE v. 0.52.0 

h. Geth and Puppeth version: 1.9.24-stable  

i. Go Version: 1.15.5 

j. Chrome or Firefox with Metamask extension plugin 

k. Raspberry Pi 4 with installed Open vSwitch v.2.17.1 

l. USB to Ethernet adapter for the Raspberry Pi devices  

m. Visual Studio Code 1.92.1 

 

2 Other Dependencies Used 
 

a. VirtualBox v. 6.1  

b. Kali Linux release 2024.2 

c. Ganache v. 2.7.1 

d. Notepad++ v8.4.8 (with Compare plugin) 

e. Matplotlib library for Python 

 

3 Deployment of Ubuntu VM 
 

a. Install Ubuntu in VMware. The network adapter should be in bridged mode 

 

 
Figure 1: Virtual network adapter in Bridged mode 
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4 Deployment of Ryu and Mininet 
 

 

b. Install Ryu package and Mininet emulator in the Ubuntu VM: 
 

sudo pip3 install ryu 

sudo apt install mininet 

 

c. Install Open vSwitch on Raspberry Pi 4
1
 

 

d. Run Ryu Manager with a simple L3 switch [1]: 

 
ryu-manager ryu.app.simple_switch_13 

 

 The script for simple_switch_13 was borrowed from C²S Consulting
2
  

 

e. Launch Mininet hosts to confirm connectivity to the controller [1]: 

 
sudo mn --controller remote,ip=127.0.0.1  --switch 

ovsk,protocols=OpenFlow13 --mac --ipbase=10.0.0.0/24 --topo single,4  

 

 

f. Launch the final target Mininet topology from the Python script: 

 
sudo python ~/mininet/custom/Nat_Mininet_topology.py 

 

The script Nat_Mininet_topology.py was adapted from [3] and [4]. 

 

g. Ryu-Manager command that launches the controller alongside the SDNEther app, 

with the required certificates for TLS encryption. 

  
ryu-manager --observe-links ~/ryu/flowmanager/flowmanager.py 

ryu.app.L3_simple_switch_13 sdnether.py --ctl-privkey 

/var/lib/openvswitch/pki/controllerca/ctl-privkey.pem --ctl-cert 

/var/lib/openvswitch/pki/controllerca/ctl-cert.pem --ca-certs 

/var/lib/openvswitch/pki/switchca/cacert.pem 

 

 

 

 

 

 

 

 

 

 

 

                                                                 
 
1
 https://shantoroy.com/openflow/how-to-configure-raspberry-pi-as-open-flow-switch/ 

2
 https://www.obriain.com/training/sdn/RYU_example_scripts_v2.0.1.tgz 
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5 Deployment of PoA Ethereum Network 

 
Figure 2: Initial activation of a new account for each of the three nodes 

 

 
Figure 3: New key for the bootnode is generated and the bootnode is launched 

 

 
Figure 4: New Genesis file is created 
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Figure 5: PoA Clique engine is selected and the miner node is designated. All three accounts are pre-funded 

 

 
Figure 6: The network ID is created and the Genesis configuration is exported 

 

 
Figure 7: The Genesis file is copied to each node’s folder and the Genesis is initialised for each node. 

 

 
Figure 8: Each node is initialised with the Genesis file 
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Figure 9: Miner (sealer) node is launched 

 

 
Figure 10: Bootnode is launched and it facilitates communication among all the nodes 

 

 

6 Deploying the Smart Contract with Remix and Metamask 
 

 
Figure 11: PoA network needs to be set up with URL, network ID and currency 

 



6 
 

 

 

 
Figure 12: Metamask account needs to be connected with Remix via WalletConnect 

 

 
Figure 13: Smart Contract code needs to be compiled with the correct version of compiler corresponding to the 

correct pragma solidity ^0.8.0;  

 
 

 
Figure 14: Smart Contract is deployed to the BC 
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Figure 15: Final stage: contract deployment confirmation in Metamask 

 

 
Figure 16: Successful transaction has been confirmed 

 
 

 
Figure 17: Successful contract submision in the BC 

 
 

 
Figure 18: End-user MAC address and its correspoding BC account address can be registered in the SC from 

Remix IDE 
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