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Configuration Manual

Paul Gibbons
Student ID: x22167846

1 Environment Configuration for Running Analysis with R code
| used two devices over the course of my work as described below.
Device Number 1.

Laptop: Apple MacBook Pro M3
OS: Sonoma v.14.5

MacBook Pro

Chip Apple M3
Memory 8 GB
Startup disk Macintosh HD
Serial number M2WB6B4TOG
macOS Sonoma 14.5

R Code Integrated Development Environment: R Studio for Apple Mac version RStudio-
2024.04.1-748



Device Number 2.

Laptop: Asus Zenbook

Operating System: Windows 11 Home
Operating System Build Version: 226331.3880

System > About

BIRDIE

ZenBook UX325JA_UX325JA

Rename this PC

@ Device specifications Copy
Device name BIRDIE
Processor Intel(R) Core(TM) i5-1035G1 CPU @ 1.00GHz 1.19 GHz
Installed RAM 8.00 GB (7.67 GB usable)
Device ID 9BOEE2F4-1D8C-4024-90AE-ES4EEOADCCBA
Product ID 00325-82130-28603-AA0EM
System type 64-bit operating system, x64-based processor

Pen and touch No pen or touch input is available for this display

Related links  Domain or workgroup ~ System protection  Advanced system settings

mm Windows specifications Copy

Edition Windows 11 Home

Version 23H2

Installed on 24/10/2022

OS build 22631.3880

Experience Windows Feature Experience Pack 1000.22700.1020.0

Microsoft Services Agreement
Microsoft Software Licence Terms

R Code Integrated Development Environment:
R Studio for Windows version 2024.04.2-764

A

A



About RStudio

RStudio
2024.04.2 Build 764

© 2009-2024 Posit Software, PBC

“Chocolate Cosmos™ Release (e4392fc9, 2024-06-05) for windows

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) RStudio/2024.04.2+764
Chrome/120.0.6099.291 Electron/28.3.1 Safari/537.36, Quarto 1.4.555

RStudio and Shiny are registered trademarks of Posit Software, PBC, all rights reserved. See
https://www.posit.co/about/trademark/ for permitted uses and guidelines.

Unless you have received this program directly from Posit Software pursuant to the terms of a commercial
license agreement with Posit Software, then this program is licensed to you under the terms of version 3 of
the GNU Affero General Public License.

Open Source Components

Copy Version Ok

2 R Code Script for Trending Analysis of Central Statistics Office
Data and export of statistics to CSV file.

# Install and load necessary packages
install.packages("dplyr”)
install.packages('ggplot2’)
install.packages("plotly")
install.packages("tidyr")

library(dplyr)

library(ggplot2)

library(plotly)

library (tidyr)

# Load the data from the CSV file

# file_path <- file.choose() # Select the CSO-DataSet.csv file
# data <- read.csv(file_path, stringsAsFactors = FALSE)

data <-read.csv('CSO-DataSet2.csv", stringsAsFactors = FALSE)

# Print the first few rows to verify the data
head(data)

# Check for non-numeric values in year columns and remove them
cols_to_check <- ¢c("X2018", "X2019", "X2020", "X2021", "X2022", "X2023")

# Convert all year columns to numeric, coercing non-numeric values fo NA
datalall_of(cols_to_check)] <- lapply(data[all_of(cols_to_check]], function(x)
as.numeric(as.character(x)))

# Remove rows with NA values
data <- na.omit(data)

# Reshape data for analysis
data_long <- data %>%



pivot_longer(cols = all_of(cols_to_check), names_to ="Year", values_to = "Cases") %>%
mutate(Year = as.numeric(gsub("X", "™, Year)))

# Summary statistics for each incident type
summary_stats <- data_long %>%
group_by(Incident.type) %>%
summarise
Mean = mean(Cases, na.rm = TRUE),
Median = median(Cases, na.rm = TRUE),
SD = sd(Cases, na.rm = TRUE)

)

# Print summary statistics
print(summary_stats)

# Create a line plot for cases over the years
ggplot(data = data_long, aes(x = Year, y = Cases, color = Incident.type, group =
Incident.type)) +
geom_line(linewidth = 1) +
geom_point(size = 2) +
labs(title = "Incidents Over Years",
x="Year",
y = "Number of Cases",
color ="Incident Type") +
theme_minimal()

# Create an interactive plot
plot <- plot_ly(data = data_long, x = ~Year, y = ~Cases, type = 'scatter, mode =
linestmarkers’,
color = ~Incident.type, colors = c('blue’, red’, 'green’, 'orange’)) %>%
layout(title = "Interactive Plot of Incidents”,

xaxis = list(title = "Year"),

yaxis = list(title = "Number of Cases"),

hovermode = "closest")

# Show the plot
plot

# Print 30 rows of summary statistics to a CSV
write.table(summary_stats , file = "summary_stats-SD-CSO-DataSet2.csv", sep=",",
row.names=FALSE)

3 R Code Script for Trending Analysis of An Garda Siochdna
National Cyber Crime Data

# Create a data frame
cases <- data.frame(
Year =c(2018, 2019, 2020, 2021, 2022),
New_Cases = c(493, 529, 400, 490, 488),
Closed_Cases = c(465, 405, 333, 431, 692 ) # Assume missing 2018 data as 0
)
# Summary statistics for new cases
summary_stats_new <- summary(cases$New_Cases)
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sd_new <- sd(cases$New_Cases)

# Summary statistics for closed cases
summary_stats_closed <- summary(cases$Closed_Cases)
sd_closed <- sd(cases$Closed_Cases)

# Print summary stafistics
print(summary_stats_new)
print(sd_new)
print(summary_stats_closed)
print(sd_closed)

# Load library for plotting
library(ggplot2)

# Create aline plot for cases over the years
ggplot(data = cases, aes(x = Year)) +
geom_line(aes(y = New_Cases, colour = "New Cases"), linewidth = 5) +
geom_line(aes(y = Closed_Cases, colour = "Closed Cases"), linewidth = 4) +
labs(title = "New vs Closed Cases Over Years",
x="Year",
y = "Number of Cases",
color ="Cases Type") +
theme_minimal()

# Calculate proportion of closed cases
cases$Proportion_Closed = cases$Closed_Cases / cases$New_Cases

# Print proportion of cases closed
print(cases$Proportion_Closed)

# # Create a data frame
# cases <- data.frame(
# Year=c(2018, 2019, 2020, 2021, 2022),
# New_Cases = c(493, 529, 400, 490, 488),
# Closed_Cases = c(465, 405, 333, 431, 692 ) # Update this if you have the correct value for
2022 closed cases
#)
# Reshape data for plotting
cases_long <- cases %>%
pivot_longer(cols = c(New_Cases, Closed_Cases), names_to = "Type", values_to = "Cases")

# Create an interactive plot
plot <- plot_ly(data = cases_long, x = ~Year, y = ~Cases, type = 'scatter’, mode =
linestmarkers’,
color = ~Type, colors = c('blue’, red')) %>%
layout(title = "Interactive Plot of GNCCB Cases",

xaxis = list(title = "Year"),

yaxis = list(title = "Number of Cases"),

hovermode = "closest")

# Show the plot
plot



4 R Code Script for Trending Analysis of FBI Internet Complaints
Annual Data

# Load necessary libraries

library(dplyr)

library (tidyr)

library(ggplot2)

library(scales) # for comma formatting

# Load the data from the CSV file
# file_path <- file.choose() # Select the FBI-DataSet.csv file
data <-read.csv("FBI-DataSet.csv', stringsAsFactors = FALSE)

# Verify the structure of the data
print(head(data))
str(data)

# Ensure Year is freated as a numeric or factor
data$Year <- as.numeric(as.character(data$Year))

# Convert all other columns to numeric
datal, -1] <- lapply(data[ , -1], function(x) as.numeric(gsub(",", ", x)))

# Verify Year conversion
print(head(data$Year))

# Check for any NA values after conversion
if(any(is.na(data$Year))) {
stop("Year conversion resulted in NA values. Please check the Year column in the CSV file.")

}

# Transform data for plotting
data_long <- data %>%
pivot_longer(-Year, names_to = "Category", values_to = "Volume")

# Plot all data
ggplot(data_long, aes(x = Year, y = Volume, color = Category, group = Category)) +
geom_line() +
geom_point() +
labs(title = "Trends of U.S. Cyber Crime by Volume Since 2018",
x="Year",
y ="Volume") +
theme_minimal() +
scale_y_continuous(labels = comma) + # Use comma formatting for y-axis labels
theme(legend.position = "bottom")



5 R Code Script for Trending Analysis of FBI Internet Top 5
Complaints Annual Data with some statistical analysis and plot
of the results

# Load necessary libraries
library(dplyr)

library (tidyr)
library(ggplot2)
library(scales)

# Read the data
data <-read.csv(file.choose())
# data <- read.csv("FBI-DataSet2.csv", stringsAsFactors = FALSE)

# Verify the structure of the data
print(head(data))
str(data)

# Ensure Year is freated as a numeric
data$Year <- as.numeric(as.character(data$yYear))

# Convert all other columns to numeric
datal, -1] <- lapply(data[ , -1], function(x) as.numeric(gsub(",", ", x)))

# Verify the conversion
print(head(data))
str(data)

# |dentify the top 5 items by year
top_5_items_per_year <- data %>%
pivot_longer(-Year, names_to = "Category", values_to ="Volume") %>%
drop_na(Volume) %>%
group_by(Year) %>%
slice_max(order_by = Volume, n = 10)

# Get the unique top 5 categories across all years
top_categories <- top_5_items_per_year %>%
ungroup() %>%
distinct(Category)

# Filter the original data for these top categories

top_categories_data <- data %>%
pivot_longer(-Year, names_to = "Category", values_to = "Volume") %>%
filter(Category %in% top_categories$Category)

# Calculate summary statistics across all years for each category
summary_stats <- top_categories_data %>%
group_by(Category) %>%
summarize (
mean_volume = mean(Volume, na.rm = TRUE),
sd_volume = sd(Volume, na.rm = TRUE),
min_volume = min(Volume, na.rm = TRUE),
max_volume = max(Volume, na.rm = TRUE)



)

# Print summary statistics
print(summary_stats)

# Plot the top categories across all years
ggplot(top_categories_data, aes(x = Year, y = Volume, color = Category, group =
Category)) +
geom_line() +
geom_point() +
labs(title = "Top 5 Fraud Categories by Volume Over the Years",
x="Year",
y ="Volume") +
theme_minimal() +
scale_y_continuous(labels = comma) +
theme(legend.position = "bottom”)

# Print 30 rows of summary statistics
print(summary_stats, n=30)

# Print 30 rows of summary statistics to a CSV
write.table(summary_stats , file = "summary_stats-SD-Top10.csv", sep=",", row.names=FALSE)

6 R Code Script for Trending Analysis of FBI Annual Cybercrime
Costs Data with some statistical analysis and plot of the results

# Load necessary libraries
library(ggplot2)
library(reshape?2)

# Read the data from CSV file
data <-read.csv("FBI-DataSet-CyberCosts.csv')

# Melt the data frame for easy plotting
data_melted <- melt(data, id.vars = "Complaint.Type", variable.name ="Year", value.name =
"Loss")

# Convert Year to numeric
data_melted$Year <- as.numeric(gsub("\\D", ™, data_melted$Year))

# Plotting the data
ggplot(data_melted, aes(x = Year, y = Loss, color = Complaint.Type)) +
geom_line() +
geom_point() +
theme_minimal() +
labs(title ="US CyberCrime Annual Loss Trends (2018-2023)",
x="Year",
y ="Losses ($)",
color = "Complaint Type") +
scale_y_continuous(labels = scales::comma)

# Statistical Analysis: Summary Statistics
summary_stats <- data.frame(
Complaint.Type = data$Complaint.Type,



Mean = rowMeans(datal, -1]),
Median = apply(datal, -1], 1, median),
Std_Dev = apply(datal, -1], 1, sd)

)

print(summary_stats)

# Print 30 rows of summary statistics to a CSV
write.table(summary_stats , file = "summary_stats-SD-FBI-DataSet-CyberCosts.csv”, sep=",",
row.names=FALSE)

7 R Code Script for Trending Analysis of FBI Annual Top 5
CyberCrime Categories by Costs Since 2018

# Load necessary libraries
library(dplyr)

library (tidyr)
library(ggplot2)
library(scales)

# Read the data
data <-read.csv("FBI-DataSet-CyberCosts-2.csv", stringsAsFactors = FALSE)

# Verify the structure of the data
print(head(data))
str(data)

# Ensure Year is freated as a numeric
data$Year <- as.numeric(as.character(data$yYear))

# Convert all other columns to numeric
datal, -1] <- lapply(data[ , -1], function(x) as.numeric(gsub(",", ", x)))

# Verify the conversion
print(head(data))
str(data)

# |dentify the top 5 items by year
top_5_items_per_year <- data %>%
pivot_longer(-Year, names_to = "Category", values_to ="Volume") %>%
drop_na(Volume) %>%
group_by(Year) %>%
slice_max(order_by = Volume, n = 4)

# Get the unique top 5 categories across all years
top_categories <- top_5_items_per_year %>%
ungroup() %>%
distinct(Category)

# Filter the original data for these top categories
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top_categories_data <- data %>%
pivot_longer(-Year, names_to = "Category", values_to ="Volume") %>%
filter(Category %in% top_categories$Category)

# Calculate summary statistics across all years for each category
summary_stats <- top_categories_data %>%
group_by(Category) %>%
summarize (
mean_volume = mean(Volume, na.rm = TRUE),
sd_volume = sd(Volume, na.rm = TRUE),
min_volume = min(Volume, na.rm = TRUE),
max_volume = max(Volume, na.rm = TRUE)

)

# Print summary statistics
print(summary_stats)

# Plot the top categories across all years
ggplot(top_categories_data, aes(x = Year, y = Volume, color = Category, group =
Category)) +
geom_line() +
geom_point() +
labs(title = "Top 5 CyberCrime Categories by Costs Since 2018,
x="Year",
y ="Costin $") +
theme_minimal() +
scale_y_continuous(labels = comma) +
theme(legend.position = "bottom”)

# Print 30 rows of summary statistics
print(summary_stats, n=30)

# Print 30 rows of summary statistics to a CSV
write.table(summary_stats , file = "summary_stats-SD-Top10-2.csv", sep=",", row.names=FALSE)

8 Ancillary R Libraries Installed

Clippr

Clippris an R package designed to simplify and automate the process of generating visual
content, such as images or visual summaries, from datasets. It is particularly useful for quickly
producing high-quality, publication-ready visuals that can be easily embedded in reports or
presentations.

Readr

Readris an R package that provides a fast and friendly way to read rectangular data (like
CSV, T8V, and other tabular data) into R. It focuses on making data import easier, faster, and
more user-friendly compared to base R functions. Readr also provides functions that
automatically parse data types, handle missing values, and manage data import errors
efficiently.

ggplot2
ggplot2 is a widely-used R package for data visualization. It implements the "Grammar of

Graphics" concept, allowing users to create complex and multi-layered visualizations by
adding components such as scales, themes, and geometries in a structured manner. It is
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known for its flexibility and power in creating detailed and aesthetically pleasing
visualizations.

reshape2

reshape?2 is an R package used for data reshaping, particularly in the context of converting
data between wide and long formats. It provides functions like melt() and dcast() that allow
users to manipulate the shape of their data frames, which is often a necessary step in data
analysis and visualization workflows.

These libraries are commonly used in R for data processing, visualization, and automation of
tasks

Plotly

Plotly is an R package that allows users to create interactive, web-based visualizations
directly from R. Built on top of the plotly.js JavaScript library, it supports a wide range of chart
types, including scatter plots, line charts, bar charts, and 3D plots. Plotly is particularly useful
for creating dynamic and interactive visualizations that can be embedded in web pages or
shared online. It also integrates well with other R packages, such as ggplot2, allowing users to
convert static ggplot2 plots into interactive ones.

Tidyr

Tidyr is an R package designed to help clean and organize data, particularly by converting
datainto a "tidy" format. In tidy data, each variable is a column, each observation is a row,
and each type of observational unit forms a table. Tidyr provides functions like gather(),
spread(), separate(), and unite() to reshape data, making it easier fo analyze and visualize.
It's commonly used in conjunction with other packages in the Tidyverse ecosystem.

Dplyr

Dplyris an R package that provides a set of tools for efficiently manipulating data frames. It is
part of the Tidyverse ecosystem and is known for its intuitive and expressive syntax, making
data manipulation tasks simpler and more readable. Key functions include filter() for
subsetting rows, select() for choosing columns, mutate() for adding new variables,
summarize() for aggregating data, and arrange() for sorting data. Dplyr also supports
operations on grouped data, enabling complex tfransformations and summaries with ease.

Scales

Scales is an R package that provides tools for scaling data and controlling the appearance
of axes and legends in visualizations. It is often used in conjunction with ggplot2 to customize
the way data is represented on plofts, such as adjusting axis labels, setting scales for
continuous or discrete variables, and formatting numbers, dates, and times. Scales makes it
easier to control the mapping between data and visual elements, enhancing the clarity and
readability of plots.

9 Case Law Searches

9.1 WESTLAW.IE
https://libguides.ncirl.ie/databases/westlaw

Westlaw.ie is an online research tool that lets you carry out legal research quickly
and easily. It gives you instant access 1o Irish reported and unreported case law,
legislation, journals and legal news.

Key Westlaw Journals
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The following key resources may be accessed once you log in to Westlaw, and search for
them by title:

Annual Review of Irish Law

Bar Review

Commercial Law Practitioner
Conveyancing and Property Law Journal

This study used the case law search facility for Irish case law to develop the dataset in
section 9.4

https://login.westlaw.ie/maf/wlie/api/tocectoryesttype=stdtemplate &sthew=true

9.2 BAILI.ORG

https://www.bdilii.org/bailii/

As per their website:

“The British and Irish Legal Information Institute (BAILI) provides access to the most
comprehensive set of British and Irish primary legal materials that are available for free
and in one place on the internetf. In August 2019, BAILIl included 102 databases
covering 10 jurisdictions The system contains around 169 gigabytes of legal materials
and around 1,001,463 searchable documents.

BAILIl is legally constituted in the UK as a company limited by guarantee (No 4131252)
and as a charitable trust (registered charity no 1084803) and has been supported by
a number of major donors and is assisted by many other organisations and individuals.
BAILIl is hosted in the UK and Ireland by the Institute of Advanced Legal Studies,
London and the Law Faculty, University College Cork.

The databases on BAILIl are derived from a number of sources. Some of the data
comes from existing free to air sites. Most of the databases are based on published
and unpublished CD-ROMs or rely upon direct and indirect feeds by relevant courts,
government departments and other organisations. All of the data have been
converted into a consistent format and a generalised set of search and hypertext
facilities have been added. Further details as to where databases come from are
provided on the database home pages.”

This study used the Multidatabase search facility for Irish case law to develop the
dataset in section 9.4

https://www.bdili.org/form/search _multidatabase.html
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9.3 JUSTIS.VLEX.COM

vLlex is a global legal inteligence platform that provides legal professionals with
access to the most extensive collection of legal and regulatory information in the
world, all on one award-winning and unique platform. vLex develops cutting-edge
technology, including artificial inteligence and data analytics, to help millions of users
access the most relevant and accurate information.

Avuthoritative primary and secondary materials
Access the Justis Irish Cases, the Judgments in the Law Library, the Irish Reports and
Digests, the Irish Tax cases, both reported and unreported cases, statutes, and
statutory instruments, all on one platform.
e Justis Irish Cases (JIC)
Judgments in the Law Library (JILL)
Legislation
Case Law
Administrative Materials
Books
Journals
Dockets
Blogs
News

This study used the case law search facility for Irish case law to develop the dataset in
section 9.4

https://app.viex.com

9.4 IRISH CASE LAW SEARCH TERMS AND RESULTS

The three databases were searched for the same terms outlined in the FBI datasets in order
to attempt to derive some legal case data for these. These online resources are limited to
case law, and do not record criminal law outcomes.

Total

Total Cyber Justis
Crime Type (Search Term . crime | Westlaw.ie Baillii.org notes
Hits related Vlex

hits

1 duplicated
across all
three
databases -
DORIAN
Extortion 133 1 52 39 42 | SZAMOTA -
for crimes
relating to
malware,
botnet and
DDOS
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deployment -
for
extradition
to poland

Personal Data Breach 19 5 7 7

Phishing/Vishing/Smishing/Pharming 3 1 1 1

BEC/EAC

n M H H " 0 O 0 0

business email compromise

"email account compromise"

Confidence Fraud/Romance 0 0 0 0

Harassment/Threats of Violence 0

Advanced Fee /"Advanced Fee" 9 3 2 4

Identity Theft 22 8 9 5

Spoofing 0 0 0 0

Credit Card Fraud 2 1 1 0

Government Impersonation 0 0 0 0

Hacktivist 0 0

SIM Swap

Botnet 1

194 72 61 61

10 CSO Data Tables

10.1 CJAO07 - Recorded crime incidents by Garda Station, Type of Offence,

Year.

Last Updated: 26/06/2024 11:00:00
https://data.cso.ie/table/CJA07

Offences Listed - none with specific cybercrime references

Type of Offence

Attempts/threats to murder, assaults, harassments and related offences

15




2 | Dangerous or negligent acts

3 | Kidnapping and related offences

4 | Robbery, extortion and hijacking offences

5 | Burglary and related offences

6 | Theft and related offences

7 | Fraud, deception and related offences

8 | Controlled drug offences

9 | Weapons and Explosives Offences

10 | Damage to property and to the environment
11 | Public order and other social code offences
12 | Offences against government, justice procedures and organisation of crime

10.2 CJQO06 - Recorded crime incidents by Garda Division, Type of Offence,
Years and Quarter Years.

Last Updated: 26/06/2024 11:00:00
https://data.cso.ie/table/CJQ04

71 Offences Listed - none with specific cybercrime references

3

Type of Offence

Homicide offences

Murder

Manslaughter

Infanticide

Dangerous driving leading to death

Sexual offences

Rape and sexual assault

Other sexual offences

Attempts/threats to murder, assaults, harassments and related offences
Murder-attempt

Threat to kill or cause serious harm

Harassment and related offences

Assault causing harm, poisoning

Other assault

Dangerous or negligent acts

Dangerous driving causing serious bodily harm

Driving/in charge of a vehicle while over legal alcohol limit
Driving/in charge of a vehicle under the influence of drugs
Endangerment with potential for serious harm/death
Abandoning a child, child neglect and cruelty
Unseaworthy/dangerous use of boat or ship

False alarm/interference with aircraft or air transport facilities
Endangering traffic offences

Kidnapping and related offences
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25

False imprisonment

26

Abduction of person under 16 years of age

27

Human trafficking offences

28

Robbery, extortion and hijacking offences

29 | Robbery of an establishment or institution

30 | Robbery of cash or goods in transit

31 | Robbery from the person

32 | Blackmail or extortion

33 | Carjacking, hijacking/unlawful seizure of aircraft/vessel
34 | Burglary and related offences

35 | Aggravated burglary

36 | Burglary (not aggravated)

37 | Possession of an article (with intent to burgle, steal, demand)
38 | Theft and related offences

39 | Theft/taking of vehicle and related offences

40 | Theft from person

41 | Theft from shop

42 | Other thefts, handling stolen property

43 | Fraud, deception and related offences

44 | Controlled drug offences

45 | Importation of drugs

46 | Cultivation or manufacture of drugs

47 | Possession of drugs for sale or supply

48 | Possession of drugs for personal use

49 | Other drug offences

50 | Weapons and Explosives Offences

51 | Explosives, chemical weapons offences

52 | Discharging a firearm

53 | Possession of a firearm

54 | Offensive weapons offences (n.e.c.)

55 | Fireworks offences

56 | Damage to property and to the environment

57 | Arson

58 | Criminal damage (not arson)

59 | Litter offences

60 | Public order and other social code offences

61 | Disorderly conduct

62 | Trespass offences

63 | Liquor licensing offences

64 | Prostitution offences

65 | Regulated betting/money, collection/trading offences
66 | Social code offences (n.e.c.)

67 | Offences against government, justice procedures and organisation of crime
68 | Offences against government and its agents

69 | Organisation of crime and conspiracy fo commit crime
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70 | Perverting the course of justice
71 | Offences while in custody, breach of court orders

11 Communications with GNCCB

Communications Summary

| first met the GNCCB representative at a meeting of Cyber Ireland in June. We briefly
discussed my research and he asked to follow up with an email exchange. This happened
from late July to the 8th of August and consisted of queries | had around operational
procedures and tools. There was a second phone call on Wednesday the 31st of July 2024,
which discussed some general operating methods of the GNCCB.

12 Communications with CSO

Communications Summary
An email exchange was started on June 7th 2024 by contacting Crime@cso.ie.

The exchange consisted of an information request for CSO Data relating to cybercrime (see
section 16 below) and clarifications around AGS annual reporting authors and data
contained therein.

13 Communications with Garda Research Unit (GRU)and Press
Office

Communications Summary

A phone call was made to An Garda Siochdna Press Office on the 22nd of July 2024. On the
back of the advice received therein, | emailed the details of my request as per below to the
Garda Press Office and they were kind enough to advise me on how to contact the Garda
Research Unit directly. | received response from them on Saturday the 10th of August 2024 as
clarifying that they do not assemble the AGS annual reporting data and were not able to
clarify queries relating to that data. They went on to advise | should contact the CSO in
relation to the annual AGS reporting.

14 U.S. FBI Data Set by Volume of Incidents from 2018-2023

This is a sample of the dataset collated from the FBI annual reports to reflect the volume of
cyber incidents/complaints reported to the FBI:

Filename: FBI-DataSet-2.csv

Non-Payment/Non- Personal Data
Year Delivery Extortion | Breach Phishing/Vishing/Smishing/Pharming | BEC/EAC
2018 65,116 51,146 50,642 26,379 20,373
2019 61,832 43101 38218 114702 23775
2020 108,869 76741 45330 241342 19369
2021 82,478 39360 51829 323972 19954
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2022 51,679 39416 58859 300497 21832
2023 50,523 48223 55851 298878 21489
15 U.S. FBI Data Set by Cost of Incidents from 2018-2023
This is a sample of the dataset collated from the FBI annual reports to reflect the estimated
cost of cyber incidents/complaints reported to the FBI:
Filename: FBI-DataSet-CyberCosts-2.csv
Non-
Confidence Payment/Non- Personal Data
Year | BEC/EAC Fraud/Romance | Investment | Delivery Breach
2018 1297803489 362500761 | 252955320 183826809 148892403
2019 1718361273 475014497 | 401873986 205879765 189374587
2020 1828060985 600249392 | 575847391 216897645 204194862
103624953
2021 2420847533 956355802 8 329583741 284632147
118745093
2022 2368620465 987603827 6 396158027 317495826
125348276
2023 2456321928 1034759382 3 420184932 330592173
16 CSO Dataset for cybercrime (Cybersecurity Act 2017) 2018-
2023
This is the entire dataset generated by the CSO for all cybercrime offences logged in the
PULSE system for the years 2018 to 2023.
Filename: FBI-DataSet-CyberCosts-2.csv
Recorded Crime incidents of Cyber related crime
incidents 2018-2023
Incident type 2018 | 2019 | 2020 | 2021 | 2022 | 2023
Accessing information systems without lawful
authority 23 63 53 71 63 38
Intercepting data transmissions without authority 1 4 2 1 2 3
Interference with data without authority 10 5 15 15 22
Interference with information systems without
authority 1 9 5 19 17 12
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17 An Garda Siochdna (AGS) Garda National Cyber Crime Bureau
(GNCCB) Dataset for cybercrime investigations 2018-2023

This the entire dataset collated from the AGS GNCCB annual reports to reflect the cyber
incident investigations conducted by the GNCCB:

Year New Closed
Cases Cases

2018 493 465

2019 529 405

2020 400 333

2021 490 431

2022 488 692
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18 ENISA Data and Licensing
This study referenced and attributed correctly any data used from ENISA as per below.
From the ENISA Intellectual Property Rights Policy available here:

https://www.enisa.europa.eu/about-enisa/legal-notice/enisa-ipr-policy-public-version

2. ENISA IPR POLICY RULES

2.1 PUBLIC REPORTS, MEDIA PUBLICATIONS AND OTHER PUBLIC WORKS
ENISA works are mainly public reports, (referred also as deliverables or outputs) in different areas of
cybersecurity relevant to the Agency’'s mandate. ENISA’s reports are made available to all interested
parties via the ENISA's website and through publications in press and social media. Further to the
reports, ENISA may also produce other relevant publically available works, such as articles or position
papers on cybersecurity topics, presentations, public training matenal, images/ (info) graphics, etc.

In addition, ENISA produces media publications in different forms (e.g. social media campaigns, videos,
infographics, etc.) to present and promote the Agency’s works and activities.

Copyright for all ENISA’s publications is owned by ENISA.

2.1.1 Re-use of ENISA’s publications
ENISA shares its public reports and media publications under open license with the use of Creative
Commons - Attribution 4.0 — International (CC BY 4.0)2.

For all ENISA works which are published under CC-BY-4, any possible re-use is allowed under the
condition that ENISA is properly referenced as the source.

In addition:

e Ifathird party (re-user) modifies ENISA’s work, he/she must state what changes have been
made.

e The re-user cannot in any way assert or imply that ENISA is connected with the re-use or that
the re-use is sponsored, endorsed, or granted official status by ENISA.

*« When the re-user uses part of an ENISA’s publication (e.g. excerpts, tables, graphics etc. from
an ENISA's report), the connection with the original document should be maintained and
ENISA should again be properly acknowledged as the source.

* The same principle applies to the translation of an ENISA’s report or other publication, for
which, in addition, it should be clarified that ENISA is not connected to or has not sponsored,
endorsed or otherwise granted official status to the translated document.

For any further question regarding the re-use of ENISA’s publications, please contact the following
mailbox at the Agency: info@enisa.europa.eu

Legal Notice from hitps://www.enisa.europa.eu/about-enisa/legal-notice

© European Union Agency for Cybersecurity (ENISA), 2021

This web site is subject to a copyright clause, a disclaimer, and a personal data protection
clause.
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1. Copyright
1.1 Definition

Material in this Legal Noftice includes data, text, software and multimedia, such as images
and sound that might be made available or publicized through the ENISA web site.
1.2 Authorization

Reproduction of material published on this web site is authorized, provided the source is
acknowledged, unless it is stated otherwise. Where prior permission must be obtained for the
reproduction or use of material published on this web site the above mentioned permission
shall be cancelled and restrictions shall be imposed through a legal notice as appropriate
published on that specific material. Enquiries regarding authorization for reproduction can be
sent to ENISA.

For any use or reproduction of photos or other material that is not under the ENISA
copyright, permission must be sought directly from the copyright holders.
1.3 ENISA logo

The reproduction of the ENISA logo is permitted provided that the source is acknowledged
and the logo is used for press and media related purposes. All other uses are prohibited
unless permission is obtained.

1.4 ENISA IPR Policy for the Public

ENISA adopted its IPR policy in August 2021. The public version of this policy is aimed to
provide information to all interested parties regarding the use of ENISA’s works, as well as the
overall ENISA’s approach to IPR.

In the context of ENISA’s IPR policy, the general principle is free access under open licenses.
The policy encompasses all types of IP assets and rights that are applicable for ENISA. I
covers both protection of ENISA’s IPR, as well as protection of the IPR of (third) parties
involved in ENISA's work. It also includes information about the IPR in ENISA’s contracts and
other agreements, as well as IPR in ENISA’s working groups.

You can download the public version of ENISA's IPR Polcy from here.

For further information regarding ENISA’s IPR policy, please contact: info@enisa.europa.eu
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