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VPN Security Framework  

While accounting for only just over half a percent of total CVEs since 2020, VPN attacks have been some of the 

most damaging and are on the rise. 

 

 

 

• 458 Enterprise CVE’s, 98 Client-side 

CVE’s, Total CVEs since 2020 – over 

100,000 

• Total network related CVEs since 2020 – 

over 6,000 

• 93% of Organisations currently use a 

VPN (2023 stat) [1][2] 

• 1/3 of global internet users (1.6 million) 

users with VPN 

• 56% with 1 attack. 35% with 2+ attacks 

 

 

 

CVE’s Year on Year 

Below charts the increase in 

vulnerabilities found in VPN software (via 

CVEs). We can see that client-side 

vulnerabilities found have been increasing 

(with 20 already in 2024). While this 

doesn’t necessarily correlate to an 

increase in attacks, it does show that 

there is an appetite there for attacking 

VPN client software. This coupled with 

industry reports and ongoing high-profile 

attacks (Ivanti, AnyConnect, etc), shows 

that this is definitely an area worth 

consideration. 

 

 Total 2024 2023 2022 2021 2020 
Client-side CVE's 98 20 26 8 23 21 
Total CVE's 458 39 127 98 89 105 

 

 

 

 

Ente
rpris

e

Clien
tNetwork CVE's

VULNERABILITIES

Enterprise Client Network CVE's

 



This is the login screen after you navigate to 

the localhost address provided. The generic 

credentials are: 

• admin 

• eve 

• native console 

 

This should open to the main page to allow 

for the import 

 
 

Framework Stages 

 

Lab Environment  

VM-WARE 

• 8Gb RAM allocation and 60Gb HD recommended. Only 2 cores needed. NAT was available but not used. 

 

Eve-NG 

• Eve-NG is a simple install, and for this lab doesn’t require a NAT’ed network adaptor. 

• Analysis software should be included in the Eve-NG install, such as WireShark etc. 

• Once started in you Virtual Machine, it will give the local address for logging in 

 

 

 

 

 

 

 

 



How to Import the Lab & OS (discussed in VIVA) 

• Once logged in, you can click the import button and choose the labs provided 

• The shell of the lab will open as shown in the diagrams but without the Operating Systems 

• The OS for each device will be listed and needs to be available in Eve-NG for the devices to boot.  

• All config files for devices are provided as part of the uploaded files. 

 

• The files should not be un-zipped before importing 

 

 

WINSCP (Uploading OS files) 

 

• The majority of files used by Eve-NG are in the .qcow2 format, and saved in the “qemu” folder 

Naming Convention 

 

• The folder structure (as above) and file names must be correct for Eve-NG to recognise the OS 

• There must be an initial descriptor and then a hyphen (“-“). The format is outlined in an attachment. 

 

 



Lab 1 Diagram 

• Lab 1 is the environment for the attack that essentially ended IKEv1’s viability, the DoS attack. 

• This attack had 4 phases - shown below with mitigation steps. All configuration files are included with 

the submission 

 

VPN Config 

The config below outlines another issue with IKEv1 – it’s lack of compatibility with stronger encryptions 

• crypto isakmp policy 5  [encr 3des | authentication pre-share | group 2 ] 

• crypto isakmp key chocice15 address 2.2.2.2 

• crypto ipsec transform-set TRANset1 esp-aes esp-md5-hmac  

• crypto map MAP 10 ipsec-isakmp [set peer 2.2.2.2 | set transform-set TRANset1 | match address 

GWVPN] 

Attacking Machine Tools  

• Kali Linux was used. Though any linux OS would work, Kali comes with many tools pre-installed 

• Wireshark was used to both monitor the attack and provide data for Scapy 

• Scapy is a Python based networking tool that was used to capture, understand, and create packets for 

the attack 

Route Poisoning  

 

 
 

 

  



Packet Creation (Scapy) 

• Scapy allows for both packet capture as well as analysis. ISAKMP packets are quite complex. 

 

 
 

Packet Injection (Scapy) 

• Using the command() built-in, Scapy will allow us to recreate a given packet. The python build() function 

will also work. 

• Packet[xx].command() OR Packet[xx].build() 

 

 

Packet Capture (WireShark)  

• Flooding packets to the gateway router’s VPN 

• Given issues with the protocol layering, they showed as “malformed packets” 

 

 



Mitigation  

• The first step to securing against this issue is protecting the physical interface by making it passive. 

Edge Router (R6) - Passive  

 

Route Table Updated 

• Once this has been done, the route table will update quite quickly to remove the malicious routes. 

 

Results (Wireshark) 

• We can see the tunnel has now formed and the last two packets are encrypted pings between the 

User_1/2 endpoints 

 

 



Lab 2 – Overview 

This lab represents an enterprise environment with a site – site VPN, as well as VPN clients. There is redundancy 

in the network, but we can see one of the internal sites is potentially vulnerable. Also, the lack of proper 

segregation, with all points being able to freely communicate, means that User_1 can access everything. 

 
Configuration 

 

 

This is an excerpt of the config from R2 above, a 

central router. The config is minimal, covering the 

port configuration, OSPF configuration, and the 

loopback. All internal routers have a variation on 

this config.  

 

The firewall has additional configuration to allow 

for the VPN to an external site. This was initially 

IKEv1, but upgraded to IKEv2 (shown below). 

 

The config files are included with the uploaded 

documents. 



Assessment Table 

Assessment 

 
A clear overview of each system with key security features outlined.  

 
Risk Score (1-10) 

 
• risk scores 1-3 means no obvious risk and no known CVE's 
• risk scores 4-6 indicate known issues that aren't critical, i.e. an attack vector that can cause 

disruption but not a breach (DoS attacks etc) 
• risk scores 7-9 indicates known issues that could result in a breach, or allow network access 
• A risk score of 0 indicates a secure system that either cannot be accessed or has a multi-aspect 

MFA secured single point of access 
• A risk score of 10 indicates a known, serious, vulnerability that requires immediate action 

 
Mitigation 

 
This should cover all steps necessary to bring issues in line with the organisation's risk policy.   
 
CVE Reduction 

 
• These can be found with a quick search on the CVE database site. 
• Scores are given as a means of quantifying the threat reduction but, if anything, under-represent 

the benefits. 
• Many attacks covered in this framework do not have a CVE and are not easily quantifiable, but 

are invaluable in securing systems  
 

Framework Sample 

 

 



Assessment 

• The assessment process allows for three main risk brackets 

• It outlines 4 categories, each will specific areas to be reviewed 

• A risk score is assigned and then mitigation steps are presented for review with a risk reduction score to 

provide metrics for the current and subsequent  

Mitigation Steps 

• Passive Interface configuration for vulnerable routers 

• Patching and updates – absolutely essential in vulnerability management 

• IKE Upgrade – while attacks on IKEv1 are still limited, this significantly improves security 

• Limiting Client Devices to Necessary Access – this is a push towards Zero Trust  

IKEv2   

• Upgrading to IKEv2 allows for more secure DH groups to be used. As per Cisco’s own guidelines [4], 

groups 1, 2, and 5 should not be used, though stronger encryption is not available with IKEv1. 

 

• Encryption Upgrade – both Modulus and Elliptic Curve encryption is now available 

 

• Negotiation of best security – IKEv2 allows multiple standards to be used and negotiates the most secure 

 

 



Scoring 

 

 

As shown above, the scoring is based on self-assessment, which is one area of this framework that would need 

reviewing. A more meticulous system for scoring would provide greater clarity, but may also prove 

overwhelming.  

The initial assessment resulted in a score 85 (50%) which, while high, this doesn’t provide any details of specific 

issues. In the example given, there are a number of higher scoring areas that would warrant attention. Most of 

these areas offer immediately implementable fixes, that would house any major financial burdens for the 

organisation save the Privileged Access Management system or network. 

 

Results 

• The assessment highlighted many basic issues with security policies and inventory which should force 

the organisation to institute procedures with a clearly defined schedule 

• There were numerous mitigation steps proposed which resulted in a total 38 point (22%) reduction in 

risk. Many of these steps don’t require a huge outlay of cash but would not have been found without a 

structured approach 

• Areas secured include: 

o  

 

CVE & Reduction (Table) 

• The CVE values are pulled directly from the database to give an indication of how many vulnerabilities 

currently exist  

 

 

 

Footnotes 

*Added to the end of the document to avoid clutter 

[1] https://dataprot.net/statistics/vpn-statistics/  

[2] https://www.statista.com/statistics/1343692/worldwide-virtual-private-network-reasons-usage 

[3] Zscaler ThreatLabz 2024 VPN Risk Report 

[4] https://community.cisco.com/t5/security-knowledge-base/diffie-hellman-groups/ta-p/3147010  
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