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1 Overview 
 

The project titled “The image encryption chaotic mapping” involves using of the chaotic 

mapping to encrypt images. This blended learning method comprises of ideas from the three 

chaotic systems in the ipynb file (google colab). 

1. tinker-henon: Combines both the Tinker and Henon chaotic maps 

2. tinker-duffing: Combines both the Duffing and Tinker chaotic maps  

3. duffing-henon: Combines both the Duffing and Henon chaotic maps. 

 

2 Hardware Configuration 
 

A. Operating system: Windows >= 7 

B. Processor: Intel >=i2 

C. System Compatibility: 64-bit 

D. Hard Disk: 500 GB 

E. RAM: >=4 GB 

 

3 Software Configuration 
 

3.1 Python 3.10.12 

 

Python is classified as a general-purpose language which has fairly easy writing procedures 

and also aims at minimizing the amount of writing required for the code; hence Python is 

suitable for first-time learners as well as high-level users. Regarding the third benefit, it is 

devoted to the simple syntax of the language, which allows the programmer to introduce 

some notion with the help of fewer lines of code compared to other programming languages 

besides increasing productivity, it reduces the risk of the inclusion of mistakes. Python can 

therefore be regarded as an interpreted, high level language which supports procedural, object 

oriented/functional paradigms and is distinguished by an ability to encompass a vast quantity 

of packages/libraries for web development, data/machine learning/AI and sundry others. 

They have made Python to be adopted in severally areas including software development and 

scientific calculations (Python, 2019). 
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Figure 3.1: Python Code 

3.2 Google Colab 
 

Google Colab is a free product of Google through which writing and running code in Python 

is possible in notebook form. It integrates with Google Drive for files’ handling and it 

supports multiple machine learning frameworks, including TensorFlow and PyTorch. Colab 

also has the provision of GPU and TPU boost which makes it quite relevant for data scientist, 

researcher, and developer especially for machine learning and data analysis. It also enjoys 

equal patronage among the novices and the Experts since it can be used and accessed easily. 

 

 
Figure 3.2: Google Colab 

 

4 Libraries Overview 
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cv2 (OpenCV): An image and video library used in computer visions which are needed in 

image and video operations. Some of the functions from cv2 that are used to sharpen images, 

detect objects, and several other conversions.  

Math: Has basic mathematical functions like trigonometric, logarithmic, constant functions 

and many others. It is employed in the actual arithmetic manipulation in the scripts that you 

are developing for your software.  

Time: It allows for time-related operations that may include the setting as to how much time 

a particular code will take or even incorporating time in your code.  

random: Used in activities such as; production of random numbers or any random work that 

you may think of. This type is usually used when the model is to be tested by feeding it with 

many sets of data or when some arbitrary data is required.  

numpy (np): Of Python, the numerical operations library that can be considered as an 

essential element of it. Several functions for array manipulation are provided including 

matrices, and an almost limitless host of mathematical preliminary operations to optimize 

control of these structures.  

pandas (pd): It can be defined as a highly effective data post-processing and analysis 

instrument. Some of them include Data Frames that assist in working and operating on 

formatted data easily.  

copy: It provides the services to create new objects with or without the operations on the 

objects’ contents. Used when it is required to lock mutable objects which should not be 

altered.  

seaborn (sns): An aggressive statistical data visualization library that is based upon 

matplotlib. They are used for getting a lower level of interface for drawing good looking and 

informative statistical graphics.  

PIL (Python Imaging Library): Originally developed as Pillow, it is used for handling 

various kinds of images and the files handling and storing.  

matplotlib. pyplot (plt): A plotting library embedded in the vehicle of creating static, 

interactive and animated graphics in Python. This provides MATLAB like feel to create and 

generate plots and charts.  

google. colab. patches: Comprises of a function called cv2_imshow which relates 

exclusively to Google colab and will display Open CV image within the colab notebooks. 

(colab.research.google.com, n.d.) 

 

5 Usage 
 

 

1. Set Up Notebooks: Click on the notebooks in order to open them in Jupyter Notebook. It 

is better to perform simple variations of one type before switching to a combination of 

another type, such as tinker-henon followed by tinker-duffing and duffing-henon.  

 2. Run the Notebooks: Do all the cells of one notebook one by one. That all cells must be 

executed to keep all bounded input data in order to continue the computations of the program.  

 3. Encrypt an Image:  

 - Load an image using the described methods.  

 - These are the steps to encrypt the image using the chaotic mappings:  
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 4. Save the Encrypted Image:  

 - The result to be produced will be advanced in the defined folder. See to it that this path is 

correctly set in the duffing-henon notebook. 

 

6 Project Implementation 
 

6.1 Henon and Duffing 
 

6.1.1 Importing Libraries 

 

 

6.1.2 Image Loading 
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6.2 Histogram of original image 
 

 
 

 

 

 



6 

 

 

 

 

 

 

 

 

 

 

 

 
 

6.3 Generating the chaotic array - 
 

Generating the chaotic array with output. 

 

6.4 Encryption Begins – 
Chaotic Scrambling 
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chaotic swapping – 

  

 
 

Zigzag Scrambling -   
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Then, Zigzag Matrix Formation-  

 

Here Get the Encrypted Image –  
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Now,  Decryption process begins –  
Here start reverse process like start from zigzag decryption to original image  

A) Zigzag descrambling – 

 

 
 

Then, Zigzag Matrix Formation-  
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Encrypted Image -  

 
 
Now,  Decryption process begins –  
Here start reverse process like start from zigzag decryption to original image  

A) Zigzag descrambling -  
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After zigzag descrambling image –  

 
 

 

 

 

 

B) Chaotic deswapping – 
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After deswapping image – 

 

 

 

 

 

C) Chaotic Descrambling –  
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After Chaotic Descrambling Image  

 

 
               Here get the original image. 

 

 

 

 

Analysis of Proposed Scheme –  
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Here conducting the various tests to compare with original image. 

A) NPCR and UACI test-  

 

 
    Result –  

 
 

B) Histogram analysis –  
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Result –  
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C) MSE analysis –  
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       Result –  

 
 

 

 

 

 

Similar to above encryption and decryption processes are applied on other Algorithms -  

✓ Tinker bell Algorithm + Duffing Algorithm  

 

✓ Tinker bell Algorithm + Henon Algorithm  

Found the Best resultant combination of algorithm which is  

✓ Duffing Algorithm + Henon Algorithm  

Which is explained above manual configuration. 
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