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1 Introduction 
 

The main purpose of the project is to improve the file security by implementing/adding a 

extra layer of security over the encryption using the magic numbers. By modifying the magic 

number of the files before the encryption process to prevent the malicious data insertion to 

make the file which is encrypted more secure. The project shows combining the magic 

number modification with the traditional encryption process adds an extra layer of security. 

This configuration manual covers the entire experimental setups, platforms, used libraries and 

main functions. 

 

2 Experimental Setup 
Hardware required 

▪ OS(Operating system): Windows 

▪ Ram : 2GB or more. 

▪ Processor : Dual core or more. 

▪ Memory : 100 MB or more. 

 

3 Implementation Platform 
 Platform Details 

▪ Anaconda Navigator (Version : 2.5.0) (Anaconda, n.d.) 

▪ Jupyter Notebook (Version : 6.5.4) 

▪ Implementation Language : python 

 

4 Implementation 
 

1. Importing the main libraries. 

 
▪ OS : Used to generate the random IVs and to handle the file operations 

▪ hashlib : Used for HMAC generation using hashing functions(SHA-256 & SHA-

4) 

▪ hmac : Configuring hmac for the data integrity 
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▪ tkinter : Used to implement graphical user interface(GUI) 

▪ PIL (Pillow) : Used to operate the image processing and to display the images. 

▪ Cryptography : Used for encryption(AES, DES), decryption , cipher operational 

features and padding 

▪ time : Used to count the time taken for the process of encryption and decryption. 

▪ matplotlib : Used to create Charts. 

 

2. Configuring magic number dictionary. 

 
▪ Magic number dictionary used to correctly identify the file type. 

 

3. Modification of magic number. 

▪ Modifying Manually : Used to alter the magic number manually by entering the 

number. 

 
▪ Restoration : This function restores the original magic number by reversing the 

XOR function which is implemented in manually modification. 

 
▪ Modifying Dynamically : This function is used to alter the magic number 

dynamically(automatically) using standard XOR operation (predefined value). 
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4. Implenting HMAC. 

▪ Configured HMAC for data integrity check using cryptographic has 

functions(SHA-256, SHA3) 

 
 

5. Length correction using Key padding for ecnryption. 

▪ Used to make sure the length of the encryption key. 

 
 

6. Encrytion Process. 

▪ IVs : Used to generate a random initialization vector for the AES and DES. 

▪ Cipher : Used to initialize cipher feature in the encryption algorithm process. 

▪ Padding : Used to align the data length with the block size of algorithms 

 
 

7. Decryption Process. 

▪ Verification of HMAC : Used for verification of the data and to ensure the data 

has not been altered or tempered by comparing with the stored HMAC. 

▪ Cipher : Used to initialize cipher feature in the decryption algorithm process. 

▪ Un-padding : Used to remove the padding which was implemented during the 

encryption. 

▪ Restoration of Magic number : Used to restore the magic number to its original. 
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8. File handling and Integration of GUI. 

▪ File Reading and saving the encrypted and decrypted file in system. 

 
 

 
 

 

▪ GUI Implementation:  
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