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1 Introduction 
 
This configuration manual consists of all the requirements for the setup of the model with the 
software, language of programming and libraries. It also contains the steps to setup the required 
model is also in this model. 
 
 
2 System Info 

2.1 System Specification 
 
Model: MacBook Air M2 @ macOS Sonoma Version 14.5 (23F79) 
Processor: Apple M2 chip (8 core CPU) 
Memory: 8 gigabytes 

2.2 Tools, Software and Programming Language 
 
Tool: Visual Studio Code Editor. 
Software: MacOS Operating System 
Programming Language: Python 3.12 
 
3 Installation 
 
The required Python Libraries needs to be installed for performing encryption and decryption 
for this model. 
 

§ Python Cryptography Toolkit 
a. Pycrypto – pip install pycrypto 
b. PycryptoDome - pip install PycryptoDome 
c. Blowfish – pip install blowfish 

 
4 Implementation 
There are multiple Python files used in this model are: 

1. honeyencryption.py 
2. blowfish.py 
3. Main.py 
4. bits_by_bits.py 
5. Aes.py 
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I. Initially, the main.py which contains all the libraries which are required are 
imported. 
 

 

 

  
 

II. After all imports needed. The test file is  used for taking input data with all the 
inputs for the results of main program model. 

 
 

III. In Honey Encryption the passwords to seeds and seeds to true message is encoded. 
As it is referred as most possible secure method of honeyword creation by(Nguyen, 
2016; Jordan, 2021) 
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IV. As honeyword is created the credential/passwords is encrypted with blowfish 

encryption algorithm. The image below shows the blowfish encryption and 
decryption algorithm(O, 2024): 

 
 

V. After using blowfish encryption and password the time is calculated and converted 
into milliseconds making it easy to track the record for the encrypted data(Yin, 
Indulska and Zhou, 2017). Using this execution time is calculated and compared 
with other techniques: 
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VI. There are 3 possibilities of decrypting and retrieving messages which are as follows: 
i. Wrong Password: No data will be decrypted and notify user with wrong 

password. 
ii. Honeyword matched: This will notify user that password used is honeyword 

making him know the bogus message. 
iii. Correct Password: This will make user display correct message.  
Below is code of decrypting message: 

 
 
VII. The evaluation of the technique is calculated using Avalanche Effect. The code to 

calculate Avalanche effect is in bits_by_bits.py (Kyriaskidis, 2018). 
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VIII. Also, to evaluate and compare the model between AES and blowfish. AES was 
implemented for the same(Campos, 2021). 
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