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1 Introduction 
 

This configuration manual outlines the fundamental setup and equipment requirements of the 

project. It uses modern concepts and methods in machine learning to detect and mitigate 

threats related to keyloggers thus protecting user’s privacy. This configuration manual report 

is important because it explains all the software and hardware implementation methods which 

is used deploy and manage in keylogger detecting and preventing system 

 

2 Hardware Requirements 
 

Operating System: Windows 11 

RAM: 16 GB 

Processor: 13th Gen Intel(R) Core (TM) i7-13700H @ 2.40 GHz 

Storage: 512 GB SSD 

System Type: 64-bit (OS) operating system, x64-based processor 

 

3 Software Requirements 
 

Jupiter Notebook 

Anaconda navigator 

Python 3.12.3 

 

For this Project I have used a application called Anaconda Navigator. It comes along with 

Jupiter notebook, and it has inbuilt Python setup to run the code. This anaconda navigator can 

be installed through the below link. After installation we need to launch the Jupiter Notebook 

from the navigator. 

 

Download Now | Anaconda   

 

https://www.anaconda.com/download/success
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4 Python Libraries 
 

 
 

Pandas, NumPy, matplotlib, seaborn and scikit-learn this python libraries are used in this 

project. 

 

Pandas: Python provides a unique data structure to represent a tabular data called DataFrame 

and pandas is a high-performance, easy-to-use library for data analysis based on this 

structure. It introduces the concepts of Series and DataFrame that are used to handle the 
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labeled data. Pandas is also efficient on handling data, be it importing from different file 

formats, cleaning, transforming and analysing of data. 

 

NumPy: It has multidimensional array objects with high execution speed and includes many 

high-level arithmetic operations on these arrays. And also many numerical Python packages 

start from NumPy as it works with well-proven data structures and numerical algorithms. 

 

Matplotlib: Matplotlib is a flexible plotting library in Python which can be used to plot 

static, animated as well as interactive plots. This type provides various kinds of plot available 

and some of the features are as follows: Matplotlib is a good platform for plotting and 

analysing patterns and trends in data. 

 

Seaborn: Seaborn is an API of visualization tools designed on top of Matplotlib. It is a good 

tool to use when you want to develop a nice looking, informative and appealing statistical 

data chart. Heat maps, scatter plots as well as time series are difficult to make in matplotlib, 

but Seaborn provides a more convenient way of creating them that’s why Seaborn is 

preferred for exploratory data analysis and report generation. 

 

Scikit-learn: The scikit-learn is a machine learning library that has NumPy, SciPy and 

Matplotlib as basic libraries. It also offers some forms of both supervised and unsupervised 

learning algorithms like classification, regression, clustering, and model assessment. 

Simplicity and effectiveness of using the objects make scikit-learn the favorite of data 

scholars and ML practitioners to build and benchmark the machine learning models 

proficiently. 

 

5 Data preprocessing 
 
 

Importing Data: 

 

 
 

Data Information: 
 

 
 

Data Size: 
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6 Modelling & Testing 
 

Testing has been done by using Random Forest, decision tree and Gradient Boost classifiers 

 

 
 

Here, I’m evaluating three different types of algorithms to find the best algorithm which can 

detect keyloggers more significantly. 
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By observing below evaluation Random Forest has the best results. 

 

 
 

7 Evaluation 
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Decision Tree: 

 

 
 

Random Forest: 

  

 
 

Gradient Boost: 
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