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1 Requirements Specification

. Is this research ethical?

. The research should be based on a genuine problem that exists.

. The research should be unique.

. The research should be based on an ICT solution.

. The solution should be measurable.

. Software that can perform large computations and be used in the OT industry.

. The solution should make a significant contribution to research. Who can benefit from

this research?.

. An interdisciplinary project is required.

9. The process from collecting data to analysing data and obtaining results should be
clearly explained.

10. The research method used should be easily reproduced by other researchers so the
results can be verified.

11. Create a unique algorithm.

12. Method for factorizing large semiprime numbers. The semi-prime number to be
tested should be at least 100 digits.

13. Verify that factors obtained are prime numbers.

14. Use a single computer for all tasks.
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Figure 1: List of requirements




2  Data organisation

ACMDigital arxiv.org
GoogleScholar IEEEXplore

ScienceDirect

Figure 2: Organising data

3. Mind map of measurements

Measurements

Figure 3 : Mind map for generating ideas of what can be measured.
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4 The RSA Algorithm

4.1 Generating Public and Private Keys

The steps involved in generating the public and private keys used in the RSA cryptographic
scheme are as follows:

A. Select two prime numbers and name these p and q.

B. Calculate N (p x q).

C. Calculate ®(n). ®(n) = (p-1) (g-1).

D. Select the encryption/public exponent key such that the greatest common denominator -
G.C.D. (e, ®(n)) = 1.

E. Calculate the private/decryption key d such that d x e =1 mod ®(n).

Example:

A.letp=11andq=13

B.N=11X13=143

C. d(n) = (p-1) (g-1) =10 x 12 =120

D.Lete=7.(G.C.D7,120=1)

E.de =1mod 120. 120/7 =17.d = 17
Proof: 17 x 7=119.119/120=1

4.2 Digital Signatures

1. Generate public and private keys by following the steps described in step 4.1
2. Assign a value to message X.
3. Calculate signature s using the following formula: s = x% mod n.

Example:

1. A letp=3andg=11
B.N=3X11=33
C.d(n)=(p-1)(g-1) =2x10=20
D.Lete=3.(G.C.D3,20=1)
E.de=1mod 20.20/3=7.d=7
Proof: 7x3=21.21/20=1

2. Let message x = 2

3.s=x%mod n =27 mod 33 = 128 mod 33



4.3 Hamming weight

Hamming weight is the number of 1’s in a binary string.

1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
216 915 ot 913 2 olt 210 2 o Y 25 o 2 S 2 ot 20
65536 | 32768 | 16384 | 8192 | 4096 | 2048 | 1024 | 512 | 256 | 128 | 64 32 16 8 4 2 1

Table 1: Binary system

The closer a prime number is to one of the numbers in the table above, the lower the
hamming weight. For example, to determine the hamming weight of prime number 17, select
16 in the table above. This corresponds to one binary 1 in the string. An additional 1 is
required in the binary string to represent the number 17. This gives 17 a Hamming Weight of
two.

A quick way to work out the numbers that are more likely than other numbers to have low
hamming weight is as follows:

1. Select a number: for example, 128. 128 is written in binaryas1 000000 0:

6 3 2 0

2’ 2 2° 2* 2 2 2! 2
1 0 0 0 0 0 0 0
128x1 | 64x0 | 32x0 | 16x0 | 8x0 | 4x0 | 2x0 | 1x0

Table 2: Binary table from 0 to 128

2. Find the next prime that is greater than 128. The next prime is 131.
3. Subtract 128 from 131. The remainder is three.
4. Check the chart for a number corresponding to 3. 2° (1) plus 2! (2) gives a total of three.

2’ 2° 2° 2* 2° 2? 2! 2°
1 0 0 0 0 0 1 1
128x 1 | 64x0 | 32x0 | 16x0 | 8x0 | 4x0 | 2x1 | 1x1

Table 3: Binary representation for decimal number 131

5. The number 131 is written in binary as 1 000 00 1 1. Two additional 1’s are required in
the binary string. Therefore three 1’s are required so the Hamming Weight for 131 is three.

4.4 The choice of the public exponent e

Popular choices of e include the numbers 3 and 65537 (216 + 1). These are prime numbers
with a Hamming weight of two. Using the procedure described above, | found that 17 and
257 also have a Hamming weight of two. 65537 is the largest number and therefore more
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secure than 3, 17 and 257. Using e with a low hamming weight means there are less
computations required for encryption which results in faster encryption. Using e equal to 3,
17, 257 or 65537 allows for fast encryption, though 65537 is the best option for security
purposes. The number of calculations required for e is explained below:

Example:
e=3
83=8X8X8=512

82 = 64 X 8 = 512. 8 is squared once and the result is multiplied by 8, therefore, to speed up
exponentiation there are two calculations required: one squaring and one multiplication.

Example:
e=17
2V =2 X2X2X2X2X2X2X2X2X2X2X2X2X2X2X2X2=131072

217; 22=4,
47 = 16,
162 = 256,
2562 = 65536,
65536 x 2 = 131072

Therefore, when e is equal to 17 only five calculations are required: four squaring operations
and one multiplication.



5 Software

R Studio

Free, open-source software

Runs on different operating systems

Useful for displaying table of prime numbers,
statistical analysis and analysing small numbers.
More complex when dealing with large numbers.

Bigz which is used for storing large numbers
does not retain complete accuracy
when returning a result.

Python

Free, open source software

Runs on different operating
systems. Unofficial builds available
for Android and los.

Useful for calculations of large
numbers

Decimal module allows 100%
accuracy when dealing with large
number. If the same calculation is

run multiple times, the same result
is obtained. This means it has also
100% precision.

SageMath

Free, open source software. Builds on top of
R, Python and other open-source packages.

Can be used anywhere. Has an easy to use

web interface SageMathCell whichis

extremely useful for checking if a number is

prime or not.

Extremely poweful math calculator

Can handle numbers containing millions of

digits

Table 4: A Comparison of RStudio, Python and SageMath

5.1 R Studio

5.1.1 R Studio version and build

This can be found by clicking on the help menu and selecting the About Rstudio option:

@ Rstudio — B X
File Edit Code View Plots Session Build Debug Profile Tools Help
o -lonla- < Addiner & Project (None |
O'/RSA100R « O irisCheckR * @ irisCheckR *  ©'| PrimefileR primefile © @ | MScProjectR flowers [ Envionment History Connections Tutorial . [
SourceonSave | @ /'~ SRun % Source ~ 2 . druamis -~ § -1 @~
1 getwd() ; R~ { Global Environment ~
2 .libPaths()
3
4 >
51 Top Level) | About RStudio R Script Environment is empty
Console  Terminal RStudi A=
R R433 - ~/ tudio
> 2023.12.1 Build 402
© 2009-2024 Posit Software, PBC
Files Plots Packages Help Viewer Pre .
Ol install | @ Update
. indows A 12.1-402 Name Descriptior Ver
User Library
iny are registered trademarks of Posit Software, PBC, all rights reserved. See V
ht k/ for permitted uses and guidelines ot o]
Unless you have recei is program directly from Posit Software pursuant to the terms of a commercial backp.
license a ent with P then this program is licensed to you under the terms of version 3 of
the GNU Affero General
baseb.
Open Source Components
bre
bric
bsib  Custom 'Bootstrap 05.1
Copy Version ok Sass' Themes for
shiny and 'rmarkdown
cachem  Cache R Ob h 108
Automatic Pruning -
el - é - . ml B = A ENG . 18:49
B Q serch i ] BE 6" o Edm o BI® i B

Figure 4: R Studio
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5.1.2 R Studio command to generate prime numbers from 1 to 5000.

R command: generate_primes(1,5000)

1 2 3 5 7 11 13 17 19 23 29 31 37 41 43 47 53 59 61 67 71 7379 83
89 97 101 103 107 109 113 127 131 137 139 149 151 157 163 167 173 179 181 191 193
197 199 211 223 227 229 233 239 241 251 257 263 269 271 277 281 283 293 307 311
313 317 331 337 347 349 353 359 367 373 379 383 389 397 401 409 419 421 431 433
439 443 449 457 461 463 467 479 487 491 499 503 509 521 523 541 547 557 563 569
571577 587 593 599 601 607 613 617 619 631 641 643 647 653 659 661 673 677 683
691 701709 719 727 733 739 743 751 757 761 769 773 787 797 809 811 821 823 827
829 839 853 857 859 863 877 881 883 887 907 911 919 929 937 941 947 953 967 971
977 983 991 997 1009 1013 1019 1021 1031 1033 1039 1049 1051 1061 1063 1069 1087 1091
1093 1097 1103 1109 1117 1123 1129 1151 1153 1163 1171 1181 1187 1193 1201 1213 1217 1223
1229 1231 1237 1249 1259 1277 1279 1283 1289 1291 1297 1301 1303 1307 1319 1321 1327 1361
1367 1373 1381 1399 1409 1423 1427 1429 1433 1439 1447 1451 1453 1459 1471 1481 1483 1487
1489 1493 1499 1511 1523 1531 1543 1549 1553 1559 1567 1571 1579 1583 1597 1601 1607 1609
1613 1619 1621 1627 1637 1657 1663 1667 1669 1693 1697 1699 1709 1721 1723 1733 1741 1747
1753 1759 1777 1783 1787 1789 1801 1811 1823 1831 1847 1861 1867 1871 1873 1877 1879 1889
1901 1907 1913 1931 1933 1949 1951 1973 1979 1987 1993 1997 1999 2003 2011 2017 2027 2029
2039 2053 2063 2069 2081 2083 2087 2089 2099 2111 2113 2129 2131 2137 2141 2143 2153 2161
2179 2203 2207 2213 2221 2237 2239 2243 2251 2267 2269 2273 2281 2287 2293 2297 2309 2311
2333 2339 2341 2347 2351 2357 2371 2377 2381 2383 2389 2393 2399 2411 2417 2423 2437 2441
2447 2459 2467 2473 2477 2503 2521 2531 2539 2543 2549 2551 2557 2579 2591 2593 2609 2617
2621 2633 2647 2657 2659 2663 2671 2677 2683 2687 2689 2693 2699 2707 2711 2713 2719 2729
2731 2741 2749 2753 2767 2777 2789 2791 2797 2801 2803 2819 2833 2837 2843 2851 2857 2861
2879 2887 2897 2903 2909 2917 2927 2939 2953 2957 2963 2969 2971 2999 3001 3011 3019 3023
3037 3041 3049 3061 3067 3079 3083 3089 3109 3119 3121 3137 3163 3167 3169 3181 3187 3191
3203 3209 3217 3221 3229 3251 3253 3257 3259 3271 3299 3301 3307 3313 3319 3323 3329 3331
3343 3347 3359 3361 3371 3373 3389 3391 3407 3413 3433 3449 3457 3461 3463 3467 3469 3491
3499 3511 3517 3527 3529 3533 3539 3541 3547 3557 3559 3571 3581 3583 3593 3607 3613 3617
3623 3631 3637 3643 3659 3671 3673 3677 3691 3697 3701 3709 3719 3727 3733 3739 3761 3767
3769 3779 3793 3797 3803 3821 3823 3833 3847 3851 3853 3863 3877 3881 3889 3907 3911 3917
3919 3923 3929 3931 3943 3947 3967 3989 4001 4003 4007 4013 4019 4021 4027 4049 4051 4057
4073 4079 4091 4093 4099 4111 4127 4129 4133 4139 4153 4157 4159 4177 4201 4211 4217 4219
4229 4231 4241 4243 4253 4259 4261 4271 4273 4283 4289 4297 4327 4337 4339 4349 4357 4363
4373 4391 4397 4409 4421 4423 4441 4447 4451 4457 4463 4481 4483 4493 4507 4513 4517 4519
4523 4547 4549 4561 4567 4583 4591 4597 4603 4621 4637 4639 4643 4649 4651 4657 4663 4673
4679 4691 4703 4721 4723 4729 4733 4751 4759 4783 4787 4789 4793 4799 4801 4813 4817 4831
4861 4871 4877 4889 4903 4909 4919 4931 4933 4937 4943 4951 4957 4967 4969 4973 4987 4993
4999

Figure 5: Prime numbers from 1 to 5000




5.1.3 Observations about prime numbers

1. Any even greater than two cannot be a prime number.

2. Semi-prime numbers have two prime numbers other than itself and one.

3. The numbers 21 is an odd number ending in one with two prime numbers other than itself
and one (3 x 7 = 21).

4. The numbers 33 is an odd number ending in three with two prime numbers other than itself
and one (11 x 3 = 33).

5. The following numbers are odd numbers ending in five with two prime numbers other than
itself and one: 15, 25, 35, 55, 65, 85 and 95. (3 x 5 =15), (7 x5=135), (11 x5 =55), (13 x5
=65), (17 x5=285)and (19 x5 =95).

6. The number 77 is an odd number ending in seven with two prime numbers other than itself
and one (11 x 7 =77).

7. The following are odd numbers ending in nine with two prime numbers other than itself
and one: 9, 39,49 and 69 (3x3=9), (13x3=39), (7x7=49), (23 x 3=69).

5.1.4 Commands input in R studio to determine if 400 is a prime number and to find the
next number greater than 400 that is a prime number:

RStudio = a X
File Edit Code View Plots Session Build Debug Profile Tools Help
Ol -Cple- Go to file/funct ~ Addins ~ &) Project: (None '|
O RSAT00R* O irisCheckR © | irisCheckR @ PrimefileR primefile ©  MScProjectR flowers == "]  Environment History Connections Tutorial .. ™
SourceonSave | Q /- SRun | O Source ~ > - dums - &
184 “ R~ | il Global Environment ~
185 Class(oum e
T num 400

187 num

188 factorize(num)

189 is_prime(num)

190 next_prime(num)

19+

192

193

194 %
1971 | (Top Level) < RSCIPL S Files Plots Packages Help Viewer Pre . [
Console  Terminal Background Jobs = I install | @ update

R R433 - - Name sciptio
> num = 400 User Library
> class(num)
[1] "numeric”
> num
[1] 400 backp
> factorize(num)
Big Integer ('bigz') object of length 6:

askpa:

[11222255 baseb
> is_prime(num)

[1] FALSE

> next_prime (num)

[11 401 brio

>

18:58
03/08/2024 2

(i
[
>
g2
&b
AN
w

i= Q Search '3¢BGT-

Figure 6: Check if 400 is a prime number and determine next prime after 400.



5.1.5 Factorising small numbers in R:

Console  Terminal Background Jobs
R R433 -~/
> num = 9

> factorize(num)

Big Integer ('bigz') object of length 2:
[1] 3 3

> hum2 = 379

> factorize(num2)

Big Integer ('bigz')

[1] 379

> hum3 = 400946

> factorize(num3)

Big Integer ('bigz') object of length 4:
[1] 2 7 13 2203

> factorize(num3)

Big Integer ('bigz') object of length 4:
[1] 2 7 13 2203

Figure 7: Factorising numbers in R

5.1.6 Issues with R

Problems arose when dealing with larger numbers and calculations which result in a number
generally greater than 15 digits. | found that when a 50-digit number is stored in a variable
and the variable contents are checked the number returned is a shortened version of the
number with scientific notation e+49 (Figure 8).

221 num4 = 37975227936943673922808872755445627854565536638199
222 class(num4)

223 numé4

224 factorize(num4)

225 is_prime(num4)

226 next_prime(num4)

227

228

229 - T

223:1 (Top Level) 2
Console  Terminal Background Jobs
R R433 -~/

~ num4 = 37975227936943673922808872755445627854565536638199
» class(num4)

1] "numeric"

> humé4

‘1] 3.797523e+49

Figure 8: A 50-digit number is displayed as scientific notation



However, scientific notation can be turned off using the command option scipen = 999
(Figure 9). However, note the loss of accuracy after the first 16 digits. To overcome issues
with large number calculations, bigz is used which is obtained from the gmp package.
However, the result returned from multiplying two numbers loses accuracy. The first fifteen
digits are correct, but the digits vary from the original number after that.

Console  Terminal Background Jobs

R R433 -~/
> options(scipen = 999)
> numé = as.bigz(37975227936943673922808872755445627854565536638199)
> numé
Big Integer ('bigz') :
[1] 37975227936943676397215001776962205505768793309184

Figure 9: Turning off scientific notation

5.2 Python

5.2.1 Checking the accuracy of Python
A series of calculations were performed to test the accuracy of Python:

1. Math module

b>> import math
b>> a = 1522605027922533360535618378132637429718068114961380688657908494580122963258952897654000350692006139
b»> b = 37975227936943673922808872755445627854565536638199

>> ¢ = 40094690950920881030683735292761468389214899724061
b3 b * ¢
1522605027922533360535618378132637429718068114961380688657908494580122963258952897654000350692006139

2. Mpmath module

>>> d = mpmath.sqrt(a)

> d

mpf ( '39920571855401265512289573339484371018905006900194 . 7844380690097295065668994143510358272167208492796407849" )
>

»d*d

mpf ( '1522605027922533360535618378132637429718068114961380688657908494580122963258952897654000350692006139.0" )

3. However, when dividing 3 by 7, the result is a number which 17 digits after the decimal point.

3> 3 / 7
p.42857142857142855

3
7
e
a

142857142855

10



To obtain 50 digits, set the precision and to ensure an accurate result use the Decimal Module:

>>> import decimal
>>> from decimal import Decimal, getcontext
>>> getcontext().prec = 50

.14285714285714285
= Decimal('1') / Decimal('7")

Decimal('©.14285714285714285714285714285714285714285714285714")

4. Setting number of decimal places using mpmath.mp.dps:

b>> import mpmath

p>> rsaldd = 1522605027922533360535618378132637429718068114961380688657908494580122963258952897654000350692006139
b>> pl00 = 37975227936943673922808872755445627854565536638199

p>> q100 = 40094690950920881030683735292761468389214899724061

b>> sqrtrsalo@ = mpmath.sqrt(rsale)

p>> sqrtrsalod

pf (3.9020571855401266e+49" )

b>> mpmath.mp.dps = 102

b>> sqrtrsaldd = mpmath.sqrt(rsalee)

p>> sqrirsalod
pf('39020571855401265512289573339484371018905006900194 . 7844380690097295065668994143510358272167208492796407849" )

5.2.2 Using logarithms

The following number is the log of RSA-100 semi-prime number:
D9.18258725958011321743240938495177536718320558362402703070088699183971216761658176183565240065738547406

The process of using logarithms turns multiplication into addition. So instead of obtaining the square
root as the maximum for one of the factors, the number can be divided by two to set the maximum
standard.

>>> mean

Decimal('49.5912936297900566087162019247588768359160279181201351535044349591985608380829088091782620032869273703

This returns a result of forty-nine point five. This is assigned to variable a. The initial two digits of p
and q are forty-nine. Forty-nine multiplied by two results in ninety-eight. Therefore, there is an
outstanding one to account for.

p—49

q-49
N-99.18
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Because one is carried over and added to the second digit in p and g, it means that the third digit in p
and q combined exceed ten. As the third digit in the semiprime number n is one, it means that the total
of the third digit in p and the third digit in g is eleven, assuming there are no digits carried over from
adding the fourth digit in p with the fourth digit in g.

Let p be the factor below N divided by two (forty-nine point five nine). Therefore, p must start with
forty-nine point five nine or less. This means that the third digit of p must be five or less. If the third
digit of p is five, the third digit of g must be six.

p-49.5

g-—49.6
nN-99.1825872595

To obtain the fourth digit of p and g, take the mean and minus one for p. Add one for g as one value
lies above the mean. Now p equals forty-nine point five eight and g equals forty-nine point sixty.
Adding these two numbers, results in exactly one hundred and eighteen. As there are more digits in
both numbers the first four digits should be less than one hundred and eighteen. Change the fourth
digit in p to seven.

p-49.57

g—49.60
nN-99.1825872595

Add the highest possible value to p and g (nine) which now contain four digits each. Calculate the
inverse log of p and the inverse log of q. Multiply the results together. This gives the potential value
of N. The table below shows that the result exceeds the first four digits of N (1522).

p Inverse log p q Inverse logq | inverselogp *q

49.579 3.793x10% 49.609 4.064x 104 1.542 x 10 %

Keep the highest value of p which is nine. As the fifth digit in N is 2, g must be three. Now the initial
five digits of p and q are:

pP-49.579

g—49.603
nN-99.1825872595

12



5.3 Wolfram Alfra

FROM THE MAKERS OF WOLFRAM LANGUAGE AND MATHEMATICA

R WolframAlpha

Is 327414555693498015751146303749141488063642403240171463406883 prime? (=] ‘

£k NATURAL LANGUAGE | [§3 MATH INPUT Bl EXTENDED KEYBOARD 3! EXAMPLES # UPLOAD 34 RANDOM

Input

327414555693498015 751 146303 749 141488 063 642403 240 171 463 406883
prime number?

Result

327414555693498015 751 146303 749 141 488 063 642403 240 171 463 406 883
prime number

Figure 10: Wolfram Alpha Software Tool for checking for prime numbers

5.4 SageMath

<~ O (%) https://sagecell.sagemath.org

SageMath(ell

Type some Sage code below and press Evaluate.

1 is_prime(17)

Evaluate

| True

Figure 11: SageMath software tool for checking primality of numbers
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5.5 Calculator.net

<~ O () https://www.calculator.net/factor-calculator.html|?cvar=400946&x=Calculate

Calculator. net FINANCIAL FITNESS & HEALTH

home / math / factor calculator

Factor Calculator

Factors: 1, 2, 7, 13, 14, 26, 91, 182, 2203, 4406, 15421, 28639, 30842, 57278, 200473,
400946

Factor Pairs: (1, 400946) (2, 200473) (7, 57278) (13, 30842) (14, 28639) (26, 15421) (91,
4406) (182, 2203)

Prime factors: 400946 =2 x 7 x 13 x 2203

400946

| \
200473 2

| \
28639 7

| \
2203 13

[ e 8

Figure 12: Online Calculator




Explanation of terms

Accuracy
How close a measurement is to its actual value

Composite number
A number with more than two factors.

Coprime
Two numbers that have no common factors (Eight and nine. The factors of eight are 1, 2 4
and 8 whilst the factors of 9 are 1, 3 and 9)

Exponentiation
How many times a number is multiplied by itself.

Factor
Whole numbers that divide evenly into a given number.

Integer
Positive or negative whole number including zero. e.g. {-4.-3.-2.-1. 0, 1, 2, 3, 4}

Irrational number
Decimals that never repeat or end e.g. pi

Method

A step-by-step explanation of what to do to achieve an outcome. For example, the steps
required in Python to run a particular algorithm to factorise a large number. A method
explains how to do something, not why particular steps are required.

Methodology

The approach taken e.g. the design and rationale for choosing a particular method. For
example, the process of selecting suitable software for factorising large semi-prime
numbers. This includes testing different software to see what is most suitable, checking
the literature to see what software other people have used, testing different software to
verify accuracy of claims about software from other people, considering the
requirements of this project e.g. software which can easily be used anywhere, on
various operating systems, easy to implement, cheap and suitable for use in the
operational technology industry.

Natural number
Whole numbers greater than zero {1, 2, 3, 4, 5}

Polynomial factorisation
The number of steps required to factorise N increases at a predictable rate.

15



Precision
Obtaining the same results when a test is performed multiple times.

Prime number
A whole number greater than one that has only two factors, itself and one.

6 Useful mathematical formulae
e =2.71828

Log (AXB) =Log A+ LogB
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