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Configuration Manual

Nishant Bhosale
Student ID; 22227377

1 Introduction

This configuration manual provides a comprehensive guide for the installation, configuration,
and practical usage of the prototype application developed to enhance security efficiency
through the integration of Elliptic Curve Cryptography (ECC) with Audio Steganography.
The manual covers software and hardware requirements, detailed installation instructions,
key generation, encryption-decryption processes, embedding-extraction procedures, practical
usage steps, and performance evaluation.

2 Environment
2.1 Hardware Requirements

Processor: Intel Core™ i3 or higher (i5 recommended for faster processing)
RAM: 4 GB or higher

Storage: Minimum 120 GB HDD (SSD recommended for better performance)
Graphics: Integrated or dedicated graphics card (NVIDIA GeForce GTX series
recommended)

e Audio Interface: High-definition audio codec, supporting 24-bit/96 kHz playback
o Additional Hardware: Microphone and speakers for audio testing

2.2 Software Requirements

e Operating System: Windows 10 or higher, Ubuntu 20.04 or higher
e Python Version: Python 3.8 or higher
e Required Python Libraries:
O numpy
o matplotlib
o pycryptodome
(@] wave
o tkinter
o scipy
o cryptography
o psutil

(Install the required packages using pip: pip install numpy matplotlib pycryptodome
wave tkinter scipy cryptography psutil)

e Integrated Development Environment (IDE): PyCharm or Visual Studio Code
e Version Control: Git (for version control, collaboration, and backup)



3 Installation Steps

3.1 Python Installation

1. Windows:
o Download the latest version of Python from the official Python website.
o Run the installer and ensure that "Add Python to PATH" is checked before
installation.
o Verify installation by opening Command Prompt and typing python --
version.
2. Ubuntu:
o Open the terminal.
o Run the following commands to install Python:

sudo apt update
sudo apt install python3 python3-pip

o Verify installation by typing python3 --version.
3.2 IDE Installation

e PyCharm:
o Download from the official JetBrains website.
o Follow the installation prompts.

o Open PyCharm and configure it to use the installed Python interpreter.
e Visual Studio Code:

o Download from the official VS Code website.
o Install the Python extension for Visual Studio Code via the Extensions
Marketplace.

3.3 Cloning the Repository
1. Using Git:
o Open the terminal (Command Prompt on Windows, Terminal on Ubuntu).
o Clone the repository containing the project:
git clone https://github.com/your-repository-url.git
o Navigate to the project directory:

cd your-repository-folder

2. Manually Downloading:
o Download the project ZIP file from the repository.
o Extract the contents to a desired location on your system.

3.4 Installing Required Python Libraries


https://www.python.org/downloads/
https://www.jetbrains.com/pycharm/download/
https://code.visualstudio.com/Download

« Navigate to the project directory in your terminal or command prompt.
e Run the following command to install all required dependencies:

pip install -r requirements.txt

4 Key Generation

The system supports both RSA and ECC for key generation. Below are the steps to generate
keys:

4.1 RSA Key Generation

1. Run the RSA key generation script:

python key gen.py --type rsa --output rsa_ keys/

o This will generate RSA public and private keys in the rsa_keys directory.
2. Verify the keys:
o Ensure that private.pemand public.pen files are created in the specified
directory.

(Diagram here: RSA key generation process flow diagram with file outputs)
4.2 ECC Key Generation

1. Run the ECC key generation script:

python key gen.py --type ecc --curve secp256kl --output ecc keys/

o This will generate ECC public and private keys in the ecc_keys directory.
2. Verify the keys:
o Ensurethatecc private key.pemandecc public key.pen files are
created in the specified directory.

5 Implementation

5.1 Encryption
5.1.1 RSA Encryption

1. Algorithm: RSA with OAEP Padding

2. Hash Function: SHA-256

3. Process:
o Load the RSA public key from the .pem file.
o Encrypt the plaintext message.
o Save the ciphertext in a binary format.



hef rsa_encrypt_message():
from Crypto.Cipher import PKCS1_OAEP
from Crypto.PublicKey import RSA
from Crypto.Hash import SHA256
public_key = RSA.import_key(open("public.pem”).read())
cipher = PKCS1_OAEP.new(public_key, hashAlgo=SHA256)
ciphertext = cipher.encrypt(b"Your message here")
with open("ciphertext.bin"”, "wb") as cipher_file:

cipher_file.write(ciphertext)

5.1.2 ECC Encryption

1. Algorithm: Elliptic Curve Integrated Encryption Scheme (ECIES)
2. Symmetric Encryption: AES-GCM

3. Pr

ocess:

o Generate an ephemeral key pair.

Derive a shared secret using the recipient's public key.
Encrypt the message using AES-GCM.

Save the ciphertext along with the ephemeral public key.

o O O

def ecc_encrypt message():

from
from
from
from
from
from

cryptography.hazmat.
cryptography.hazmat.
cryptography.hazmat.
cryptography.hazmat.
cryptography.hazmat.
cryptography.hazmat.

primitives.
primitives.
primitives.

primitives

primitives.
primitives.

# Load recipient's public key
with open("ecc_public_key.pem", "rb") as key_ file:
public_key = serialization.load_pem public_key(key file.read())

# Generate ephemeral key pair
ephemeral private key = ec.generate_private_ key(ec.SECP256K1())
ed_secret = ephemeral private_key.exchange(ec.ECDH(), public_key)

shar

# Derive a symmetric key

symm

).de

# En

etric_key = HKDF(
algorithm=SHA256(),
length=32,
salt=None,

info=b'handshake data’

rive(shared_secret)

crypt message

kdf.hkdf import HKDF

hashes import SHA256

kdf.hkdf import HKDFExpand

import hashes, serialization

asymmetric import ec

ciphers import Cipher, algorithms, mode:

aesgcm = algorithms.AES(symmetric_key)
yptor = Cipher(aesgcm, modes.GCM()).encryptor()
ciphertext = encryptor.update(b"Your message here”) + encryptor.finalize()

encr

with open("ecc_ciphertext.bin”, "wb") as cipher_file:
cipher_file.write(ciphertext)



5.2 Steganography

5.2.1 Embedding the Encrypted Message into Audio

1. Technique: Least Significant Bit (LSB)

2. Process:
o Convert the encrypted message to a binary sequence.
o Embed the binary sequence into the LSB of each audio sample.
o Save the modified audio as a stego audio file.

def embed_message_in_audio():
import wave
message bits = to_binary("Your encrypted message here")
audio = wave.open("audio.wav", "rb")
frames = bytearray(list(audio.readframes(audio.getnframes())))

for i in range(len(message bits)):
frames[i] = (frames[i] & 254) | int(message bits[i])

with wave.open("stego audio.wav”, "wb") as stego_audio:
stego_audio.setparams(audio.getparams())
stego_audio.writeframes(frames)

5.2.2 Extracting the Encrypted Message from Audio

1. Process:
o Load the stego audio file.
o Extract the LSBs to reconstruct the binary sequence.
o Convert the binary sequence back to the encrypted message.

def extract _message from_audio():
import wave
audio = wave.open("stego_audio.wav", "rb")
frames = bytearray(list(audio.readframes(audio.getnframes())))

message bits = [str((frame & 1)) for frame in frames[:len(frames)]]
message_binary = ''.join(message bits)

with open("extracted message.txt", "wb") as message file:
message file.write(from_binary(message binary))

|

5.3 Decryption
5.3.1 RSA Decryption

1. Process:
o Load the private key.
o Decrypt the ciphertext using RSA.
o Display the plaintext message.



def rsa_decrypt_message():
from Crypto.Cipher import PKCS1_OAEP
from Crypto.PublicKey import RSA
private _key = RSA.import key(open("private.pem").read())
cipher = PKCS1_OAEP.new(private_key)
with open("ciphertext.bin”, "rb") as cipher_file:

plaintext = cipher.decrypt(cipher_file.read())

print(plaintext.decode())

5.3.2 ECC Decryption

1. Process:
o Load the recipient's private key.
o Derive the shared secret using the ephemeral public key.
o Decrypt the message.
o Display the plaintext message.

def ecc_decrypt message():
from cryptography.hazmat.primitives.kdf.hkdf import HKDF
from cryptography.hazmat.primitives.hashes import SHA256
from cryptography.hazmat.primitives.kdf.hkdf import HKDFExpand
from cryptography.hazmat.primitives import serialization
from cryptography.hazmat.primitives.asymmetric import ec
from cryptography.hazmat.primitives.ciphers import Cipher, algorithms, modes

with open("ecc_private key.pem”, "rb") as key file:
private_key = serialization.1oad_pem_pkivate_key(key_file.read(), None)

with open("ecc_ciphertext.bin”, "rb") as cipher_file:
ciphertext = cipher_file.read()

ephemeral public_key = # Extract from ciphertext
shared_secret = private key.exchange(ec.ECDH(), ephemeral public_key)

symmetric_key = HKDF(
algorithm=SHA256(),
length=32,
salt=None,
info=b'handshake data’
).derive(shared_secret)

aesgcm = algorithms.AES(symmetric_key)

decryptor = Cipher(aesgcm, modes.GCM()).decryptor()

plaintext = decryptor.update(ciphertext) + decryptor.finalize()
print(plaintext.decode())

6. Practical Usage Steps
6.1 Running the Application

1. Start the GUI Application:
o Inthe terminal or command prompt, navigate to the project directory.
o Run the following command to start the application:

6



python app.py

o This will launch the graphical user interface (GUI).
6.2 Using the Encoder

1. Input the Secret Text:
o Enter the secret message in the text box
provided.

# Encryption App with Performance Metrics - X
Generate Keys Enter Secret Message: Process Log:
Heyy There
Encrypt Message (RSA)
Encrypt Message (ECC)
Embed Message (RSA)
Embed Message (ECC)
Extract Message (RSA)
Extract Message (ECC)

Decrypt Message (RSA)

Decrypt Message (ECC)

2. Choose the Encryption Method:
o Select either RSA or ECC from the dropdown
menu.

Generate Keys Enter Secret Message: Process Log:
Command executed su::sssmuy python rsa_encryp.py secrel_message.txt rypted
Heyy There RS Encrsied Hossage. 515 B0Like 01 ceca I
Encrypt Message (RSA) IxdbAXDAC 296
ot 1 Kwe8Q
ot BT te ot Mot Sb DSV
Encrypt Message (ECC) rasitone )\’\xBQE\xBZ\xdb\xd \xv'Ep B2 1 Y b TG b7 DL ToechoBO3M o T4H Wb
1.
fioct ce ToxdB]0oFixabF
R —— Encrypted message length: 256 bytes
Embed Message (ECC)
Extract Message (RSA) ¢ success x
P — 0 Message encrypted using RSAin 021 seconds.
Decrypt Message (RSA)
T
Decrypt Message (ECC)
" = 4 = 12:55PM
H PR v —. - Mo ¥ & 4 ea. A & @a) B T B

3. Encrypt the Message:
o Click on the "Encrypt" button to encrypt the secret message.
o Ifusing RSA, ensure the public key is correctly loaded. For ECC, ensure the
correct curve and public key are selected.



§ Encryption App with Performance Metrics -

Generate Keys Enter Secret Message: Process Log:

Command executed successiully: python rsa_encrypt py secret_message.txt rsa_encrypted_message.bin

Heyy There RSA Encrypted Message: b1S\x Udixe3x91_\xcelxa
Encrypt Message (RSA) b weffixa | 3\xdbAXbdC! 296
xcB\xbIqIxIBWIxbB\xeBu(1xb2xd 11x14\xdd/ % b bixd: 3
F %962v. 1 1 O\xd1ixc 189 7\xee\x1c. mxfB\xBe\xad b6 3C\x8fD k4
Encrypt Message (ECC) ;ﬂn:;‘ 1f ‘liay L cae] 3ud 1Y 1 e9fixed bef71x9 1104 il-\x8 1 e fixB03vix 14H x0b\
) 19 \xe Txd8jix0 eFixabFx06F b
Embed Message (RS%) Encrypted message length: 256 bytes
RSA Encrypted Message: b1S\x - Udixe3u01_xcelea
b4’ a7\ 9f | 3\xdbAIxbdC 396
Embed Message (ECC) xcB'xbIqXIEVVIXbE\xe6v(\xb2\x3 1% 14'xd4/ YoJ \xbb\x: 1FK) |
%962v. 1 1 O\xd1ixc1xBcxd7\xeex1c. mbxfB\xBexadxb63C \x8D x4
Blxa P abet Jhcd 1Y o1 o Ofixed ocf 11104 ":il-1xB1 ecf 14H \x0b\
Extract Message (RSA) praow 1 e 1
48x0eF b 06
Command executed successfully: pythan ecc_encrypt py secret_message txt ecc_public_key.pem ecc_encrypted_mes
sage.tin
Extract Message (ECC)
ECC Encrypted Message: bx04\x’ ] e 3. A . \x8b\
X16xc ] Vet mixb7 \xd0lp) 191x89
Decrypt Message (RSA) xa O b<xeBbgHuc r
Decrypt Message (ECC)

Operation | RSA Time (s)[RSA CPU (ms)| RSA Memory (bytes) ECC Time (5) ECC CPU (ms) ECC Memory (bytes)
Encrypt Message|  0.21 765.62 77824 0.19 234.38 8192

H £ Type here to search

4. Embed the Encrypted Message:
o Click on the "Embed" button to embed the encrypted message into the audio
file.
o Specify the number of LSBs to use for embedding (default is 1 LSB).
o After embedding, the stego audio file will be automatically
generated.

[
Generate Keys Enter Secret Message: Process Log:
[Command exscuted successhully: python rsa_sncrypt.py secrel_message.d rsa_encrypted_message bin
Heyy There RSA Enc; b i ddecd e Yecelxa
Encrypt Message (RSA) AERELL b A S —
# Save Embedded File &s X bec B e 1F Koxe Boca0bc 18R/ xbIND20c

BT ixesintc midBiBelad b IC KB
1 | « Project » changestying > MCIRE: ges trying £ Bhedud T 04 i1-d B0 v 14H, b0kl
) o oefc bec Boc e bcbB bxdbiocbd o e e D3

Orgenize = Hewolder - @ |asru0er
Embed Message (RSA) B This PC * Mame e Tie ~
Jditxb3ucBOUdxe3x31_\xcelba1xeelxe3tobdix
B 30 Objects myen

¥EyeguTTixeabBbibiruc eBfix05Leddhbeaet
Embed Message (ECC) I Desitop 1] AECC.wav Juee Fx9e x 1 KeBQI<a0'x 18R/ xbIN\=02Qc |\
o8 Nomeloc i mdBixBe'xalxbB3C B4

4] aone ECCwav

B Documents some RS war e o4 e B o 14H 0Bl

& Dounlosds = Huxadudc e Socte b ordbixbodd eV b0\
Extract Massage (RSA) ’ [ AR Pocadudcbue o

& Music 4] Ashhaway 6130 6cc_public_key pem ecc_sncrypled_mes

= Pictures
Extract Message (ECC) ; L) @by ECCmay

B videos 1) BECCmav fo T T2l 1xeSHXEE> lGixObODC,\xBA

% Local Disk (C 4] BRSA v BB RIE T bedOlp) S ord s o 1919
Decrypt Message (RSA} Local Disk [0 4] CECCway . BcBicbaul

- v < >
Decrypt Message (ECC) File name: _psn-] -]

Save as type: | oA ‘u
A Hide Felders Sae Cancel

Operation | RSA Time (s) RSA CPU {ms) RSA Memory (bytes) ECC Time (s) ECC CPU (ms) ECC Mamory (bytes]
Encrypt Message| 021 765,62 7e24 0.9 23436 8132

H P Type here io search




5. Save the Stego Audio File:
o Click on "Save" to store the stego audio file in the desired directory.

For ECC

Generate Keys

Encrypt Message (RSA)
Encrypt Message (ECC)
Embed Message (RSA)
Embed Message (ECC)
Extract Message (RSA)
Extract Message (ECC)
Decrypt Message (RSA)

Decrypt Message (ECC)

Operation
Enerypt Message|  0.21
Embed Message| 010

For RSA.

Generate Keys
Encrypt Message (RSA)
Encrypt Message (ECC)
Embed Message (RSA)
Embed Message (ECC)
Extract Message (RSA)
Extract Message (ECC)
Decrypt Message (RSA)

Decrypt Message (ECC)

Operation
Encrypt Message|  0.21

Enter Secret Message: Process Log:
b4 ofxa 3bedbAlbdC 206
Heyy There q 1oct4\xdd /% 1K) 18R/ |
97 weeixc \KbB3CIXBMDIxo4
 Save Embedded File As X fafcedbdTocd1 04" i-ucB T bccfoxB03vx4H bcdby
4 || « Desktop » Project > changes trying v o ch changes trying £ [xabFix06Fuxbe”
Organize v New folder (2]
A - . Jilxb9BOUAXe 31 _eeixa TixeeluealubBlx
[ ThisPC Name | Tt H5ycq\x8 7 xealed8 kch\rxfc\xBfx05\x dhixas!
K 1
8 30 Objects myenv Be 97 wcee eI, mixfBxBelcadkbBICKBMDk04
B0 Desktop 9] AECCwar 9fxe d T 04" -8 1 bxcFanB0vor14H by
2 b 9] aone ECC.wav
|£ Documents sone RSAay babFx0BF\xbe™
J Downloads z ARSAwar e txt ecc_public_key pem ecc_encrypted_mes
D Music [2] Ashhaway
& Pictures 3 Baby ECCway e 11 Ibed2 e\ N8>, 1fBedbIx00C, XBb\
= BabyBEE keBlx 9B AIEmIxb7; bxdOlp)}> x5 o83t 9oBIL
{8 Videos (4] BECCwar 99cBubdul’
Local Disk (C:) J] BRSAwav =
Local Dik 0 CECCamav Laudio wav 'C-/Users/DellDesktop/Project/cha
— Local Disk (D: [
”  fage bin secret_audio way "C:/Users/DelliDeskt
File name: | -
Save astype: | WAV Files ("wav) v

RSA Time (5) RSA CPU (ms) [RSA Memory (bytes)|ECC Time (s) ECC CPU (ms)|ECC Memory (bytes)

77824 019 23438 8192
8192 NA N/A WA

Enter Secret Message: Process Log:
bdffixa 3bedbAbdC ag6
Heyy There 1octded4/% AFK 18R/ )|
X962 1160dcFxablxi2uelt Oxa1xe TWxBCx97hxeebeTc. mudBxBe a3 b6 ICLXBDx 34

Blocae o fcbe ) xB261x8 2 xdblic otEp~x e x5 bV ke ot 3xd 1Y o1 Sfoced T cd 1 04 i-xB 1\ CAXBO3VictdH. Db
a0 Tqod

fict 1
Encrypted message length: 256 bytes

RSA Encrypted Message: b'1S\x " Ud\xe3'wd1_celxatixeelxe3l\xbBix
bduffixal

IxdbAXDAC 296
a o4/ 17 Kixe8QIxaDx 18R/ Qc)
1x962v. 1 12ucBet Ol xe 1xBo ST ee\x . mudBxBe ka3 xbB3CLXBID XS
Bixaeixfixbe) 826 p 13k Y bR BT 04”181\ F B0V 14H 0B

a 1od
firfoc! e 1\xdi FixabF Flxbe™

# Success X lencrypt.py secret_message tit ecc_public_key.pem ecc_encrypted_mes
o) 35119891

Ut 2

v 1b<xeBbgHuxa a9 9 xcBxbul
ject/changes trying/iRSA wav
pted_message bin secret_audio wav "C-/Users/Dell Desktop/Project/cha
|Command executed successhully: python embed.py rsa_encrypted_message bin secret_audio.wav "C:/Users/DelliDeskt
op/Project/changes trying/iRSA wav"

Message embedded into C:/Users/Dell/Desktop/Project/changes trying/iRSA wav

RSA encrypted message embedded in 0.10 seconds

RSA Time (5) RSA CPU (ms) RSA Memory (bytes)|ECC Time (s) ECC CPU (ms)|ECC Memory (bytes)
8192

766.62 77624 019 23438




6.3 Using the Decoder

1. Load the Stego Audio File:
o Click on the “Browse” button to load the stego audio file.
2. Extract the Encrypted Message:
o Click on the “Extract” button to retrieve the encrypted message from the stego
audio file.

For RSA

¢
Generate Keys Enter Secret Message: Process Log:
sage.bin ~
Heyy Thers
Encrypt Message (RSA) ECC Encrypted Message: bx04 3 BBl
16'we2 xafpnxd 12 mih7:xd0lp) 3501909
@7 o0 1b<UceBbgHbcal r
Encrypt Message (ECC) Selected output fle: C:/Users/DellDesktop/Project/changes trying/iRSA.wav
Running command: python embed.py rsa_encrypted_message.bin secret_audio.way ‘C:/Users/DellDeskiop/Project/cha
nges trying/iRSA way’
Command executed successully: python embed.py rsa_encrypted_message.bin secret_audio way "C:/Users/DellDeskt
Embed Message (RSA) op/Project/changes trying/iRSA wav"
Message embedded into C:Users/Dell/Desktop/Project/changes trying/iRSA.wav
Embed Message (ECC) RSA encrypted message embedded in 0.10 seconds
Selected output file: C/Users/DellDeskiop/Project/changes trying/Embed ECC way
r; rypted_message.bin secret_audio.wav “C:/Users/Dell Desktop/Project/cha
Success
Eors () ed_py ecc_encrypted_message bin secrst_audio wav "C:/Users/Dell/Deskt
encypted message extracted in 1.62 seconds, _ IPIPTOject/changes trying/Embed ECC wav
Extract Message (ECC) o ReA enciypted message exacted n 1,62 second
conds
fect/changes trying/iRSA wav
Decrypt Message (RSA) rs/Dell Desktop/Project/changes trying/iRSA wav” rsa_extracted_message
[Command executed successfully: python extract.py "C-/Users/DelliDesktop/Projectichanges trying/iRSA way” rsa_extra
cted_message.bin
Lz L e () Extracted message saved to rsa_extracted_message bin
Extracted message length: 256 bytes
v

Operation _|RSA Time (s) RSA CPU (ms)|RSA Memory (bytes)| ECC Time (s)| ECC CPU (ms)| ECC Memory (bytes)
Encrypt Message| 021 765.62 77824 0.19 23438 8192
Embed Message|  0.10 109.38 8192 011 17188 0

For ECC

¢
Generate Keys Enter Secret Message: Process Log:
Command executed successfully: python embed py rsa_encrypted_message.bin secret_audio.wav “C:/Users/DellDeskt »
Heyy There op/Projectichangss trying/iRSA wav"
Encrypt Message (RSA) WMessage embedded into G:/Users/DelliDesktop/Project/changes trying/iRSA wav
RSA encrypted message embedded in 0.10 seconds.
Encrypt Message (ECC) Selected output file: C:/Users/Dell Desktop/Project/changes trying/Embed ECC.wav
Running cammand: python embed.py ecc_encrypted_messagebin secret_audio.wav "C:/Users/DellDesktop/Project/cha
nges trying/Embed ECC.way"
Command executed successfully: python embed.py ecc_encrypted_message bin secret_audio.way "C:MJsers/DellDeskt
Embed Message (RSA) op/Project/changes trying/Embed ECC wav"
Message embedded into C:/Users/DellDeskiop/Project/changes trying/Embed ECC.wav
Embed Message (ECC) ECC encrypted message embedded in 0.1 seconds.
Selected input file: C:/Users/DellDesktop/Project/changes trying/iRSA wav
Dell/Desktop/P trying/iRSA wav” rsa_extracted_message
BT G ¢ Success
iacassagel(Ras) ct py "C:/Users/DellDesktop/Project/changes trying/iRSA wav" rsa_extra
: . fssagein
R (' Y —
ject/changes trying/Embed ECC wav
Decrypt Message (RSA) rs/Dell/Desktop/Project/changes trying/Embed ECC wav” ecc_extracted_m
[Command executed successiully: pythan extract py "C:/Users/Dell/Desktop/Project/changes trying/Embed ECC.way" ec
c_extracted_message bin
Lrayp e 26E) Extracted message saved to ecc_extracted_message.bin
Extracted message length: 103 bytes
Operation_||RSA Time (s) RSA CPU (ms)|RSA Memory (bytes) ECC Time (s) ECC CPU (ms)| ECC Memory (bytes)
Encrypt Message| 0.1 765.62 77824 0.19 234.38 8192
Extract Message| 162 2359.38 8192 NIA NA A
Embed Message| 010 109.38 8192 0.1 17188 0
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3. Decrypt the Message:
o Click on the "Decrypt" button to decrypt the extracted message.
o The original plaintext message will be displayed on the screen.

For RSA

¢
Generate Keys Enter Secret Message: Process Log:
Selected output file: C-/Users/Dell/Desktop/Project/changes trying/Embed ECC.way
Heyy There Running command: python embed.py ecc_encrypted_message.bin secret_audio.wav “C:/Users/Dell/Desktop/Project/cha
Encrypt Message (RSA) nges trying/Embed ECC.way"
Command executed successiully: python embed.py ecc_encrypted_message.bin secret_audio.way "C:/Users/Dell/Deskt
op/Project/changes trying/Embed ECC.way"
Encrypt Message (ECC) Message embedded into C-/Users/DellDeskiop/Project/changes trying/Embed ECC wav
ECC encrypted message embedded in 0.1 seconds.
Selected input fle: C:/Users/DellDesktop/Project/changes trying/iRSA.wav
Embed Message (RSA)} Running command: python extract_py "C:/Users/Dell/Desktop/Project/changes trying/iRSA wav" rsa_extracted_message.
bin
Command executed successiully: python extract. py “C:/Users/Dell/Desktop/Project/changes trying/iRSA.wav’ rsa_extra
Embed Message (ECC) cted_message.bin
[Extracted message saved to rsa_extracted_message bin
# success X
B T Y Project/changes trying/Embed ECC wav
Users/Dell/Desktop/Project/changes trying/Embed ECC.wav” ece_extracted_m
RSA message decypted in 0.17 seconds.
Extract Message (ECC) 0 lextract py "C:/Users/Dell/Desktop/Project/changes trying/Embed ECC wav' ec
id_message.bin
Decrypt Message (RSA)
|Command executed successfully- python rsa_decrypt py rsa_exiracted_message.bin rsa_private_key.pem rsa_decrypte
d_message txt
DEEIPUMESE Rl R RSA Decrypted Message: bHeyy There'
Decrypted message length: 10 bytes
Operation _|RSA Time (s) RSA CPU (ms)| RSA Memory (bytes) ECC Time (s) ECC CPU (ms) ECC Memory (bytes)
Encrypt Message|  0.21 765.62 77824 0.19 234.38 8192
Extract Message| 1.6 236938 8192 1.76 3625.00 8192
Embed Message|  0.10 109.38 8192 0.1 171.88 0

H R Type here to search

For ECC

¢
Generate Keys Enter Secret Message: Process Log:
bin .
Heyy There Cammand executed successiully’ python extract py “C /Users/DellDesktop/Project/changes yingiRSA wa” rsa_extra
Encrypt Message (RSA) cted_message bin

Extracted message saved to rsa_exiracted_message.bin
Extracted message length 258 bytes

Encrypt Message (ECC)

Selected input file: C:/Users/Dell/DesktopProjectichanges trying/Embed ECC wav
Running command: pythan extract py “C:/UsersiDellDesktop/Projectichanges trying/Embed ECC wav" ecc_extracted_m
essage bin

Embed Message (RSA) Cammand executed successiully” python extract py "C /Users/DelliDesktop/Project/changes trying/Embed ECC wav™ ec
¢_extracted_massage.bin
Extracted message saved 1o ecc_extracted_message bin

Embed Message (ECC) Extractad message length: 103 bytes
rsa_decrypt py rsa_extracted_message bin rsa_peivate_key pem rsa_decrypte
¥ success X
Extract Message (RSA)
e s 6 (| Y ———
Joce. docrypt py scc. extractad_massage bin ecc. pivate_key pom cc_decrypt
Decrypt Message (RSA) Bludbicz\x02)oxcal! Soxt2ixed C.x

kb Six12: \ a0l

IV: b'p)}>oedS 935\ 9B I xaModbecd”
Ciphertext. b1 Ouct5becdheediben gH1xa Tixfabkd9becElcbdul
Derved key™ b1 75\xb9'oe6, af] 33U H o SalbweXodbd bcb 10Gloed 200cd Jocbe ich0~oBE
ECC Decrypted Message: Heyy There

Decrypt Message (ECC)

Operation | RSA Time (s) RSA CPU {ms) RSA Memory (bytes) ECC Time (s) ECC CPU (ms) ECC Memory (bytes)

Decrypt Message|  0.17 250.00 4096 A HA WA
Encrypt Message  0.21 765.62 77824 0.19 234.38 8192
Exdract Message 162 2359.38 5192 176 3625.00 8192
Embed Message 0.10 109.38 8192 011 171.88 ]
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7. Code Execution
7.1 Running Specific Modules

e Encrypt a Message Using RSA:

python rsa encrypt.py --message "Your message here" --output
ciphertext.bin

e Decrypt a Message Using ECC.:

python ecc decrypt.py --input ecc ciphertext.bin --output
plaintext.txt

7.2 Performance Monitoring

o Real-Time Monitoring:
o The application automatically monitors CPU and memory usage during
operations.
o Logs are saved in performance.log.
e Reviewing Logs:
o Openthe performance.log file in any text editor to review resource usage
statistics.
o Metrics include execution time, CPU utilization, and memory consumption.

Operation RSA Time (s) RSA CPU (ms) RSA Memory (bytes) ECC Time (s) ECC CPU (ms) ECC Memory (bytes)

Decrypt Message|]  0.17 23438 12288 0.14 171.88 4096
Encrypt Message|  0.13 17188 | 16384 | 014 17188 | 4096
Extract Message 143 1875.00 12288 142 1750.00 12288
Embed Message|  0.10 125.00 12288 0.11 156.25 4096

8. Testing and Evaluation
8.1 Performance Metrics

« Execution Time:
o Measure and compare the time taken by RSA and ECC for encryption,
decryption, embedding, and extraction.
e CPU Usage:
o Monitor CPU usage for different operations, ensuring the system remains
within acceptable performance limits.
e Memory Usage:
o Track memory consumption during various operations, particularly during
large file handling.
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