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1 Introduction 
 

This configuration manual provides all the details about the tools and technologies 

used in this project. Section 2 contains an overview of the experimental setup. Section 

3 covers the various technologies and software tools used. Section 4 is a step-by-step 

guide for setting up packet sniffing, training the deep learning model, and setting up 

the honeypot. Finally, the last section includes references for the software guide. 

 

2 Experimental Setup  
 

The experiment was conducted on a personal computer configured specifically for 

this purpose. The setup was chosen to ensure optimal performance and smooth 

execution of all required tasks. 

⚫ Hardware Specifications: The computer is equipped with an Intel i5 processor, 

16GB of RAM, and a 256GB SSD. These specifications provide a balance of 

performance and efficiency, suitable for running complex simulations and data 

processing tasks involved in the project. 

⚫ Operating System: Windows 10, Kali Linux 

⚫ Experimental Setup: Anaconda 3.1 with Python 3.5, Visual Studio Code, 

VirtualBox, Kali Linux, XCTU, Packet Sniffer (Zigbee), Arduino IDE 

3 Technologies and Software used for Implementation  
 

⚫ Software Used: Anaconda 3.1 with Python 3.9.13,Visual Studio Code, 

VirtualBox, Ubuntu ,XCTU, Packet Sniffer (Zigbee),Arduino IDE 

⚫ Anaconda: Anaconda is a widely used open-source distribution for Python and R 

programming languages. It provides a comprehensive platform that includes 

package management and environment management, simplifying the process of 

setting up and managing different development environments. Anaconda comes 

pre-loaded with numerous libraries and tools essential for data science, machine 

learning, and scientific computing (Kamingu, 2023) 

⚫ Visual Studio Code: Visual Studio Code is a powerful and user-friendly IDE 

used for coding, debugging, and running experiments. Its extensive range of 

extensions and customization options makes it an ideal choice for developing 

complex projects. 

⚫ VirtualBox: VirtualBox is a virtualization software that allows the creation of 

virtual machines. It was used to set up a virtual Ubuntu environment, providing a 

flexible and isolated development environment for testing and implementation. 
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⚫ Kali Linux: Kali Linux is a Debian-based Linux distribution widely used for 

penetration testing and security auditing. It includes numerous pre-installed tools 

for various aspects of cybersecurity, making it ideal for testing and analyzing 

security vulnerabilities in the project (L et al., 2022). 

⚫ XCTU: XCTU is a software platform used for configuring and testing ZigBee 

networks. It provides tools for network management, node discovery, and 

configuration, ensuring reliable communication between devices. 

⚫ Packet Sniffer (Zigbee): The ZigBee packet sniffer is a tool used to capture and 

analyse ZigBee communication packets. It helps in monitoring network traffic 

and identifying potential security issues. 

⚫ Arduino IDE: The Arduino Integrated Development Environment (IDE) is used 

for programming and interfacing with ESP32 microcontrollers. It provides a 

simple and straightforward platform for writing code and uploading it to the 

hardware (Louis, 2016) 

 

4 Implementation 

 

Step 1: Transmitting data from the DHT11 sensor within the Zigbee environment 

 

Figure (1): Sending data 

Step 2: Receiving and displaying the data on an OLED screen. 
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Figure 2: Receiving data 

 

Step 3: Capturing packets within the Zigbee network.  

 

Figure 3: Packet capturing 

Step 4 : Download and install Anaconda in windows 

Step 5: Create a Django web application and integrate honeypot  

 

Figure (4): Integration of Django honeypot  
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Step 6: Configure sniffed data into the application. 

Step 7: Develop a middleware to fetch the logs of the outside attacks. 

 

 

Figure(5): Log Middleware 

Step 8: Enable middleware script and honeypot by adding into the settings. 

Step 9: Configure URL paths to display various webpages of the application. 

 

Figure (6): URL paths of web application 

 

 

Step 10: While the application runs, capture network traffic of TCP protocols.  
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Figure (7): Capture network traffic 

Step 11: Import libraries for developing a CNN-GRU model architecture to predict 

the attack. 

 

Figure (8): Libraries for machine learning 

 

Step 12: Develop CNN- GRU architecture . 

 

Figure (9): Model Architecture 

 

Step 13: Save the trained model and utilize the file for prediction. 

Step 14: Input the captured traffic into the model and get the prediction. 

Step 15: Display the resultant log details on the admin page. 
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