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1 Section 1

This configuration manual provides step-by-step instructions to reproduce the phishing
detection system described in the study. It covers the necessary software installations, dataset
preparation, and code execution. By following this guide, you will be able to replicate the
results and further experiment with the models and methods used in this project.

2 Section 2

To reproduce this project, you will need the following system specifications:

Operating System: Windows, macQOS, or Linux

Processor: Intel i5 or equivalent

Memory: 16 GB RAM (minimum)

Storage: At least 20 GB of free disk space

GPU: NVIDIA GPU with CUDA support (optional, but recommended for faster
training).

3 Section 3

Ensure that the following software and libraries are installed:

Python: Version 3.8 or higher
IDE: Jupyter Notebook or any Python-compatible IDE (e.g., PyCharm, VS Code)
Package Manager: pip or conda (for managing Python packages)

Install the required Python libraries by running the following commands:
>> pip install numpy pandas scikit-learn transformers torch matplotlib seaborn jupyter

Key Libraries:
e numpy: For numerical computations
e pandas: For data manipulation and analysis
o scikit-learn: For machine learning algorithms and model evaluation
o transformers: For BERT model and tokenization
e torch: For working with PyTorch models (required by transformers)
o matplotlib and seaborn: For data visualization

4 Datasets



The project uses two datasets:
1. Enron Corpus: Used for legitimate emails.
2. Figshare Curated Nigerian Dataset: Used for phishing emails.

Downloading the Datasets:
« Enron Corpus: Available from Kaggle or the official Enron repository.(Enron Email
Dataset, no date)
o Figshare Nigerian Dataset: Available from Figshare. (‘Curated Dataset - Phishing
Email’, 2023)

Data Preparation:
1. Download the datasets and extract them to a directory of your choice.
2. Ensure that the datasets are structured as follows:

o data/
= enron/
= legitimate_emails/
= figshare/

= phishing_emails/

Convert any non-UTF-8 encoded files to UTF-8 to avoid encoding issues

Run add_urls.py to extract urls from Nigerian_5.csv dataset

Run ‘phishing_emails_all features.py’ to extract features from the phishing dataset

generated in the previous set.

6. Run ‘clean.py’ on ‘emails.csv’ (enron dataset) and then ‘enron_all features.py’ to
extract features from enron dataset.

7. Combine required number of emails from both datasets generated in the previous
steps to curate the final dataset.

ok w

5 Running the code

Open the Jupyter Notebook:

1. Launch Jupyter Notebook in the project directory:
2. Open the notebook file (final_analysis.ipynb) provided with this project.

Data Preprocessing:
1. The first step in the notebook involves loading and preprocessing the data. Ensure the
file paths in the notebook match the location of your datasets.
2. Run the preprocessing cells to clean the data, generate BERT embeddings, and extract
content-based features.
Model Training:
1. Proceed to the model training section. Here, you will train individual models (KNN,
Decision Tree, Random Forest, SVM) using the preprocessed data.
2. Use the provided Grid Search and cross-validation scripts to optimize the models.

Ensemble Learning:



After training the individual models, run the ensemble learning cells to create and evaluate
the Stacking and Soft VVoting models.

Evaluation and Visualization:
1. Finally, execute the cells that generate evaluation metrics and visualizations such as

confusion matrices, precision-recall curves, and AUC plots.
2. Review the outputs to compare the performance of the models.
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