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STELWZAES: ENHANCING THE SECURITY OF
STORED SPII USING 3 LAYERS OF A PROTECTION

Sameer Surendra Ambilpure
Student ID: 22211586

Abstract
The security associated with sensitive data is highly important as cyber criminals look to

access the Personal Identifiable Information(PIl) of people in an unauthorised manner to carry
out malicious activities. These malicious activities cause many problems the Plls can be used for
accessing the bank account of a user or for accessing some other kinds of important information.
The leakage of Plls results in financial losses and may cause a negative impact on the reputation
of the people who are targeted. There are many methods that can be used to secure data and two
of the most popular methods is Steganography and Cryptography. The combination of these two
methods helps in increasing the security associated with Plls. In the study proposed here a system
that combines Steganography, Cryptography and image compression for securing Plls is
proposed. The study proposed here uses the Least Significant Bit(LSB) technique to perform
steganography and hide PII in the form, of text in a carrier image. Lempel-Ziv-Welch(LZW) is
used to compress the carrier image and Advanced Encryption Standard(AES) is used for
encrypting the carrier image containing the P1I. A desktop application is built in this study using
Python and the Steganography, Cryptography and image compression techniques are integrated
into the desktop application. The desktop application is able to successfully secure a Pl given as
input . The encrypted image can be decrypted and the PII can be obtained. The Steganography,
Cryptography and image compression techniques are successfully implemented using Python.

1 Introduction

1.1 Background

The security of sensitive and personal information or Personal Identifiable Information(P11) is highly
important in a time where a large number of companies and individuals are targeted by cyber attacks.
These cyber attacks have a goal of leaking or accessing the personal or sensitive information of the
companies or individuals. It was found that during the fourth quarter of the year 2023, more than
eight million records were exposed worldwide(Ani , 2024). It was found that a data breach on average
was 4.45 million U.S. dollars(Ani , 2024). For saving the money lost due to the leak of sensitive
information security measures are invaluable for all kinds of companies that handle sensitive
information. There are different techniques that can be used for securing sensitive information that is
being sent over a network or being handled in an organisation or by individuals. Two main kinds of
methods that are used commonly are Cryptography and Steganography.

Cryptography is a method used to protect data by transforming it into an unreadable format, making
it hard to interpret(Solichin and Erwin Wahyu, 2017). Cryptography makes sure that even if the data
is leaked by an attacker during a cyber attack they are not able to understand or misuse the data as the
data is in a form that is not understandable. The conversion of the data into an unreadable form is
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encryption and retrieving the data back into its original form is called decryption. There are algorithms
that can be used for encrypting the data like Data Encryption Standard(DES), Advanced Standard
Encryption(AES), RSA, SHA etc(Nithya and Sripriya, 2016). The algorithms encrypt the data using
a cryptographic key. Cryptographic algorithms are divided into two based on the types of keys used
for encrypting and decrypting data, these are asymmetric and symmetric. The cryptographic
algorithms that encrypt and decrypt data using the same key are called symmetric encryption
algorithms. In asymmetric encryption and decryption, the key used by the algorithms to encrypt the
data is different from the key used for decrypting the data(Hamouda, 2020). The cryptographic
algorithms based on symmetric keys are much faster and more secure than asymmetric key-based
cryptographic algorithms(Hamouda, 2020). So the use of symmetric key based cryptographic
algorithms is better for securing sensitive data. Cryptographic algorithms can be used to secure data
in the forms of both images and text(Kumar et al., 2017; Mona et al., 2014).
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Figure (1): cryptography using symmetric key(Hamouda, 2020)

Steganography is the practice of hiding sensitive information within another medium, called the cover
or carrier medium(Shetty, 2017). Steganography can be utilised for concealing information in carrier
files that are multimedia files like images, or in the form of text(Shetty, 2017). The attackers who
may enter a network or storage location of a company or an individual will not be able to find out that
a particular file is a carrier file as the file will look like a random file containing information that is
not important or relevant. The carrier files in which important information is concealed are called a
stego object(Shetty, 2017).

1.2 Problem Definition

Cryptography and Steganography have been used successfully over the year for mitigating the
damages caused by cyber attacks, However, as time passed the methods used by cyber criminals have
also evolved to a stage where they are able to overcome the defence posed by cryptographic and
steganographic methods(Packetlabs,2022). Attackers have now developed methods to generate keys
that can be used to decrypt data that is in an encrypted form. Steganography also faces problems in
securing data as an attacker may become suspicious of a random carrier file and this suspicion can
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lead to the attacker finding out that the file conceals information. The attacker can then extract the
information hidden in the carrier files to get the important data and use it according to their needs.

These issues associated with Steganography and cryptography can be solved by combining the two
methods. Steganography can be utilised to conceal data in a carrier file and the carrier file can be
encrypted utilising a cryptographic algorithm. In the study proposed here a system for securing
sensitive data in the form of text is proposed. The system proposed here hides the text in a carrier file
that is in the form of an image and this image is then encrypted using a cryptographic technique. The
storage of the image is made easier as an image compression technique is used for compressing the
image. The study proposed here uses the Least significant Bit(LSB) method for Steganography,
Lempel-Ziv-Welch(LZW) for image compression and AES for encrypting and decrypting the image.
The AES is a symmetric key cryptographic algorithm.

The study has the following research question:

How would the merging of steganography, LZW compressor, and AES encryption mechanisms
strengthen the confidentiality of archived PII's?

The aim of the study is to build a system that combines steganography, image compression and
cryptography for securing PII’s. The objectives of the study are:

Implement Steganography using the LSB technique.

Compress an image utilising the LZW compression technique.

Implement AES encryption and decryption.

Build a desktop application that can be used to secure PII’s.

Integrate the steganography, image compression and cryptographic techniques.

Test the performance of the system that combines steganography, image compression and
cryptography using attacks generated via Linux tools.

AP

The novelty of the system proposed here is that it combines steganography, image compression and
cryptography into a single system that secures PlIIs. The addition of LZW based image compression
technique is the contribution of the study as previous systems only combined steganography and
cryptographic techniques. The image compression technique reduces the storage space required for
storing the encrypted image.

The Section 1 of the report is the introduction that gives the details about steganography, cryptography
and the system proposed here. Section 2 contains the details of the related work. Section 3 contains
the details of the steganography, image compression and cryptographic methods used in the study.
Section 4 contains details about the specifications about the different specifications in the study.
Section 5 contains the details associated with the final implementation of the system as a desktop
application. Section 6 contains the details of the evaluation of the results of the study. Section 7
contains the details of the conclusion and future enhancements.

2 Literature Review

This section of the report discusses previous research and the challenges encountered. It focuses on
earlier encryption, steganography, and compression methods used for data security, with an emphasis
on the traditional encryption techniques employed. The main goal of this research is to enhance data
security by using advanced encryption techniques that offer higher security and faster encryption.



2.1 Encryption Methods

The RSA algorithm is a widely-used asymmetric cryptography technique, to encrypt and decrypt data
which was proposed in this study by (Obaid, 2020). The prime numbers N and M were used to
generate the public and private keys, with N and M being chosen as large prime integers to enhance
security. The MATLAB library functions were utilized to handle the large prime numbers and perform
the encryption and decryption processes. The results demonstrated that the RSA algorithm was
successfully implemented on different sizes of message files, with the encrypted ciphertext expected
to be difficult for hackers to interfere with. Specifically, the study reported that the public key
consisted of the modulo n and the index e, while the private key included the modulus n and the
private key d, which was kept secret. The main limitation of the RSA algorithm mentioned in the
study is that it takes extra time to perform the encryption process compared to symmetric encryption
techniques, although the enhanced security provided by the use of large prime numbers offsets this
drawback.

Encryption scheme that combines Data Encryption Standard (DES) and network coding (NC) to
achieve dynamic security protection was proposed in this study by (Tang et al., 2018). The main
method involves a three-layer encryption process, where the inner and outer layers use NC, and the
middle layer implements DES. The data used in the study consists of a 1 Mb plaintext, and the
performance of the proposed scheme is evaluated under different parameter settings, such as the block
length (L) and the divisor (D) of the block length. Other methods used in the study include theoretical
justification of the full-rank property of the encryption matrices and numerical validation of the
encryption and decryption complexity. The results show that the running ratio of the proposed scheme
is relatively lower than or comparable to the triple DES, with the ratio of the total NC encoding and
decryption time over the total encryption and decryption time of the whole scheme being 0.24 when
L=64 and 0.71 when L =256. The study also demonstrates that the proposed scheme can effectively
defend against both exhaustive and analysis attacks, and the dynamic security is achieved by
combining low-frequency regular key update and high-frequency partial key update. The limitation
of the study is that the simulation is conducted in MATLAB, which may not fully capture the
efficiency of the proposed scheme in a real-world implementation, and the security level of the
proposed scheme is not thoroughly tested.

A countermeasure that is low-cost for the AES encryption and decryption process, employing
temporal redundancy and modifying the AES round architecture into three parts with pipeline
registers to enhance fault coverage was discussed in the study by (Bedoui et al., 2022). Additional
methods include fault injection simulations using VHDL language to assess fault coverage, with tests
differentiating by the number of bits in injected faults. Results indicate that the proposed schema can
detect 99.539% of injected random errors, with an area overhead that is relatively low and minimal
increases in speed and power consumption. However, the study acknowledges limitations, including
the potential for the same error value to be injected twice in the same place at the same time, which
the detection system may not identify, highlighting the need for further validation of the fault
detection capabilities under varied conditions.



2.2 Steganography Methods

Various steganographic techniques used for information hiding, including substitution, transform
domain, statistical, and distortion methods were described in this study by (C.P, T and G, 2013). The
data consists of digital images used as cover media to hide secret messages. The study also reviews
techniques like integer wavelet transform, matrix embedding, and pixel value differencing used in the
different steganographic categories. The results show that the proposed methods achieve high PSNR
values, up to 66.96 dB, and low MSE values, around 0.013168, indicating good image quality and
imperceptibility. The edge-adaptive scheme based on LSB matching revisited showed the best
performance, with an embedding capacity of up to 50% of the cover image size and a PSNR of 54.1
dB. However, the study acknowledges that the trade-off between embedding capacity, image quality,
and robustness against attacks remains a limitation, and further research is needed to address these
challenges in practical steganographic applications.

A Multi-Level Steganography (MLS) algorithm that employs AES and Blow-Fish encryption
algorithms to secure cover images and embed encryption keys within stego images, enhancing data
security was discussed in the study by (Alanzy et al., 2023). It incorporates pixel randomization and
hybrid encryption to augment the complexity of the encryption process, aiming to maintain the quality
of the stego image while ensuring reliable encryption and decryption of messages that are secrets.
The study also explores the utilisation of LSB steganography, where the least significant bit in the
cover image is replaced with a bit from a secret message, and evaluates the performance using metrics
like Mean Square Error (MSE) and Peak Signal-to-Noise Ratio (PSNR). Results indicate that the
proposed algorithm effectively protects data with high PSNR and low MSE values, suggesting
superior image quality and robust encryption.

2.3 Image Compression Method

A new colour image lossless compression algorithm with bit-error awareness based on a general bi-
level block coding method was proposed in this study by (Peng et al., 2020). The proposed method
contains three stages: conversion of the RGB colour space to the YCrCb color space, prediction of
the YCrCb image using predictors, and further encoding of the residue sequences using a 2-D bi-level
block coding algorithm. The study used public domain test images of "Lena", "Baboon", "Pepper",
and "Airplane" each with a size of 512x512 pixels to validate the performance. Additionally, the study
compared the proposed 2-D bi-level block coding algorithm with 1-D bi-level block coding, interval
Huffman coding, and standard Huffman coding. The results showed that the proposed 2-D bi-level
block coding algorithm achieved the highest compression ratio (CR) and when the bit-error rate
(BER) was larger than 0.001, it offered the highest peak signal-to-noise ratio (PSNR) compared to
the other methods. Specifically, for the "Lena" image, the CR was 4.55 and the PSNR was 48.37 dB
when the BER was 0.005. The study also utilised a particle swarm optimization (PSO) algorithm to
determine the best combination of colour space transformations and predictors to achieve the
minimum residue entropy. The main limitation of the study is that it only considered lossless
compression and did not explore the performance of the proposed method in lossy compression
scenarios.

The Lempel-Ziv-Welch compression algorithm, an enhancement of the LZ78 algorithm, was used to
exploit repeated patterns in medical data for efficient storage in Hadoop was discussed in the study
by (Addepalli and Lakshmi, 2021). Additionally, it utilized Huffman coding and Run Length
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Encoding (RLE) as comparative lossless compression techniques. The study's results demonstrated
that LZW compression saved up to 40% of Hadoop storage space when applied to text and image
medical data, including CT scans, X-rays, and MRI scans. The compression was lossless, ensuring
complete data recovery upon decompression, which is crucial for medical applications. However, the
study acknowledged limitations in the form of potential biases due to the specific datasets used, which
may not represent all types of medical data, thus suggesting the need for further research to validate
the algorithm's effectiveness across diverse medical datasets.

A medical image compression method called colour wavelet difference reduction (CWDR), which is
an extension of the standard wavelet difference reduction (WDR) method was proposed in this study
by (Matina Ch. Zerva et al., 2023). The dataset employed in the study consists of 31 slides of
colorectal cancer images extracted using the Hamamatsu NanoZoomer 210 scanner, which provides
20% and 40% optical magnification options. Additionally, the study compares the performance of the
proposed CWDR method with four other compression algorithms: discrete wavelet transform (DWT)
technique, JPEG 2000, HEIC, and WEBP. The results indicate that the CWDR method achieved state-
of-the-art compression results with a high compression ratio and slight information loss within an
acceptable range. Specifically, the CWDR method achieved PSNR values ranging from 32.01 to
47.49 dB, and SSIM values ranging from 0.68 to 0.98, with 30 out of 31 images having an SSIM
value of 0.92 or higher. The study also employed a Mean Opinion Score (MOS) scale to evaluate the
perceived quality of the compressed images, and the results showed a statistically significant
association between the MOS scores of the original uncompressed images and the compressed images
using the CWDR method. However, a limitation of the study is that it only focused on the compression
of histopathological microscopy images, and further evaluation on a wider range of medical image
modalities would be beneficial to assess the generalizability of the proposed CWDR method.

2.4 Summary

The summary of all the existing studies analysed here is given below:

Study Methods Results Limitations
Bedoui et | The study uses | The study found that their proposed | A potential
al., (2022). | temporal schema detected 99.539% of randomly | limitation identified

redundancy injected errors. It also reported minimal | was the risk of the
and modified | area overhead and slight increases in | same error value
the AES round | speed and power consumption. being injected twice
architecture in the same location
into three parts simultaneously,
with  pipeline which might not be
registers. They detected by the
conducted system. This
fault injection highlights the need
simulations for further
using VHDL assessment of fault
to assess fault detection

coverage, capabilities  across
varying  the different conditions
number of of operations.
injected fault

bits.




Alanzy et
al., (2023)

The study
introduced a
Multi-Level
Steganography
(MLYS)
algorithm
utilizing AES
and Blow-Fish
encryption
algorithms to
secure cover
images and
embed
encryption
keys within
stego images.
It employed
pixel
randomization
and hybrid
encryption to
enhance
encryption
complexity
while
maintaining
stego image
quality.

The algorithm achieved high PSNR and
low MSE values, ensuring superior
image quality and robust encryption.

The method's
complexity in
encoding highlights
the need for
improved
encryption and
compression
algorithms, and
exploration of Al to
enhance resistance
against attacks.

Peng et al.,
(2020)

The study
proposed a
new  colour
image lossless
compression
algorithm
based on a
general bi-
level block
coding
method,
involving
stages such as
RGB to
YCrCb colour
space
conversion,
YCrCb image
prediction
using
predictors, and
encoding

The proposed 2-D bi-level block coding
algorithm  achieved the  highest
compression ratio (CR) and highest peak
signal-to-noise ratio (PSNR) for bit-error
rates (BER) larger than 0.001. For
instance, the "Lena" image achieved a
CR of 4.55 and PSNR of 48.37 dB at a
BER of 0.005. Particle swarm
optimization (PSO) was employed to
optimize colour space transformations
and predictors, minimizing residue
entropy.

The study focused
solely on lossless
compression and did
not investigate the
performance of the
proposed method in
lossy compression
scenarios.




residue
sequences with

a 2-D bi-level

block coding

algorithm.

Public domain

test images

("Lena",

"Baboon",

"Pepper”, and

"Airplane™) of

size 512x512

pixels  were

used for

validation.
Addepalli | The study | The study found that LZW compression | A potential

and utilized the | saved up to 40% of Hadoop storage | limitation noted was

Lakshmi, | Lempel-Ziv- space when applied to various types of | the bias introduced
(2021) Welch medical data, including text, CT scans, | by specific datasets

compression X-rays, and MRI scans. The | used in the study,

algorithm, compression was lossless, ensuring | which may not fully

along with | complete  data  recovery  during | represent all types of

Huffman decompression, which is critical for | medical data.

coding and | medical applications. Further research is

Run  Length needed to validate

Encoding as the algorithm's
comparative effectiveness across
techniques, to diverse medical
compress datasets.

medical data

for  efficient

storage in

Hadoop.

From table(1) it can be seen that AES and LSB are effective cryptographic and steganographic
techniques. The studies also showed that the LZW is an effective image compression technique.
Existing studies also combined steganography and cryptographic techniques for effectively securing
data. However, none of the studies proposed a system that combined AES, LSB and LZW techniques

Table (1): Summary table of the reference literature studies

for data security. So a system that combines these methods is proposed in this study.

3 Methodology

3.1 Overall architecture

This research project introduces a holistic strategy to bolster Personally Identifiable Information
security using steganography, LZW compression, and AES encryption. Initially, PII data is concealed
within a carrier file using steganography to prevent unauthorized access. Following this, LZW
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compression efficiently reduces file size without compromising data integrity, followed by AES
encryption to ensure strong protection against unauthorized interception.

Image
v
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Steganography > Compression » Encryption » file
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Figure (2): Encryption Process

Reverse il
Steganography Details
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hJ

» Decryption Decompression »-

Figure (3): Decryption Process

Figure (2) is the block diagram of the encryption process, detailing how PII data is steganographically
embedded, compressed using LZW, and then encrypted with AES. Figure (3), on the other hand,
shows the decryption process, showing how the encrypted data is decrypted using AES,
decompressed using LZW, and then using reverse steganography to extract embedded data.

3.2 Data Preparation and Initial Security Layer

The data preparation process begins with cleaning the data to ensure its accuracy and consistency.
This involves removing any irrelevant information, such as new lines, and formatting the data
appropriately for further processing. Steganography is then applied to the cleaned data.
Steganography is a technique used to hide information within another file, making the hidden data
invisible to unauthorized users. In this study, steganography is utilized to embed Personally
Identifiable Information (PII) within a carrier file, such as an image file. For embedding the PII data,
the Least Significant Bit technique is employed. This technique is favored for its simplicity and
minimal impact on the carrier file's appearance or quality. There are several popular image
steganography techniques, with the Least Significant Bit (LSB) method being a well-known example.
LSB is used to hide secret messages or data within a cover image. Under LSB, there are two common
methods: (i) Insertion based Method and (ii) Substitution based Method. Both are widely used for
hiding data, but they have some differences. The Insertion based method increases the image size
when the secret data is added, whereas the Substitution based method replaces bits of the image with
the secret data without changing the image size(Aslam et al., 2022).LSB embedding is
straightforward to implement and computationally efficient, requiring minimal processing overhead.
It operates by altering the least significant bits of pixels or bytes in digital media, which often results
in imperceptible changes to the original content. This method is compatible with a wide range of
digital media formats, including images, audio, and video files. It can be applied without requiring
specific modifications to file structures or formats, making it versatile for various applications. LSB
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embedding typically introduces minimal distortion to the carrier file's visual or auditory quality. By
manipulating the least significant bits, the embedded data can be hidden effectively without
noticeably affecting the overall perceptual quality of the media(Arun, Juhi and Harsh, 2023). In this
study, LSB embedding involves splitting the binary representation of PII data into bits, which are then
inserted into the least significant positions of the pixels in the carrier file. The changes made to the
carrier file are so subtle that they are imperceptible to the human eye. A challenge arises in the coding
implementation, where managing the binary manipulation and ensuring accurate bit-level operations
can be complex. This process requires precise handling of binary data, and any errors in the coding
logic can lead to corruption of the embedded information or unintended alterations to the carrier file.
By embedding PII data using LSB steganography, the initial security layer hides the existence of the
information that is sensitive effectively, making it less likely to be targeted by users who are
unauthorized.

3.3 Data Compression

Data compression is a technique used to reduce the size of a file without losing any important
information. This process is essential for optimizing storage space and improving the efficiency of
data transmission. LZW (Lempel-Ziv-Welch) compression is utilised for compressing the carrier file
that contains the embedded Personally Identifiable Information (PII). This algorithm works by finding
sequences of data that are repetitive and encoding them into representations that are shorter. As the
data is processed, a dictionary is built, mapping repeated sequences to shorter codes. The more
repetitive the data, the more efficient the compression becomes. In this data compression phase the
LZW compression begins by initializing a dictionary containing all single-character strings. As the
input data is read, the algorithm searches for the longest string that matches an entry in the dictionary.
Once found, it outputs the code for that string and adds a new entry to the dictionary for the string
plus the next character. This process continues until the entire input data is encoded. The result is a
compressed file that is smaller than the original but can be decompressed back to its original form
without any loss of data. However, there are challenges associated with LZW compression. One
difficulty lies in handling very large files, as the dictionary can grow significantly, leading to increased
memory usage and slower processing times. This requires careful management of the dictionary to
ensure that the compression remains efficient without overwhelming system resources. Using LZW
compression on the carrier file not only optimizes storage and transmission but also preserves the
integrity of the concealed PII data. This step ensures that the data remains intact and accessible,
providing a balance between efficiency and security in the overall data protection strategy.

3.4 Data Encryption

Data encryption is a process that transforms readable data into an unreadable format using a specific
algorithm and an encryption key. This transformation ensures that the data remains confidential and
protected from unauthorized access. In this study, AES is employed to encrypt the carrier file
containing the compressed and steganographically embedded Personally Identifiable Information
(PII). AES is a symmetric encryption algorithm, meaning the same key is used for both encryption
and decryption. Recommended by NIST, AES's strength lies in its ability to divide data into blocks
and apply multiple rounds of intricate transformations such as substitutions, permutations, and
mixing, all based on the encryption key. The number of rounds—10, 12, or 14—depends on the key
size (128, 192, or 256 bits respectively). Typically, data is processed in a 4x4 byte matrix known as
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the state matrix, ensuring AES's effectiveness in securing digital information (Bedoui et al., 2022).
AES operates in the study by initializing with a randomly generated Initialization Vector (IV) for
added security. The AES cipher configured with Cipher Feedback (CFB) mode processes the data in
blocks, encrypting each block sequentially. The encryptor instance applies the AES algorithm to
transform the data, ensuring robust confidentiality. This approach effectively secures the PII within
the carrier file, rendering it inaccessible without the correct decryption key. One of the difficulties
encountered in this process is due to the robust nature of AES encryption. AES generates specific
encrypted bytes for images that must be accurately managed and processed during decryption. Any
mishandling of these bytes can result in decryption failures, complicating the recovery of the original
data. Applying AES encryption to the compressed and steganographically embedded file provides a
robust final layer of protection. This step ensures that even if the data is intercepted during
transmission or storage, it remains inaccessible and unreadable to unauthorized individuals, thus
significantly enhancing the security of the PII data.

3.5 Data Retrieval and Decryption

In the process of data retrieval and decryption, the journey from encrypted and compressed data to
the original, usable information involves a sequence of carefully orchestrated steps. AES decryption
serves as the initial key to unlocking the encrypted file, effectively reversing the encryption process
to reveal the compressed data hidden within. This pivotal step ensures that the data is returned to its
pre-encryption state, laying the groundwork for subsequent actions. Following AES decryption, LZW
decompression steps in to expand the compressed data back to its original size and format. This
process is akin to unpacking a tightly compressed suitcase, where each piece of data is reinstated to
its rightful place and structure. By restoring the data to its original form, LZW decompression ensures
that the integrity and completeness of the information are preserved, facilitating further analysis and
utilization. Lastly, LSB decoding plays a crucial role in extracting concealed Personally Identifiable
Information (PII) from the carrier file. This method delicately unveils hidden details embedded within
the image or data carrier, making the recovered PII accessible for authorized purposes. LSB decoding
acts like a skilled investigator, carefully extracting and presenting the concealed information without
altering or compromising its accuracy.

4 Design Specification
4.1LSB Steganography

One of the most widely used techniques in Steganography today is known as least significant bit
(LSB) insertion. This method involves altering the least noticeable parts of a cover image specifically,
the least significant bits to encode hidden information within it(Refaat Said ,2021).

4.2 LZW Compression

LZW is alossless data compression algorithm that is part of the dictionary coding technique. It creates
a table of symbol sequences to encode data into indexes, aiming to reduce data size without losing
any information. LZW helps in saving data storage space and speeds up data exchange over networks.
LZW ensures that the original data can be perfectly reconstructed from the compressed data,
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maintaining data integrity. LZW utilizes fixed length codes for encoding, which simplifies the process
but can result in sequences that are longer (Maulunida and Solichin, 2018).

4.3 AES Encryption

AES is a symmetric key block cipher developed by Joan Daemen and Vincent Rijmen in 1998. It
supports key lengths of 128, 192, and 256 bits. AES is efficient in both software and hardware
implementations. It operates on a block size of 128-bit and utilizes a number of rounds that are
variable depending on the length of the key. Compared to other algorithms like, 3DES, DES and
Blowfish, AES has a higher degree of diffusion, meaning it’s more resistant to attacks due to its
substitution-permutation network and use of Galois fields for transformations (Patil et al., 2016).

5 Implementation

The steganography, compression, and encryption methods were integrated into a desktop application.
This application was developed using Python's Tkinter library, which provided a simple and effective
way to create a graphical user interface (GUI). The GUI is designed with three main panels to
facilitate user interaction and ensure a smooth workflow. The first panel is dedicated to encryption.
Here, users can input their data and the encryption key. This panel includes text fields where the data
and key are entered, and a button labelled "Encrypt Data" to initiate the encryption process. The
design of this panel is straightforward, ensuring that users can easily input their information without
any confusion. When the "Encrypt Data" button is clicked, the application processes the input data
using the integrated steganography, compression, and encryption techniques, and the encrypted data
is prepared for further use. The second panel is focused on decryption. Labelled "Result," this panel
contains a single text field for users to input the decryption key. Similar to the first panel, there is a
button labelled "Decrypt Data" which, when clicked, starts the decryption process. This panel is
designed to be as user-friendly as the first, allowing users to quickly and easily retrieve their original
data from the encrypted form. The decrypted data is then displayed, providing immediate feedback
to the user. The third panel is the "Text Log Box," which plays a crucial role in providing transparency
and insight into the processes occurring within the application. This log box displays detailed logs of
the entire process, including steps involved in steganography, compression, encryption, and
decryption. Additionally, it shows performance evaluation metrics, allowing users to see the
efficiency and effectiveness of the processes. This feature ensures users are fully aware of what is
happening with their data at each stage, fostering a sense of trust and reliability in the application.
The development of this application using Tkinter emphasizes simplicity and functionality. Tkinter's
straightforward methods for creating buttons, text fields, and other widgets made it an ideal choice
for this project. The library's capabilities allowed for the creation of a user-friendly interface where
users can easily input their data, initiate encryption or decryption operations, and monitor the progress
and results through the text log box. The design of the GUI prioritizes ease of use. By dividing the
interface into three distinct panels, users are guided through each step of the process in a logical and
intuitive manner. The clear labeling of buttons and fields reduces the chances of user error and ensures
that even those with limited technical knowledge can effectively use the application. The integration
of the steganography, compression, and encryption techniques within a single application streamlines
the process of securing data. Users do not need to rely on multiple tools or applications to achieve
their security goals; instead, they can perform all necessary operations within this single, cohesive
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environment. This integration not only simplifies the user experience but also enhances the overall
efficiency of data handling and protection.

6 Result And Evaluation

6.1 Results

Using tools like Kali Linux for vulnerability assessment and decryption attempts with brute force
techniques provided valuable insights into the strength of AES encryption. By systematically trying
every possible key until the correct one was found, the robustness of key management practices was
measured. The results showed that AES encryption is highly showing resistant to brute force attacks.

2 mamalo @«
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INPUT Process

Steganography Done.
Compression Done.
Encryption Done.

Encrypted text file saved.

KEY

Encryption Strength:
Encrypt Data 0.5468012129045087
Data Dimming Rate:
00
00

RESULT
KEY

Decrypted_Data

Figure (4): Performing encryption

Figure (4) illustrates the encryption process within the GUI's third panel, where real-time progress is
displayed in the text log box. The log box details the stages of steganography, compression,
encryption, and performance evaluation, including metrics such as compression rate, encryption
strength, and data mining rate. This visual representation allows users to track each step of the
encryption process and review performance metrics simultaneously, ensuring transparency and
facilitating informed decisions about data security measures.
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Figure (5): Encrypted image

Figure(5) shows the AES-encrypted image where the effects of the encryption process are visibly
manifested in the form of grainy textures. The encryption operation alters the pixel values within the
image, introducing subtle distortions that appear as grains when viewed closely. This visual
transformation is a direct outcome of AES encryption, which ensures data security by transforming
the image data into an encrypted format that can only be deciphered with the correct decryption key.
The grainy appearance serves as a visual representation of the encryption's effectiveness in
safeguarding sensitive information from unauthorized access.

@ Encryption

INPUT

KEY

Encrypt Data

RESULT
KEY

Decrypted Data

15674235869

Figure (6): Performing decryption

Figure(6) represents the decryption process within the GUI's third panel, where the ongoing progress
is reflected in the text log box. Users can monitor the step-by-step decryption process, including
steganography extraction, decompression, and AES decryption. The log box provides real-time
updates on each decryption stage, ensuring transparency and enabling users to track the procedure
comprehensively. Additionally, the decrypted result is displayed in the bottom panel of the GUI,
allowing immediate access to the recovered data after successful decryption. This visual feedback
enhances user experience by providing clear insights into the decryption workflow and ensuring the
secure retrieval of encrypted information.
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6.2 Evaluation

The results of the study show that the system that is proposed here which combines steganography,
image compression and cryptography was able to secure the data effectively. The system was able to
successfully defend the data against the Brute force attacks generated using Kali Linux tools. The
objectives set for the study were achieved successfully. Objective 1 was achieved successfully as the
text data was successfully hidden in an image using the LSB technique. The stego image was then
compressed successfully using the LZW compression technique and from this, it can be seen that
objective 2 was achieved. The compressed was successfully encrypted and decrypted using AES
which means that objective 3 was achieved. A desktop application was built using Tkinter library in
Python which showed that objective 4 was achieved. Objective 5 was achieved as it was seen that the
steganography, image compression and cryptographic techniques were successfully integrated into
the desktop application. The performance of the system was tested by generating a Brute force attack
using Kali Linux tools and objective 6 was successfully achieved.

The research question of the study was :

How would the merging of steganography, LZW compressor, and AES encryption mechanisms
strengthen the confidentiality of archived PII's?

This research question was answered as from figures(4) and (5) it can be seen that the Plls were
hidden successfully in an image and the image was successfully encrypted. The Brute force attacks
generated using Kali Linux tools were not able to extract the data from the encrypted files.

The system built in the study was able to successfully secure PlIs in text. However, if the amount of
data to be secure is large in size then the steganography methods may have issues in properly hiding
the data in a carrier image or file.

7 Conclusion and future enhancements

The study proposed here built a system that combined steganography, image compression and
cryptographic techniques. The steganography was implemented using LSB steganography, image
compression was implemented using the LZW compression technique and the image was encrypted
using AES. The steganography, image compression and cryptographic techniques were successfully
implemented and these three techniques were integrated successfully into a desktop application. The
desktop application was able to successfully hide the text given as input by the user in an image and
store the image after compression and encryption. The system also retrieved the image and converted
the image back into its original form after decryption. The AES, LZW and LSB techniques and the
desktop application were implemented successfully using methods in Python. The ability of the
system proposed here to secure PIls against attacks was tested by generating Brute force attacks using
Kali Linux tools.

In future studies, other cryptographic techniques or asymmetric cryptographic techniques can be used
for securing PlIs. Currently, the system built here allows users to secure Plls in future studies the
system can be transformed such that it can be used to secure the information that is sent between two
individuals.
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