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1 Introduction 
 

This paper discusses how to setup and develop an environment which uses machine learning 

techniques to identify and detect rogue access points on a publicly used dataset. 

 

2 System Details 
 

The system that was used to facilitate various experiments and development of machine 

learning classifiers to detect rogue access points in wireless networks was made in: 

 

• ASUS Vivobook Pro 16X 4K laptop 

• Intel Core i7-11370H 

• NVIDIA GeForce RTX 3050 

• 16GB RAM 

• 1TB SSD 

• Windows 11 

 

The software that was used as well is: 

• Jupyter Notebook version 6.5.4 

• Python version 3.11.5 

• Visual Studio Code version 1.91 

 

3 Software Setup 
 

This section describes the process in setting up any needed software tools. 

 

1. Prerequisite is having installed python in order to install Jupyter notebook to develop 

the code and a good way to do this is by installing Anaconda to install python and 

jupyter. You can do this by going to the following page: 

https://www.anaconda.com/download/success.  

2. Go through the installation with Anaconda and choose just me for installation type as 

seen in the figure below: 

https://www.anaconda.com/download/success
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Fig 1 – Anaconda Installation Part 1 

3. Then choose to register Anaconda3 as the main default python version so that it can 

be used alongside VSCode smoothly. 

 
Fig 2 – Anaconda Installation Part 2 

4. Once Anaconda has been installed alongside python, anaconda navigator will become 

available so we can easily open VSCode and mainly Jupyter notebook from there and 

start working on it. 

 
Figure 3 – Anaconda Navigator 

5. The rest of the work will be done in Jupyter notebook to keep the development 

process simple yet efficient. 
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4 Dataset Setup 
 

The dataset that was used was found from the open source software platform known as 

Github and the dataset that was used was the Aegean AWID Dataset and using pandas library 

and loaded in as shown in the figure below: 

 
Figure 4 – Loading in AWID Dataset from the MastersProjectSource Folder. 

 

5 Implementation 
 

 
Figure 5 – Importing all libraries needed 

 

 
Figure 6 – checking to see if there are any missing values in dataset 

 

 
Figure 7 – separating the features and the classes 

 

 
Figure 8 – using label encoding to change the columns from categorical to numeric 

 

 
Figure 9 – RAP specific feature engineering 
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Figure 10 – More RAP specific feature engineering 

 

 
Figure 11 – Acquiring the selected features 

 

 
Figure 12 – Plotting the features that we selected and choosing the top 10 best features based 

on ANOVA F-test 

 

 
Figure 13 – evaluating the models based on classification metrics and confusion matrix 
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Figure 14 – Isolation Forest Implementation 

 

 
Figure 15 – Random Forest Implementation 
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Figure 16 – One-Class SVM model Implementation 

 

 
Figure 17 – Supervised SVM model implementation  

 



7 
 

 

 
Figure 18 – Bar Graph for accuracy scores 

 

 
Figure 19 – Dot Graph for precision scores 
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Figure 20 – Heatmap for recall scores 

 

 

 
Figure 21 – saving the pre-processed data  
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