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1 Introduction
In the process of finding out the best quantum encryption available for IoT devices that can with stand brute
force attacks. This configuration file is what we have discovered yet. This configuration will be divided into 3
parts. First will be dedicated to Key encapsulation Mechanism (KEM) that we have used KYPER-512 and
second part will be dedicated to AES-256. LAstly the third and final section will cover how they both work
together.

2 KYBER-512

We have used a library called ‘kyber’ in executing this KEM. The basic working of KEM is
divided into 3 parts:

1. Key generation: Since KEM is a Asymmetric encryption it need to generate a Public
key and a Private key.

Fig 2.1: Key generation

2. Encapsulation: Once we have a private and public key we have to make a secret key
and encrypt it using KYBER-512

Fig 2.2: Encapsulate

3. Decapsulation: Final process is receiving the shared secret and decrypt it.

Fig 2.3 Decapsulate
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- We also created a function to check if the shared secret is correct or not.

Fig 2.4: Secret Check

- With no context this does not seem much. But when we implement AES we will see
how important it is.

3 AES-256
In AES we first need the key and for that we have to invoke the Kyber to exchange the key.

Fig3.1: KEM initialise

We will now have to get the shared_ssecret and the ciphertext from Kyber encapsulate. This
will we used in encryption. We also use first 32 bits of shared key as our aes_key. With which
we will encrypt the message. Before final encryption wee add padding to the message.

Fig 3.2: AES encryption

once Encrypted we also have to make a method to decrypt.For that we will have to
decapsulate the shared_secret using the cipher text. Once we get the shared secret we will use
the first 32 bits of that as our aes_key like we did during encryption. Wee will decrypt the
message and then decrypt the message.
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Fig 3.3: Decryption

4 Working

Fig 4.1: Testing
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