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1 Introduction

The configuration manual outlines the tools and technologies utilized during the
research implementation. Section 2 covers the experimental setup in detail. In Section
3, the technologies and software tools used are discussed. Section 4 provides a
comprehensive, step-by-step guide for setting up the software tools, detailing the
implementation process from installing and configuring Suricata, creating custom rules,
generating attacks from Kali Linux, setting up email alerts, saving logs to Google Drive,
and analysing and visualizing the attack patterns. Lastly, Section 5 contains the
references for the software guide.

2 Experimental Setup

The experiment was carried out on a personal computer, which was set up specifically
for this purpose.

® Hardware Specifications: The Windows system is equipped with a fifth-
generation 15 processor, 8GB of RAM, and a 256GB SSD, while the Oracle Virtual
Machine is configured with 4 CPU cores and 3000 MB of base memory for both
the Ubuntu and Kali Linux virtual machines.

® Operating System: Windows 10, Ubuntu 18.04, Kali Linux

® Experimental Setup: Windows 10, Ubuntu 18.04, Kali Linux, Python 3.9, VS
Code, Oracle VirtualBox

3 Technologies and Software Used for Implementation

® Software Used: VS Code, Oracle VirtualBox.

® Visual Studio Code (VS Code) and Oracle VirtualBox are two powerful tools that
greatly enhance the coding and development experience. VS Code is a free, open-
source code editor developed by Microsoft. It offers features such as debugging,
syntax highlighting, intelligent code completion, and a vast library of extensions.
These Features make it highly customizable and versatile for various
programming languages and projects. Oracle VirtualBox is a free, open-source
virtualization software that allows users to run multiple operating systems
simultaneously on a single physical machine. This flexibility provides isolated
environments for testing and development, supporting a wide range of guest
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operating systems with features like snapshots, shared folders, and seamless
mode (Wikipedia Contributors, 2019).

4 Implementation

Step 1: Install Ubuntu and Kali Linux on the virtual machine.

Figure (1):Successfully set up Ubuntu and Kali Linux

Step 2: Install Suricata on the Ubuntu system and configure its set up.

Step 3: Develop custom rules in Suricata to detect attacks.
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root@user-VirtualBox: /varflib/suricata/rules
>,
File Edit View Search Terminal Help

GNU nano 2.9.3 local.rules Modified

Y

alert icmp any any -= any any (msg:"ICMP Echo Request detected"; itype:8; sid:$
alert tcp any any -= any any (msg:"TCP Port Scan"; flags:5; threshold:type thr$

. alert tcp any any -= SHOME_NET 22 (msg:"SSH Authentication Attempt"; sid:1@e685%
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Figure (2): Custom Rules

Step 4: Generate an attack from Kali Linux to the Ubuntu system.

user@kali: ~

) 192.168.56.101

[sudo] password for user:

starting Nmap 7.94SVN ( https://nmap.org ) at 2024-06-83 10:26 IST

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (@ hosts up) scanned in 1.59 seconds

- -

Eu:jl )-[~]

Figure (3): Attack Generation using Kali Linux
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Step 5: Send an alert to the authority when an attack is detected.

Figure (4): Monitor attack detection and Sending mail alerts to Authority

Step 6: Upload the details of the attack to the google drive to store.
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Figure (5): Storing attack Logs in Google Drive

Step 7: Analyse and visualize the attack logs to study the attack patterns.
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Figure (7): Analyse and visualize the attack logs - part2
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Figure (9): Analyse and visualize the attack logs - part4
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Figure (10): Analyse and visualize the attack logs - part5
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