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Configuration Manual

Kamal Kishore
Student ID: x22146270

Introduction

This research project will look at the efficacy of Fail2Ban and containerization in improving
the security of Postfix email servers. It was designed as part of the Msc in Cybersecurity
research project at the National College of Ireland. The technique is followed in virtual
environment and is divided into many steps, including building environment, security design
and execution, effectiveness evaluation, and outcomes analysis.

Basic walkthrough of this manual is as followed:

1.

Prerequisites

2. Installation and Configuring MariaDB

3. Installation of core application like podman, python and pip
4. Building 1* container for DMARC

5. Building 2™ container for DKIM

6.
7
8
9
1

Building 3™ container for DOVECOT

. Building 4™ container for POSTFIX
. Configuring fail2ban on container’s host machine

Evaluation

0. Outcome analysis

2 Prerequisites

To proceed with the setup, two virtual machines are required with minimum version of
operating system = Rocky Linux 9.2 and one virtual machine with Kali Linux operating
system is needed. Resources allocated for the machines are as followed:

1.

2.

3.

4.

Storage: 30 GB
RAM: 2 GB
Processors: 2

Family of Processor (optional): Intel(R) Core (TM) 17-4810MQ CPU @ 2.80GHz

Roles of the machines are as followed:

1.

Database machine: This will be a “virtual machine 17 (VM 1) where MariaDB is
configured as database.

Mail Server: This will be a “virtual machine 2” (VM 2) where containers and all mail
services will be configured inside the containers.

Attacker’s machine: This will be a “virtual machine 3” (VM 3) based on Kali Linux
that will act as attacker and will try to perform brute-force attack.
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FIGURE 1: Demonstrating architecture for the research.

Virtual machines can be created using any hypervisor. For this research, Virtualbox 6.1 is
chosen for building virtual machines. Here are the steps mentioned for creating virtual
machines:

Click on “New” button, as highlighted.

Activities [ VirtualBox ~ Aug11 2335 ®

Oracle VM VirtualBox Manager

File Machine Help

— =9 <
U5 roets 3| e 2.
New [settings st
Rocky 8 = General = preview

© powered Off
rockyL9

5
p
=}

Name: rockyLo
Operating System: Red Hat (64-bit)
Thesis [ system

G
© Powered off Base Memory: 2048 MB
2

Processors:
&g rockyLs Boot Order:  Floppy, Optical, Hard Disk
= © Running Acceleration: VT-x/AMD-V, Nested Paging, PAE/NX, KVM Paravirtualization
= pisplay
Sh
Video Memory: 16 MB
© Powered off = Crontits Coniller:  AMENGA
Remote Desktop Server: Disabled
Kali Recording: Disabled
W eong @ storage

controller: IDE

IDE Secondary Device 0: [Optical Drive] Empty
Controller: SATA

SATA Port 0: rockyL9.vdi (Normal, 25.00 GB)

0 Audio

Host Driver: PulseAudio
Controller:  ICHACS7

& Network
Adapter 1 Intel PRO/1000 MT Desktop (Bridged Adapter, wlp6250)
© uss

USB Controller: OHCI
Device Filters: 0 (0 active)

[ shared folders
None

EpE OGN

[C9)

® Description
None

FIGURE 2: how to start building VM.

1. Give the desired name — “Rocky 9 ver2” then Press Next button.



Create Virtual Machine

Name and operating system

Please choose a descriptive name and destination Folder For the
new virtual machine and select the type of operating system you
intend to install on it. The name you choose will be used throughout

VirtualBox to identify this machine.

Name: |Rocky 9 verz2

Machine Folder: |- /home/oem/VirtualBox VMs

Type: | Linux

Version: | Red Hat (64-bit)

Expert Made| Back : Next > ]| Cancel |

FIGURE 3: Desired name, Type and Version chosen for the building VM.

2. Give the desired Memory. For this research, 2 GB is alotted.

Create Virtual Machine

Memory size

Select the amount of memory (RAM) in megabytes to be allocated
to the virtual machine.

The recommended memory size is 1024 MB.

16384 MB

| <Back |[ Next> || cancel |

FIGURE 4: Demonstrating amount of RAM allocated to VM.

3. Create a new virtual disk.



Create Virtual Machine

Hard disk

IF you wish you can add a virtual hard disk to the new machine. You
can either create a new hard disk file or select one from the list or
from another location using the folder icon.

If you need a more complex storage set-up you can skip this step
and make the changes to the machine settings once the machine is
created.

The recommended size of the hard disk is 8.00 GB.

w ) Do not add a virtual hard disk
8 Create a virtual hard disk now

[ Use an existing virtual hard disk File

Lt

| <Back H Create l| cancel |

FIGURE 5: Demonstrating creation of new virtual HDD.

4. Continue pressing “Next” button till size of “File location and size” is asked. Mention
25.00 GB, as demonstrated. Then click “Create”.

Create Virtual Hard Disk

File location and size

Please type the name of the new virtual hard disk file into the box
below or click on the Folder icon to select a different folder to create

the File in.

|fhome,-“uem;‘\:‘irtualﬂux VMs/Racky 9 ver2/Rocky 9 ver2.vdi | ]

select the size of the virtual hard disk in megabytes. This size is the limit
on the amount of file data that a virtual machine will be able to store on

the hard disk.

25/00 GB

| <Back || create | cancel |

FIGURE 6: Demonstrating size of HDD allocated to VM.



5. Now, goto settings and assign 2 processors.

Rocky 9 ver2 - Settings

E General System

System e e
i Motherboard | Processor | Acceleration |
[E Display

Processor(s): | =

Storage 1CPU
. Execution Cap: |
(‘DJ Audio 1%
@ Network Extended Features: v/ Enable PAE/NX
@ serial Ports || Enable Nested VT-x/AMD-V

£ use

D Shared Folders
E User Interface

| @cancel H QoK ]

FIGURE 7: Allocating number of processors for VM.

6. Then, change the Network adapter to Bridge.



Rocky 9 ver2 - Settings

E General Network

E Sy Adapter 1 | Adapter2  Adapter3  Adapter4 |

@ Display |v| Enable Network Adapter

Storage Attached to: | Bridged Adapter &l
@p Audio Name: | wlp62s0

' Network & Advanced

@ Serial Ports
£ uss

D Shared Folders

El User Interface

| ©cancel |’ Qok ]

FIGURE 8: Assigning Bridged adapter to VM

7. Now, need to define the ISO image.

Rocky 9 ver2 - Settings

E General ‘ Storage ‘

@ System Storage Devices - Attributes
@ Display |@ Controller: IDE | Optical Drive: |IDE Secondary Det ~ ‘Q

M storage © Rocky-9.4-x86_64-minima... || Live CD/DVD
& controller: SATA IDEDEmaEion
C@D Audio i
~ B Rocky 9 ver2.vdi Type: Image
@ Network Size: 1.70 GB

@ Serial Ports Location: /home/oem/Download...

Attached to: —
£ use
D Shared Folders
E User Interface

Ocance | @0k |

FIGURE 9: Assigning ISO for VM.



8. Finally, boot the image.

Rocky Linux 9.4

Install Rocky Linux 9.4
Test this media & install Rocky Linux 9.4

Troubleshoot ing

FIGURE 1: Mounted ISO booted for installing Rocky Linux.

9. Select the HDD, define user credentials as per demonstrated installation configs.

INSTALLATION SUMMARY ROCKY LINUX 9.4 INSTALLATION
Bie Help!

LOCALIZATION SOFTWARE SYSTEM
E K d e Installation Source @ Installation Destination

E rish) Local media Automatic partitioning selected
Language Support ﬂ Software Selection KDUMP

E retand) Minimal Install Kdump is enabled
@ Time & Date =>» Network & Host Name

Europe/Dublin timezone 6 Connected: enp0s3

ﬂ Security Profile

USER SETTINGS. Ne profile selected

O-u RootPassword

Root password s set

User Creation
Administrator kkishore will
be created

Quit Begin Installation

FIGURE 10: Installation Config



ROCKY LINUX 9.4 INSTALLATION

ROOT PASSWORD
Dene
The root account is used for administering the system. Enter a password for the root user.
Root Password: [m a
Too short
Confirm: eeee o

Lock root account
llow root SSH login with password

[\ The password is too short. You will have to press Done twice to confirm it.

FIGURE 11: Setting Root password

ROCKY LINUX 9.4 INSTALLATION

CREATE USER

Done

Full name [

User name kkishore
Make this user administrator
[ Require a password to use this account
Password  eesesess an
Weak
Confirm password ssssssss oy
Advanced.

s The password contains the user name in some form. You will have to press Done twice to confirm it.

FIGURE 12: Configuring user and Setting password

10. Finally, installation started. Press “Reboot” after completion:
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INSTALLATION PROGRESS ROCKY LINUX 9.4 INSTALLATION
Hie

Complete!

Rocky Linuxis now successfully installed and ready foryou to use!
0 ahead and reboot your system to start using it!

i Use of this product is subject to the license agreement found at Jusrfshare/rocky-release/EULA

FIGURE 13: Installation completed and Reboot needed.

Installing and configuring MariaDB

Firstly, referring to a book published by Tonello in 2022, MariaDB Database server will be
built in VM1 (Tonello, 2022). As this machine belongs to Rocky Linux 9.2, prior to
installation ensure IP address is static IP is configured. In this research 192.168.1.16 is
assigned by DHCP to this server. Now, installation will be done through executing command
“dnf install -y mariadb mariadb-server”. Further, configuration steps are mentioned below:

1.

2.

3.
4

Start the service and make service persistent: sudo systemctl start mariadb; sudo
systemctl enable --now mariadb

Allow the service to allow connections at firewall: sudo firewall-cmd --add-
service=mysql

Reload firewall: sudo firewall-cmd --runtime-to-permanent

Proceed for configuring initial settings for MariaDB: sudo mysql_secure_installation

Switch to unix_socket authentication [Y/n] n
Change the root password? [Y/n] Y
New password: (root@123)
Re-enter new password: (root@123)
Password updated successfully!
Reloading privilege tables..
... Success!
Remove anonymous users? [Y/n] y
... Success!
Disallow root login remotely? [Y/n] y
... Success!
Remove test database and access to it? [Y/n] y
- Dropping test database...
... Success!



- Removing privileges on test database...
... Success!

Reload privilege tables now? [Y/n] y
... Success!
Thanks for using MariaDB!

5. Login to MariaDB database server via password created in previous step: sudo mysql

-u root -p

Now create a new database: CREATE DATABASE mailserver;

7. Create the MySQL user and give the new user access to the database: GRANT ALL
PRIVILEGES ON mailserver.* TO 'mailuser'@'%" IDENTIFIED BY 'password';

8. To activate the modification, flush MySQL privileges: FLUSH PRIVILEGES;

. Change the database: use mailserver;

10. Now, create table for the users; CREATE TABLE ‘virtual users™ (  ‘id int(11) NOT
NULL AUTO _INCREMENT,  ‘password varchar(106) NOT NULL, ‘email”
varchar(100) NOT NULL, PRIMARY KEY ('id’), UNIQUE KEY ‘email”
(‘email’) ) ENGINE=InnoDB DEFAULT CHARSET=utf8;

11. Finally, add data to the table: /INSERT INTO virtual users (password, email) VALUES
(ENCRYPT('passw1234', CONCAT('$6$', SUBSTRING(SHA(RANDY)), -16))),
‘user6’);

&

[root@rocky9 ~]# sudo mysql -u root -p

Enter password:

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 11

Server version: 16.5.22-MariaDB MariaDB Server

Copyright (c) 2006, 2018, Oracle, MariaDB Corporation Ab and others.
Type 'help;' or *\h' for help. Type '\c' to clear the current input statement.

MariaDB [(none)]> CREATE DATABASE mailserver;
Query OK, 1 row affected (8.881 sec)

MariaDB [(none)]> GRANT ALL PRIVILEGES ON mailserver.* TO 'mailuser'@'%' IDENTIFIED BY 'password’;
Query OK, @ rows affected (9.811 sec)

MariaDB [(none)]> FLUSH PRIVILEGES;
Query OK, © rows affected (0.800 sec)

MariaDB [(none)]> use mailserver;

Database changed

MariaDB [mailserver]> CREATE TABLE ‘virtual_users® ( *id* int(11) NOT NULL AUTO_INCREMENT, *password® varchar(186) NOT NULL, ‘email® var
char(188) NOT NULL, PRIMARY KEV (*id‘), UNIQUE KEY ‘email’ (‘email‘) ) ENGINE=InnoDB DEFAULT CHARSET=utfs;

Query OK, ® rows affected (08.848 sec)

MariaDB [mailserver]> INSERT INTO virtual_users (password, email) VALUES (EMCRYPT('passwl234', CONCAT('$6%', SUBSTRING(SHA(RAND()), -16))), ‘'userl')

i
Query OK, 1 row affected (8.818 sec)

MariaDB [mailserver]> exit

FIGURE 14: Database and User Creation in MariaDB for postfix.
VERIFYING CONFIGURATION

1. Again, login into mysql server: sudo mysql -u root -p
2. Check the contents of the virtual users table: SELECT * FROM
mailserver.virtual _users;
Check that the output includes the email addresses you added to the virutal users database.
Your hashed passwords will seem longer than what is shown below:

10



[root@rocky9 ~]# sudo mysql -u root -p

Enter password:

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 12

Server version: 18.5.22-MariaDB MariaDB Server

Copyright (c) 2088, 2018, Oracle, MariaDB Corporation Ab and others.
Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariaDB [(none)]> SELECT * FROM mailserver.virtual_users;
+ o Hmm e +

| id | password | email |
n o

1 row in set (9.880 sec)

Mariaps [(none)1> [l

FIGURE 15: Validating user creation into database

4 Installing and configuring containers

Referring to official documentation on Podman from Chauhan and Morvan (2024), VM 2
will be configured with container utility and then multiple containers will be built on it
through podman-compose.yml utility. Prior to proceeding configuration part ensure that static
IP is assigned to the machine. In this research, IP assigned by DHCP to the machine is
192.168.1.18.

BUILDING CONTAINERS
Steps for building containers are mentioned below:

STEP 1: Update the machine: dnf update -y

STEP 2: Install the podman container via command: dnf'install podman -y

STEP 3: Start the podman service: systemct! start podman

STEP 4: Install the python3 and pip few software together: dnfinstall python3 python3-pip
podman-compose vim epel-release -y

STEP 5: Install podman compose utility: pip3 install podman-compose

# Install Docker Compose CLI plugin

mkdir -p ~/.docker/cli-plugins

curl -SL https://github.com/docker/compose/releases/download/v2.18. 1/docker-compose-
linux-x86_64 -o ~/.docker/cli-plugins/docker-compose

chmod +x ~/.docker/cli-plugins/docker-compose

STEP 6: Switch to root user: sudo -i

STEP 7: Now, create a new folder by name “smtpserver”: mkdir smtpserver

STEP 8: Change directory to “smtpserver” and create a new file with name docker-
compose.yml: cd smipserver, vim docker-compose.yml

STEP 9: Copy and paste below contents in docker-compose.yml:

#version: '3.8’

networks:
mailnet:
driver: bridge
ipam:
config:
- subnet: 172.18.0.0/16

services.:
dmarec:
build:

11



context: ./dmarc
container _name: dmarc
volumes:
- Jopt/container/log/maillog:/var/log/maillog
networks:
mailnet:
ipv4_address: 172.18.0.5

dkim:
build:
context: ./dkim
container _name: dkim
volumes:
- Jopt/container/log/maillog:/var/log/maillog
networks:

mailnet:
ipv4_address: 172.18.0.4

dovecot:

build:
context: ./dovecot

container_name. dovecot

ports:
- "143:143"

volumes:
- Jopt/container/log/maillog:/var/log/maillog
- /Jopt/container/private/auth:/var/spool/postfix/private/auth
- Jopt/container/home:/home

networks:
mailnet:

ipv4_address: 172.18.0.3

postfix:
build:

context: ./postfix
container_name: postfix
ports:
-"25:25"
- "587:587"
volumes:
- Jopt/container/log/maillog:/var/log/maillog
- Jopt/container/home:/home
- Jopt/container/private/auth:/var/spool/postfix/private/auth
networks:
mailnet:
ipv4_address: 172.18.0.2

STEP 10: Create some important directories to be shared among containers: mkdir
/opt/container/{log, home, private} -p

12



STEP 11: Create some important files into newly created directories: fouch
/opt/container/log/maillog /opt/container/private/auth

STEP 12: Assign full permission to the container folder: chmod 777 /opt/container -R
STEP 13: Disable the selinux: sed -i -e “7s/permissive/disabled/g” /etc/selinux/config;
setenforce 0; reboot

5 Building 1* container for DMARC

On same VM 2, DMARC will be configured via referring to information shared by Xiao,
(2021). Below are the required steps to be followed:

STEP 1: Switch to root user: sudo -i

STEP 2: Create and new directory by name dmarc and change directory to it: mkdir
~/smtpserver/dmarc,; cd ~/smtpserver/dmarc

STEP 3: Create a file name opendmarc.conf and copy paste below contents: vim
opendmarc.conf

HHHHHHH

UserlID opendmarc:mail

Socket inet:54321@172.18.0.5

SoftwareHeader true

SPFIgnoreResults true

SPFESelfValidate true

Syslog true

UMask 007

RejectFailures false

SyslogFacility mail

TrustedAuthservIDs mail.domainname.com
IgnoreMailFrom mail.domainname.com,domainname.com
FailureReportsSentBy postmaster@domainname.com
FailureReportsBcc postmaster@domainname.com
FailureReports false

AutoRestart true

HistoryFile /var/log/opendmarc.log

STEP 4: Create a Dockerfile and copy paste below contents: vim Dockerfile
FROM rockylinux/rockylinux:9

RUN dnf update -y ; dnf install -y rsyslog net-tools epel-release redhat-rpm-config 'dnf-
command(config-manager)' ; dnf config-manager --set-enabled crb; dnf install -y opendmarc

COPY opendmarc.conf /etc/opendmarc.conf

RUN chown root:root -R /etc/opendmarc*

RUN sed -i "s/domainname.com/samplel.in/g" /etc/opendmarc.conf
RUN touch /var/log/opendmarc.log; chmod 777 /var/log/opendmarc.log

CMD  ["/bin/sh" nen "usr/sbin/rsyslogd ~ &&  /usv/sbin/opendmarc  -f -c
Jetc/opendmarc.conf”]

13



6 Building 2" container for DKIM

EasyDMARC (2023) will help in configuring DKIM service inside the container.
STEP 1: Create and new directory by name dkim and change directory to it: mkdir
~/smipserver/dkim,; cd ~/smtpserver/dkim

STEP 2: Create a file name opendkim.conf and copy paste below contents: vim
opendkim.conf

HHH R R R R R
# Statistics  /var/spool/opendkim/stats.dat

SendReports  yes

# ReportAddress "Example.com Postmaster" <postmaster@example.com>
SoftwareHeader yes

# Domain example.com

Selector default

MinimumKeyBits 1024

KeyFile /etc/opendkim/keys/default.private

# PeerList XXXX

OversignHeaders From

# QueryCache yes

R R R R R R R
T T e
## Additional Config

#

AutoRestart Yes
AutoRestartRate 10/1h

UMask 002

Syslog yes

SyslogSuccess Yes

LogWhy Yes
Canonicalization relaxed/simple

Externallgnorelist  refile:/etc/opendkim/TrustedHosts

InternalHosts refile:/etc/opendkim/TrustedHosts
KeyTable refile:/etc/opendkim/KeyTable
SigningTable refile:/etc/opendkim/SigningTable
Mode sV

PidFile /var/run/opendkim/opendkim.pid
SignatureAlgorithm  rsa-sha256

UserlD opendkim:opendkim

Socket inet:12301@172.18.0.4

14



STEP 3: Create opendkim directory and 3 files — KeyTable, SigningTable and TrustedHosts
inside it: mkdir opendkim, touch opendkim/{KeyTable,SigningTable, TrustedHosts}
STEP 4: Copy and paste below content in KeyTable: vim opendkim/KeyTable

dkim. domainkey.domainname.com
domainname.com:dkim:/etc/opendkim/keys/domainname.com/dkim.private

STEP 5: Copy and paste below contents in SigningTable: vim opendkim/SigningTable
*@domainname.com dkim. _domainkey.domainname.com

STEP 6: Copy and paste below contents in TrustedHosts: vim opendkim/TrustedHosts

127.0.0.1
* domainname.com

STEP 7: Create a folder by name of “keys”: mkdir keys
STEP 8: Create a Dockerfile and copy paste below contents: vim Dockerfile

FROM rockylinux/rockylinux:9

RUN dnfupdate -y ; dnfinstall -y vim rsyslog net-tools epel-release redhat-rpm-config
RUN dnfinstall 'dnf-command(config-manager)' -y; dnf config-manager --set-enabled crb;
dnf'install -y opendkim opendkim-tools

COPY opendkim.conf /etc/opendkim.conf

COPY opendkim/ /etc/opendkim/

COPY keys/ /etc/opendkim/keys/

RUN sed -i "s/domainname.com/samplel.in/g" /etc/opendkim/TrustedHosts

RUN sed -i "s/domainname.com/samplel.in/g" /etc/opendkim/KeyTable

RUN sed -i "s/domainname.com/samplel.in/g" /etc/opendkim/SigningTable

RUN opendkim-genkey -s dkim -d samplel.in;, mkdir /etc/opendkim/keys/samplel.in; mv
dkim.* /etc/opendkim/keys/samplel.in/

RUN chown opendkim /etc/opendkim/keys/samplel.in/dkim*

RUN cat /etc/opendkim/keys/samplel.in/dkim.txt

CMD ["/bin/sh", "-c", "/usr/sbin/rsyslogd && /usr/sbin/opendkim -f -x /etc/opendkim.conf™]

7  Building 3" container for Dovecot

Linode (2018) has provided information about configuring dovecot service on host machine
but in this research that information will be used to configure the service inside container.
Steps are given below:

STEP 1: Create a directory by name dovecot and change the path to it: mkdir
~/smipserver/dovecot; cd ~/smtpserver/dovecot

STEP 2: Create a file by name dovecot.conf and paste below contents: vim dovecot.conf

## Dovecot configuration file

15



# If you're in a hurry, see http://wiki2.dovecot.org/QuickConfiguration

# "doveconf -n" command gives a clean output of the changed settings. Use it
# instead of copy&pasting files when posting to the Dovecot mailing list.

# '#' character and everything after it is treated as comments. Extra spaces
# and tabs are ignored. If you want to use either of these explicitly, put the
# value inside quotes, eg.: key = "# char and trailing whitespace "

# Protocols want to be serving.

protocols = imap pop3 Imtp

listen = *

dict {

}

linclude conf.d/*.conf

linclude_try local.conf

STEP 3: Create a directory name “conf.d” and change path to it: mkdir conf.d; cd conf.d
STEP 4: Create a file by name “10-auth.conf” and paste below contents; vim 10-auth.conf

disable plaintext_auth = no
auth_mechanisms = plain login
linclude auth-sql.conf.ext

STEP 5: Create a file by name “10-mail.conf” and paste below contents; vim 10-mail.conf

mail location = maildir:~/Maildir
namespace inbox {

inbox = yes
/
first valid uid = 1000
mbox_write_locks = fentl

STEP 6: Create a file by name “l10-logging.conf” and paste below contents: vim 10-
logging.conf

log path = /var/log/maillog
auth_debug passwords = yes
plugin {

/

STEP 7: Create a file by name “10-master.conf” and paste below contents: vim 10-
master.conf

service imap-login {
inet_listener imap {

/

inet_listener imaps {
/
/

service pop3-login {

16



inet_listener pop3 {

}

inet listener pop3s {
/
/

service Imtp {
unix_listener Imtp {

/
/

service imap {

/

service pop3 {
/

service auth {
unix_listener auth-userdb {

/
inet listener {
port =24
/
/

service auth-worker {

/

service dict {
unix_listener dict {

/
/

STEP 8: Create a file by name “dovecot-sql.conf.ext” and paste below contents (Point to
note here is host parameter. It will depend on IP of database server as discussed in building
MariaDB server) : vim ~/smtpserver/dovecot/dovecot-sql.conf.ext

driver = mysql
connect = host=192.168.1.16 dbname=mailserver user=mailuser password=password
default pass scheme = SHAS512-CRYPT

password query = SELECT email as user, password FROM virtual users WHERE
email='%u’;

user_query = SELECT email as user, 0 as uid, 0 as gid, concat('/home/',

SUBSTRING INDEX(email, '@', 1), '/Maildir') as home, concat('/home/',
SUBSTRING INDEX(email, '@', 1), '/Maildir') as mail FROM virtual users WHERE
email='%u’;

17



STEP 9: Create a Dockerfile and copy paste below contents: cd ~/smtpserver/dovecot; vim
Dockerfile

FROM rockylinux/rockylinux:9

RUN yum update -y ; yum install -y vim rsyslog net-tools dovecot dovecot-mysql
COPY dovecot.conf /etc/dovecot/dovecot.conf

COPY dovecot-sql.conf.ext /etc/dovecot/dovecot-sql.conf.ext

COPY conf.d/ /etc/dovecot/conf.d/

RUN chown -R root:root /etc/dovecot*

EXPOSE 143

RUN sed -1 "8s/required/no/" /etc/dovecot/conf.d/10-ssl.conf
RUN sed -i "14s/~#/; 15s/~N#/" /ete/dovecot/conf.d/10-ssl.conf

CMD ["/bin/sh", "-c", "/usr/sbin/rsyslogd && /usr/sbin/dovecot -F "]

8 Building 4" container for Postfix

Linode (2018) has provided information about configuring postfix service on host machine
but in this research that information will be used to configure the service inside container.
Steps are as followed:

STEP 1: Create a directory by name postfix and change the path to it: mkdir
~/smipserver/postfix; cd ~/smtpserver/postfix
STEP 2: Create a file by name main.cf and paste below contents: vim main.cf

compatibility level =2
myhostname = mail.samplel.in # desired host name. Usually "mail.” keyword is prefix to the
name.
mydomain = samplel.in #desired domain name
unknown_local recipient reject code = 550
queue_directory = /var/spool/postfix
command_directory = /usr/sbin
daemon_directory = /usr/libexec/postfix
data_directory = /var/lib/postfix
mail_owner = postfix
myorigin = $mydomain # desired name to send mails. Usually mydomain variable is used.
inet_interfaces = all
inet_protocols = ipv4
unknown_local recipient reject code = 550
alias_maps = hash:/etc/aliases
alias_database = hash:/etc/aliases
debug peer level =2
debugger command =
PATH=/bin./usv/bin:/usr/local/bin:/usr/X11R6/bin
ddd 8daemon_directory/8process_name Sprocess_id & sleep 5
sendmail_path = /usr/sbin/sendmail postfix
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newaliases path = /usr/bin/newaliases.postfix

mailq_path = /usr/bin/mailq.postfix

setgid_group = postdrop

html_directory = no

manpage_directory = /usr/share/man

sample_directory = /usv/share/doc/postfix-2.10.1/samples
readme_directory = /usr/share/doc/postfix-2.10.1/README FILES
home_mailbox = Maildir/

mynetworks = 10.0.100.0/24, 10.0.101.0/24, 127.0.0.0/8 #your network range
smtpd _banner = $myhostname ESMTP $mail name
mydestination = $myhostname, localhost. $mydomain, localhost, $mydomain

#dovecot

smipd_sasl_type = dovecot

smipd_sasl path = inet:172.18.0.3:24
smipd_sasl_auth_enable = yes
smitpd_sasl_security _options = noanonymous
broken_sasl_auth_clients = yes

#smipd use tls = yes

#smitpd tls cert file = /etc/pki/tls/certs/CertFile.crt
#smitpd tls _key file = /etc/pki/tls/certs/KeyFile.key
#Hsmtp tls security level = may

#RESTRICTION 1

smipd_sender restrictions = permit_mynetworks, permit_sasl_authenticated,
reject_unknown_sender domain

smipd_recipient restrictions = check _sender_access hash:/etc/postfix/sender _access,
permit_mynetworks, permit_sasl_authenticated, reject _sender login _mismatch,
reject_unauth_destination

smipd_client restrictions = permit_mynetworks, permit_sasl_authenticated, reject_rbl client
zen.spamhaus.org, reject_rbl_client sbl.spamhaus.org, reject rbl_client xbl.spamhaus.org,
reject_rbl client dnsbl.sorbs.net, reject rbl_client b.barracudacentral.org, permit

#RESTRICTION 2
queue_run_delay=1000s
minimal_backoff time=2000s
bounce queue_lifetime=15m
maximal_queue lifetime=15m
message size limit=20480000

#Common for OPENDKIM & OPENDMARC

milter protocol =2

milter default action = accept

smtpd_milters = inet:172.18.0.4:12301, inet:172.18.0.5:54321

non_smtpd milters = inet:172.18.0.4:12301, inet:172.18.0.4:54321, unix:private/opendkim,
unix:private/opendmarc

maillog_file = /var/log/maillog
virtual transport = Imtp:unix:private/dovecot-lmtp
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virtual _mailbox_maps = mysql:/etc/postfix/mysql-virtual-mailbox-maps.cf
virtual alias_maps = mysql:/etc/postfix/mysql-virtual-alias-maps.cf

STEP 3: Paste below content in new file = /etc/postfix/mysql-virtual-mailbox-maps.cf

user=mailuser

password=password

hosts=192.168.1.16

dbname=mailserver

query= SELECT 1 FROM virtual users WHERE email='%s'

STEP 4: Paste below content in new file = /etc/postfix/mysql-virtual-alias-maps.cf

user = mailuser

password = password

hosts = 192.168.1.16

dbname = mailserver

query = SELECT email FROM virtual users WHERE email="%s'

STEP 5: Create file “master.cf” and paste below contents: vim master.cf

smtp imetnm - n - -  smtpd
submission inetn - n - -  smipd
smtps  inet n - n - - smitpd

-0 smtpd_tls_wrappermode=yes
pickup unix n - n 60 1  pickup
cleanup unix n - n - 0  cleanup

-0 header checks=pcre./etc/postfix/header checks
gmgr  unix n - n 300 1 qgmgr
#gmgr unix n - n 300 1 oqmgr
tlsmgr wumix - - n 10007 1 tlsmgr
rewrite unix - - n - - trivial-rewrite
bounce unix - - n - 0  bounce
defer unix - - n - 0  bounce
trace unix - - n - 0  bounce
verify unix - - n - 1 verify
flush  unix n - n 1000? 0 flush
proxymap unix - - n - -  proxymap
proxywrite unix - - n - 1 proxymap
smip  unix - - n - - smip

relay unix - - n - - smip

-0 syslog _name=postfix/8service_ name

showq unixm - n - -  showg
error  unix - - n - - error

retry umix - - n - - error
discard unix - - n - - discard
local  unix - n n - - local
virtual unix - n n - - virtual
Imtp  unix - - n - - Imtp

anvil  unix - - n - 1 anvil
scache unix - - n - 1 scache
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postlog unix-dgram n - n - 1 postlogd

STEP 6: Create a Dockerfile and copy paste below contents: vim Dockerfile
FROM rockylinux/rockylinux:9

RUN yum update -y && yum install -y vim rsyslog postfix postfix-pcre
COPY main.cf /etc/postfix/main.cf

COPY master.cf /etc/postfix/master.cf

RUN chown root:root /etc/postfix/ma*

WORKDIR /var/spool/postfix

EXPOSE 25 587

CMD ["/bin/sh", "-c", "/usr/sbin/rsyslogd && /usr/sbin/postfix start-fg"]

STEP 7: Time to build podman containers for all 4 services described above: systemctl start
podman; ed ~/smtpserver/ ; podman compose build.; podman compose up -d

9 Configuring Fail2ban on host machine

Report shared by Ichioui (2021) has helped in achieving the main objective this research. The
phenomena demonstrated in that report gave direction to create solution to the problem of
blocking the ports exposed through container to host machine. Here is the details steps:

STEP 1: Execute command to update the machine: yum update -y

STEP 2: Execute command to install fail2ban: yum install -y fail2ban

STEP 3: Create jail.local to describe jails for services and paste below contents: vim
Jetc/fail2ban/jail.local

[DEFAULT]

banaction = iptables-multiport

findtime = 604800

[sshd]

enabled = true
port  =ssh
filter = sshd

logpath = %(sshd_log)s
backend = %(sshd_backend)s
maxretry =2

bantime = -1

[dovecot]

enabled = true

port =143

filter = dovecot

action = dockeraction

logpath = /opt/container/log/maillog
backend = auto
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maxretry = 2
findtime = 600
bantime = -1

[postfix]
enabled = true
port =25

filter = postfix

action = dockeraction_postfix
logpath = /opt/container/log/maillog
backend = auto

maxretry =2

findtime = 600

bantime = -1

[postfix-sasl]
enabled = true

port =587

filter = postfix

action = dockeraction_postfixsasl
logpath = /opt/container/log/maillog
backend = auto

maxretry =2

findtime = 600

bantime = -1

STEP 4: Create a file “postfix.conf” in filter.d: vim /etc/fail2ban/filter.d/postfix.conf
STEP S: Paste below contents:

[Definition]
failregex = "~ *postfix/. *\[\d+\]: \S+\[<HOST>\]: SASL (LOGIN|PLAIN) authentication
failed$

~Fpostfix/smipd\[\d+\]:  warning: \S+\[<HOST>\]: SASL (LOGIN|PLAIN)
authentication failed: . *

~ *postfix/smipd\[\d+\]: warning: \S+\[<HOST>\]: SASL authentication failed: .*

~ *postfix/smipd\[\d+\]: lost connection after AUTH from \S+\[<HOST>\]

~ *postfix/smipd\[\d+\]: disconnect from \S+\[<HOST>\] \(auth failed\)

~ *postfix/smipd\[\d+\]. NOQUEUE: reject: RCPT from \S+\[<HOST>\]: 550 5\.1\.1
<.*>: Recipient address rejected: User unknown in local recipient table$

mdre-normal =

ignoreregex =

STEP 6: Create file “dovecot.conf” in filter.d: vim /etc/fail2ban/filter.d/dovecot.conf
[INCLUDES]
before = common.conf

[Definition]
failregex = " *imap-login: Info: Disconnected: Connection closed \(auth failed, \d+ attempts
in \d+ secs\): user=<[">]*> method=\w+, rip=<HOST>, lip=.*3
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“pam\(\S+,<HOST>(?:,\S*)?\): pam_authenticate\(\) failed: (?:User not known to the
underlying authentication module: \d+ Time\(s\)|Authentication failure \([Pp]assword
mismatch\?\)|Permission denied)\s*$

Na-z\-]{3, I5)\(\S* <HOST>(?:,\S*%)?\): (?:[Uulnknown user|[li]nvalid
credentials|[PpJassword mismatch)

mdre-normal =

ignoreregex =

STEP 7: Define actions for handling container port 143. For this create a file in action
directory and paste below contents: vim /etc/fail2ban/action.d/dockeraction.conf
[Definition]
actionstart = iptables -N f2b-npm-dovecot
iptables -A f2b-npm-dovecot -j RETURN
# iptables - FORWARD -p tcp -m multiport --dports 0:65535 -j f2b-npm-dovecot
iptables - FORWARD -p tcp -m multiport --dport 143 -j f2b-npm-dovecot

actionstop = iptables -D FORWARD -p tcp -m multiport --dport 143 -j f2b-npm-dovecot
iptables -F f2b-npm-dovecot
iptables -X f2b-npm-dovecot

actioncheck = iptables -n -L FORWARD | grep -q 'f2b-npm-dovecot][ \t]'
actionban = iptables -1 f2b-npm-dovecot -p tcp --dport 143 -s <ip> -j DROP
actionunban = iptables -D f2b-npm-dovecot -p tcp --dport 143 -s <ip> -j DROP

Definitionf
actionstart = iptables -N f2b-npm-dovecot
iptables -A f2b-npm-dovecot -j RETURN

iptables -I FORWARD —p tcp -m multiport ——dport 1u3 -j f2b-npm-dovecot
actionstop = iptables -D FORWARD —p tcp -m multiport ——dport 143 -j f2b-npm-dovecot

iptables -F f2b-npm-dovecot
iptables -X f2b-npm-dovecot

actioncheck = iptables -n -L FORWARD | grep —q

actionban = iptables -I f2b-npm-dovecot —p tcp —dport 143 -s <ip> -j DROP

actionunban = iptables -D f2b-npm-dovecot -p tcp ——dport 143 -s <ip> -j DROP

FIGURE 16: Rule defined in actions for banning IP on port 143.

STEP 8: Define actions for handling container port 25. For this create a file in action
directory and paste below contents: vim /etc/fail2ban/action.d/dockeraction_postfix.conf

[Definition]

actionstart = iptables -N f2b-npm-postfix
iptables -A f2b-npm-postfix -j RETURN

# iptables -1 FORWARD -p tcp -m multiport --dports 0:65535 -j f2b-npm-postfix
iptables -1 FORWARD -p tcp -m multiport --dport 25 -j f2b-npm-postfix

actionstop = iptables -D FORWARD -p tcp -m multiport --dport 25 -j f2b-npm-postfix
iptables -F f2b-npm-postfix
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iptables -X f2b-npm-postfix
actioncheck = iptables -n -L. FORWARD | grep -q 2b-npm-postfix[ \t]'
actionban = iptables -1 2b-npm-postfix -p tcp --dport 25 -s <ip> -j DROP
actionunban = iptables -D f2b-npm-postfix -p tcp --dport 25 -s <ip> -j DROP

Definition]
actionstart = iptables -N f2b-npm-postfix
iptables -A f2b-npm-postfix -j RETURN

iptables -I FORWARD -p tcp -m multiport ——dport 25 -j f2b-npm-postfix
actionstop = iptables -D FORWARD -p tcp -m multiport —dport 25 —j f2b-npm—postfix

iptables -F f2b-npm-postfix
iptables -X f2b-npm-postfix

actioncheck = iptables -n -L FORWARD | grep —q

actionban = iptables -I f2b-npm-postfix —-p tcp —dport 25 -s <ip> -j DROP

actionunban = iptables -D f2b-npm-postfix -p tcp ——dport 25 -s <ip> -j DROP

FIGURE 17: Rule defined in actions for banning IP on port 25.

STEP 9: Define actions for handling container port 587. For this create a file in action
directory and paste below contents: vim /etc/fail2ban/action.d/dockeraction_postfixsasl.conf
[Definition]
actionstart = iptables -N f2b-npm-postfix-sasl
iptables -A f2b-npm-postfix-sasl -j RETURN
# iptables -1 FORWARD -p tcp -m multiport --dports 0:65535 -j f2b-npm-postfix
iptables -1 FORWARD -p tcp -m multiport --dport 587 -j f2b-npm-postfix-sas!

actionstop = iptables -D FORWARD -p tcp -m multiport --dport 587 -j f2b-npm-postfix-sasl
iptables -F f2b-npm-postfix-sasl
iptables -X f2b-npm-postfix-sasl

actioncheck = iptables -n -L. FORWARD | grep -q '2b-npm-postfix-sasi[ \t]’
actionban = iptables -1 f2b-npm-postfix-sasl -p tcp --dport 587 -s <ip> -j DROP

actionunban = iptables -D f2b-npm-postfix-sasl -p tcp --dport 587 -s <ip> -j DROP

Definitionf]
actionstart = iptables -N f2b-npm-postfix-sasl
iptables -A f2b-npm—postfix-sasl —j RETURN

iptables -I FORWARD -p tcp -m multiport -—dport 587 —j f2b-npm-postfix-sasl

actionstop = iptables -D FORWARD -p tcp -m multiport —-dport 587 -j f2b-npm-postfix-sasl
iptables —F f2b-npm-postfix-sasl
iptables -X f2b-npm-postfix-sasl

actioncheck = iptables -n -L FORWARD | grep —q

actionban = iptables -I f2b—npm-postfix-sasl -p tcp ——dport 587 —s <ip> -j DROP

actionunban = iptables -D f2b-npm-postfix-sasl —p tcp ——dport 587 -s <ip> =-j DROP

FIGURE 18: Rule defined in actions for banning IP on port 587.

STEP 10: Restart fail2ban service to take config in action: systemct! restart fail2ban
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STEP 11: Wait for 2 minutes to get all configuration activated, then execute command:
fail2ban-client status

10 Evaluation

STEP 1: Verify ban status: fail2ban-client status postfix; fail2ban-client status dovecot
STEP 2: Now, attack is made in two ways: using telnet and using Hydra tool. Both ways are
used to login twice with wrong credential at port 25 and 143. Then verified if IP is getting
ban:

fail2ban-client status postfix

[root@tech ~]# fail2ban-client status postfix
Gtatus for the jail: postfix

Filter

|- Currently failed: 8

|- Total failed: 2

‘— File list: /opt/container/log/maillog
Actions

|- Currently banned: 1

|- Total banned: 3

‘-~ Banned IP list: 192.168.1.15

FIGURE 19: Before brute-force attack through telnet.

Trying 192.168.1.18...
Connected to 192.168.1.18.
Escape character is '"]'.
220 mail.samplel.in ESMTP Postfix
ehlo mail
250-mail.samplel.in
250-PIPELINING
250-SIZE 20480000
250-VRFY
250-ETRN
250-AUTH PLAIN LOGIN
250-AUTH=PLAIN LOGIN
250-ENHANCEDSTATUSCODES
250-8BITMIME
250-DSN
250-SMTPUTF8
250 CHUNKING

"]

elnet> close
Connection closed.

FIGURE 20: Trying password attack twice through telnet utility.

telnet 192.168.1.18 143
=> al login test echo
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= quit

fail2ban-client status postfix

[root@tech ~]# fail2ban-client status postfix
Status for the jail: postfix

|- Filter

| |- Currently failed: @

I |- Total failed: I}

‘- File list: /opt/container/log/maillog
— Actions

|- Currently banned: 2

|- Total banned: 3

‘— Banned IP list: 192.168.1.151192.168.1.2

FIGURE 21: Before brute-force attack through Hydra tool.

Status for the jail: dovecot
|- Filter
| |- Currently failed: @
|- Total failed: 2]
‘- File list: /opt/container/log/maillog
Actions
|- Currently banned: @
|- Total banned: ¢]
‘-~ Banned IP list:

FIGURE 22: Before brute-force attack through Hydra tool.

d password found
c-ydra) finished at 2024-08-1

nizations, or for illegal purposes (this is non-binding, these #* ignore laws and ethics

user-the/th
mplenented check wit It first - and stay legal!

IGU 23: Performing brute-force attack (IP = 192.168.1.21) through Hydra tool on
port 143.

Status for the jail: dovecot

|- Filter

| |- Currently failed: ®

| |- Total failed: 6

| - File list: Jopt/container/log/maillog
*~ Actions

|- Currently banned: 1
|- Total banned: 1
*— Banned IP list: 192.168.1.21




FIGURE 24: IP of Kali Linux got banned while performing brute-force attack through
Hydra tool on port 143.

STEP 3: Similarly, it will ban for port 25 and 587.

11 Outcome analysis

Integrating Fail2Ban, centralized authentication, and containerization led to major
improvements in email server security and administration. Fail2Ban showed a significant
decrease in successful brute-force attacks when compared to regular IP blacklisting.
MariaDB's centralized authentication simplified user administration while also improving
security. Containerization using Podman enabled isolation, scalability, and eased deployment.

While these combined techniques significantly reduced security concerns, difficulties such as
improving container performance, guaranteeing smooth scaling, and adjusting to emerging
threats still exist. Future research should focus on these areas, including the implementation
of robust SSL/TLS encryption, in order to improve email server resilience.
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