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1 Introduction

The configuration manual includes the infrastructure setup, and tools required to build the
project. This project builds a hybrid storage — PostgreSQL and Hyperledger fabric system with
calculation of SHA-256 hash of user data record and comparing them to evaluate the integrity
of the system. This document lists the hardware and software requirements, project setup and
execution

2 Hardware Requirements

The hardware requirements for the development of this project are:
*  Processor: 12" Gen Intel(R) Core(TM) i5-12500H 2.50GHz, 12 Cores
* RAM: 16.0GB
* Operating System: Microsoft Windows 11 (64-bit)
*  GPU: Intel(R) Iris(R) Xe Graphics
* Storage: 512 GB SSD

3 Software Requirements

Tools used
* Visual Studio Code — v1.95.3 (Integrated Development Environment (IDE))
* Postman — Tool used for simulating and testing API requests.
*  Windows Docker Container — v4.34.3, To run Hyperledger Fabric network separated
from the infrastructure.

*  Windows Subsystem for Linux — WSL2 For Hyperledger Fabric for smooth running as
it is mostly “bash” based.

4 Project Setup
The steps for setting up the project include:

1. Install Docker Desktop container and WSL2 in the host machine.
2. Turn on the WSL integration in docker desktop settings.



3. Install Visual Studio Code in the system.

Install Python3 and Node.js libraries

5. Download Hyperledger Fabric samples, docker images and binaries as per official
documentation. After this step, the “fabric-samples” folder with all the platformspecific
Hyperledger Fabric CLI tools and config files.
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Figure 1: Project Structure of Fabric Samples

5 Execution Steps

Steps to start the fabric network and package the chaincode(smart contract):
1. Redirect to “fabric-samples/test-network” and  execute
“/network.sh up createChannel”
2. Now, «create a chain code, move to “fabric-samples/asset-transfer-
basic/chaincodejavascript/lib” and create the chaincode.
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Figure 2: Chaincode part 1
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Figure 3: Chaincode part 2

3. Now, move to “fabric-samples/asset-transfer-basic/chaincode-javascript” and do “npm
install”.
4. Move to test-network folder and package the chaincode using: “peer lifecycle chaincode

package basic.tar.gz --path ../asset-transfer-basic/chaincode-javascript/ -lang node --
label basic _1.0”.



Now, install the chaincode on the peers of each organization: “peer lifecycle chaincode
install basic.tar.gz”.

Approve the chaincode by both organizations: “peer lifecycle chaincode

approveformyorg -0 localhost:7050 --ordererTLSHostnameOverride
orderer.example.com --channellD mychannel --name basic --version 1.0 --package-id
$CC _PACKAGE ID --sequence 1 —-tls --cafile

"${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example
.com/msp/tlscacerts/tlsca.example.com-cert.pem"”.

Then, the chaincode is committed to the channel of communication: “peer lifecycle
chaincode checkcommitreadiness --channellD mychannel --name basic --version 1.0 -
-sequence 1 --tls --cafile
"${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.
com/msp/tlscacerts/tlsca.example.com-cert.pem" --output json”.

Now, the Node.js application is built with below features:

1. API request with user details in the body to store data in PostgreSQL and Hyperledger

Fabric network.

a. For PostgreSQL:
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Figure 4: Store user to PostgreSQL

b. For Hyperledger Fabric network



executeFabricoperations() {
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Figure 6: Function to store user data to blockchain

2. API request to retrieve the details of the user with the specified email from both
PostgreSQL and blockchain.
a. PostgreSQL



getuser (email) {
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Figure 7: Function to retrieve user data from PostgreSQL

b. Hyperledger Fabric network
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Figure 8: Function to retrieve user data from fabric network

3. The SHA-256 hash of the user records retrieved from PostgreSQL and Hyperledger
Fabric are calculated and compared.
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Figure 9: SHA-256 hash calculation and comparison

Outputs:

1. The insertion of user into storage
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Figure 10: Postman testing to insert user to storage systems

2. The retrivel of user data after integrity checking
a. Case 1 —no corruption
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Figure 11: Data with no corruption is retrieved

b. Case 2 — corrupted user
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Figure 12: User data is corrupted






