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1 Introduction 
 

This Configuration Manual presents the detailed depiction of steps and procedures used in 

detecting intrusions in IoT systems. It is by a trial of the experimental setup, that is this 

document illustrates all the necessary software settings and tools. 

 

2 System Configuration 
 

The specification of the system used for this practicum is:  

• Operating System: Windows 11, 64-bit operating system 

• Processor: AMD Ryzen 3 3250U 

• RAM: 8 GB 

• Hard drive: 512GB SSD 

 

3 Software Tools  
 

A comprehensive description of tools used for this practicum:  

• Integrated Development Environment (IDE): Google Colaboratory (Google colab) 

• Coding language: Python 3.10 

• Data verification tool: Microsoft excel 

• Storage: PC/Google Drive  

• Connectivity: Stable internet connectivity for using Google colab (cloud-based IDE) 

 

4 Implementation 
 

To implement this project, python libraries and their version used for evaluating the dataset: 

• Scikit-Learn - 1.3.1【6】. 

•  NumPy - 1.26.0【6】【9】. 

•  Seaborn - 0.12.3【6】. 

•  Pandas - 2.1.3【7】【8】. 

•  Matplotlib - 3.8.1【6】. 

•  Imblearn - 0.12.4【7】【9】. 

• confusion_matrix 

• accuracy_score 

• Label Encoder 

• Standard Scaler 

• Random Forest Classifier 

• correlation_matrix 
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• Naive Bayes 

• Decision Tree 

• K-Nearest Neighbors 

• Logistic Regression 

 

5 Execution of Network Intrusion Detection Dataset:  
 

  

1. All the analyses, visualizations, and models in this paper had the Python libraries 

imported. 

 

 
Fig 1: Importing the libraries 

 

2. Load the data on the notebook 

 

 

 
Fig 2: Importing the dataset 

 

 
Fig 3: Training the dataset 

 

3. Finding the class of distributions in the dataset. 
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Fig 4: Attack Class Distribution 

 

4. Implementing Scaling numerical method  

 

 
Fig 5: Importing Standard Scaler 

 

5. Enabling Label Encoder 

 

 
Fig 6: Executing Label Encoder 
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Fig 7: Test and Train Value of class 

 

6. Executing the Feature Selection for required model 

 

 
Fig 8: Importance Feature Selection 

 

 
Fig 9: Selected Feature of dataset 

 

7. Data partition for Test and Train value at 70% and 30% 
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Fig 10: Splitting of Test and Train 

 

8. The following show the different machine learning algorithms used in my model 

 

 
Figure 11: Importing Model selection 

 

 
 

 
Fig 12:  Train and Test results with Model selection 

 

9. Evaluating with the selected model 
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Fig 13: Results of Model selection 
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6 Execution of IoT Device Network Logs Dataset:  
 

1. For all analyses, visualizations, and models in this paper, libraries should be installed.  

 

 
Fig 14: Importing the libraries to be used 

2. Load the dataset on the notebook 

 

 
Fig 15: Importing and  the dataset to the notebook 

 

 
Fig 16: Checking the Dataset columns 

 

3. Data analysis and Visualization 

 

 
Fig 17: Top 5 records of attacks on dataset 
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4. Identifying the missing value and finding value of columns and rows 

 

 
Fig 18: Determing value of dataset 

 

 

5. Finding the class of distributions in the dataset. 

 

 
Fig 19: Attack Class Distribution 

 

6. Handling missing and dropping irrelevent values 
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Fig 20: Data Cleaning  

 

7. Implementing Scaling numerical method  

 

    
 

 
Fig 21: Data splitting into 70% of training and 30% of testing 

 

8. Executing the feature selection of correlation matrix for turning model to better 

performance.  
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Fig 22: Calculating selected features with correlation_matrix 

 

 

9. The following show the different machine learning algorithms used in this model 
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Fig 23: Navie Bayes 

 

 
 

 
Fig 24: Decision Tree 
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Fig 25: K-Nearest Neighbors (KNN) 

 

 
Fig 26: Logistic Regression 

 

 

                                        

 

 

 

 
 


